
www.qovia.com

                                                                            

White Paper

As the Market Matures, VoIP Management Becomes 
Essential 

by Brad Webster, Consulting Systems Engineer
July 2006



See,Act,Deliver

As the Market Matures, VoIP Management Becomes Essential 

                                                                                                                                                                 2

Contents

Introduction ...................................................................................................... 2

"This is not your father's voice network" .................................................................... 2

"We didn't know what we didn't know" ...................................................................... 5

The Right Tools for the Job.................................................................................... 9

Conclusion .......................................................................................................17

This paper explores some of the more dramatic advances that have occurred in Qovia’s 
management platform, helping to enable the widespread adoption of VoIP management 
as a valuable part of any successful VoIP project.

Introduction

An interesting shift has occurred in the perception of the need for management in today's VoIP 
networks. Voice over IP (VoIP) management products have moved from being an afterthought to 
being a necessity.

In my position as a Consulting Systems Engineer with Qovia, I spend just about all of my time 
talking to end users in the VoIP arena. I am struck by how rapid and profound this shift has been. 
In a very short timeframe, end users have moved from not recognizing the need for management 
at all to accepting management as a necessary part of any successful VoIP implementation 

As VoIP deployments move from early adopters to a more mainstream audience, users are 
accepting the need for management products along with the new technology. The Qovia IP 
Telephony management platform has significantly enhanced its capabilities to help support the
widespread adoption of VoIP management.

"This is not your father's voice network"

During the initial deployments of VoIP, vendors were touting voice over IP as a whole new era in 
telephony applications. All problems and issues associated with voice communications could be 
solved through the magic of VoIP. These systems, it was said, were easier, cheaper, better, 
faster, new and improved. A plug-and-play, set-it-and-forget-it message was very strongly 
presented to the early adopters of the technology. Vendors pushed toll bypass and convergence 
of infrastructure/workforce as driving motivators to beguile end users into abandoning their 
traditional systems. Remembering the adage "if it ain't broke, don't fix it" made it easy to brand 
this technology as "less broke" than the current TDM systems customers were used to and thereby 
provided motivation for adoption.

Since some difficult, early installations, that message has shifted. Over the last eighteen months, 
vendors have worked through several large implementations and have felt the pain, along with 
their customers, in some of the earliest initial deployments. They began to soften the plug-and-
play aspect of their message.
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There is a marketing concept called the "Gartner's Hype Cycle, shown in Figure 1," which 
describes the launch of most new technologies. Gartner felt the over-selling of any new 
technology is inevitable and customer expectation is almost always higher than what can be 
delivered. So, it is only natural that at some point during the initial launch of any technology, a 
"trough of disappointment" occurs once end users realize that their initial expectations have not 
been met.

Figure 1: Gartner’s Hype Cycle

For the VoIP user, I think the term "trough of disappointment" may be too strong, but there was 
certainly some suspicion or mistrust of the technology after some of the early, large installations 
proved problematic. Users were getting over the euphoria of the promise and becoming wary of 
the realities of VoIP. Vendors and end users were quick to accept the need for management 
through all phases of the project life cycle to help return confidence in the technology. This may 
be the single biggest factor that influenced how vendors and customers viewed management in 
the VoIP marketplace. By properly using Qovia’s management products, our customers can 
maintain end user confidence throughout the project.

Another shift has been the type of customer deploying VoIP. Over the last year, vendors and 
integrators have begun to wisely use Qovia as part of a more sound network and voice 
management approach.  Consequently, their architecture and deployment practices have become
dramatically better. The market has begun to move from early adopters to the early majority, as 
shown in Figure 2.
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Figure 2: Rogers Adoption and Innovation Curve

By their very nature, early adopters enjoy being on the bleeding edge of technology and are used 
to a certain amount of deployment pain to stay there. Mainstream users, on the other hand, 
demand a more reliable methodology and expect a more seamless cutover from TDM to VoIP.  
Qovia can help ensure that seamless transition.

As a result of these changes in the marketplace, most experienced resellers have endorsed the 
need for network management in the VoIP application and are themselves looking for products to 
assist in the more difficult phases of pre-assessment and deployment. Users now understand that 
these systems require at least some network management, especially during the assessment and 
Day-Two phases. Most vendors now offer their own baked-in management tools or are partnering 
with third-party vendors such as Qovia to provide a suite of management capabilities. Qovia is 
currently providing management solutions for several VoIP vendors, including Nortel and Cisco, as 
well as several outsourced management solutions that are based on Qovia’s products, including 
Vital Networks and eLoyalty.  These solutions range from providing all the necessary software and 
equipment for end users to adequately manage their own networks, to offering full, outsourced 
management solutions that end users can purchase on a subscription basis.

In many instances, VoIP resellers have also looked to Qovia to help keep VoIP pilot programs on
schedule. It is not uncommon for Qovia to aid stalled pilot programs by identifying and correcting 
critical issues that may have end users rethinking their decision to move to VoIP in the first place. 
Often, squeaky wheels involved in a VoIP project are quick to say "I told you so," and proper 
management with Qovia can eliminate a lot of their ammunition and keep end-user customers 
happy through the critical first phases of a pilot program.
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"We didn't know what we didn't know"

Another factor that contributed to the early under-appreciation of the need for VoIP management 
products was that this technology was so new. Without more, real-world experience, there was a 
significant lack of expertise in the field. Most network engineers had to rely on the vendors to set 
best practices for deployments, and in some cases this reliance proved problematic as many 
vendors were just figuring it out themselves. Network professionals on both the data side and 
traditional TDM side really did not know what to expect. Maybe the new technology really was so 
good that standard rules of management might not apply.

This brings up another interesting aspect. Since this was often the first, joint, converged project, 
data teams did not know much about the historical need for voice management, and voice teams 
did not know about legacy data management needs. The two sides didn't know what they didn't 
know. Each was inexperienced in the standards and practices of the other.

Today, that lack of experience is gone. End users have become experts in the day-to-day 
challenges of managing VoIP networks. Data network professionals have learned that VoIP needs 
to be managed just like traditional data network applications. TDM technicians have learned that 
VoIP needs to be managed just like legacy phone systems. 

Qovia can help bridge the gap between these two disciplines.  By providing GUI-based data on 
RTP (real-time transport protocol) flows at various measurement points within the network, users 
can determine call flow issues much like a traditional TDM (time-division multiplexing) circuit.  
Qovia can follow an individual call through the network and provide real time information on a
user’s call at multiple points in the network while correlating those measurements. This 
significantly reduces the complexity of finding what portion of the network is causing a problem, 
dramatically reducing the time to repair.

Through an automated discovery process, Qovia can identify all IP endpoints in a network, 
including phones, gateways, PSTN interfaces, Unity servers, IPCC servers and DSP resources.  
After the discovery process, a physical connectivity diagram of the managed network is generated 
as shown in Figure 3.  The system then begins monitoring all RTP traffic in the network through 

sensors that are placed at strategic locations, indicated by the  icons in Figure 3.  
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Figure 3: Qovia Automated Discovery

Qovia sensors can identify individual call streams and associate them with the end points involved 
in both sides of the call.  Each sensor is capable of independently monitoring both the inbound 
and outbound streams.  So, for a single call traversing two sensors, a total of four records is
available for that call.

If a call experiences problems, IT staff is notified by email or SNMP traps, and the topology in the 
GUI changes color, as shown in Figure 4, to indicate what portion of the network is experiencing 
problems.
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Figure 4: Identifying Call Problems

Users can then drill down into the phone that is experiencing problems and look at the correlated 
records from each of the sensors in real time.  By comparing call stream quality measurements 
from all of the sensors that see the call, expressed in both MOS (Mean Opinion Score) and 
R-Factor terms, users can quickly isolate which portions of the network are good and which 
portions are suspect.  This ability dramatically speeds time in troubleshooting the correct portion 
of the network for more detailed analysis.

To help isolate specific faults, Qovia provides additional information on each call stream at each 
measurement point.  Information, such as jitter, packet loss and latency, is provided, and in the 
case of PSTN calls, what PRI/DS0 was used and what number was dialed.  Additional information 
that is available includes the Codec used on the call and the QOS (quality of service) setting as 
the call traversed the network (and whether it changed as it moved across the network), as 
shown in Figure 5.
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Figure 5: Call Stream Data for Isolating Problems

Once troubleshooters determine which segment of the network to focus on and what specific 
issue is affecting call quality, Qovia then uses SNMP queries to help isolate exactly which network 
element is causing the degradation.

Information, such as CPU, memory and buffer history, CRC errors on I/O ports, and switch fabric 
utilization over time, are provided, as shown in Figure 6.  All the metrics are stored in real time 
and held in the system’s database.  Users can troubleshoot an issue days, weeks or even months 
after a problem occurs.  The system acts like a camcorder on the network.  Historical 
information, including call quality records and performance information for switches, routers, 
gateways and Cisco CallManager, is available and can be used to troubleshoot forensically, isolate 
patterns for service affecting issues or proactively identify trends before they impact end users.
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Figure 6: Real-Time Data 

The Right Tools for the Job

As any mechanic knows, it is impossible to accomplish a job without the proper tools. This phrase 
also applies to the VoIP arena of the not-too-distant past.

In many cases, networks were not being managed adequately, because the management products 
simply did not exist. Many VoIP management solutions that were available were immature or 
inadequate to handle the unique challenges of managing the first, truly real-time application on a 
traditional data infrastructure. Many of these tools were just reworked or retooled versions of 
data management systems, which quite simply did not provide the necessary visibility for
properly maintaining a VoIP network. Everyone seemed to have his or her own perspective on 
what it meant to "manage" a VoIP infrastructure.  

Qovia is uniquely positioned as a management and monitoring tool, designed specifically for VoIP 
networks.  When our engineers sat down to design a monitoring solution, they had the luxury of a 
clean sheet of paper.  Qovia IP Telephony Manager is not a retooled system that was originally 
designed to manage servers or data infrastructures.  Our technology is not an afterthought or a 
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last-minute bolt on.  Qovia was designed from the ground up to monitor, manage and repair VoIP 
networks in the real world.

Qovia has set the standard for effectively measuring jitter, packet loss and latency in RTP 
streams for MOS calculations. Our products can monitor specific sub-applications associated with 
VoIP, such as signaling functions, gateway performance, interface status and utilization. 

As shown in Figure 7, Cisco CallManager performance is also monitored and alerted on without 
the need for an agent on the CallManager server.  Qovia is currently AVVID certified, using AVVID 
XML Layer (AXL) to pull information from the CallManager without impacting the CallManager
server’s ability to set up and tear down calls.  Information on application functionality, as well as 
server health, is available and can be alarmed on through the use of thresholds. 

Figure 7: Call Manager Performance Data

Another feature unique to Qovia is the way in which we use active versus passive testing.  Almost
all monitoring products use MOS to define call quality.  MOS scores have a 1-5 rating with 1 being 
the worst rating and 5 being the best (and theoretically impossible).  MOS scores can be 
calculated using either passive testing or active testing. 
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Active testing is used to describe the method of generating synthetic VoIP traffic on the network 
and measuring its quality.  This measurement may provide some insight into what actual calls are
doing in the network at the same time, but it is not a true measurement of user call quality.  
Most networks are too dynamic to assume that because one data stream, the synthetic call, does
not experience trouble, no others on the network are.  

In contrast, passive testing measures the quality of real calls as they actually occur in the 
network.  It provides the ability to passively monitor calls, placed by real users, and directly 
measure the quality of those data streams.  By passively monitoring the jitter, packet loss and 
latency of actual user calls, Qovia provides an accurate measurement of true, user, phone quality 
and experience.

Active testing is easier to perform, but it is not nearly as reliable as passive testing.  Qovia can 
use passive testing to measure every call placed by every user at all times.  For that reason, 
Qovia does not require the use of active testing the way many vendors do.  However, generating 
synthetic calls on the network does provide a valuable tool for troubleshooting or for checking 
call quality when no users are on the network.  

Figure 8: Generating Synthetic Calls
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Qovia can generate synthetic calls between sensors in the network, as shown in Figure 8.  A .wav 
file is stored on each sensor, and when directed, the .wav file is wrapped into an RTP stream and 
sent across the network.  The receiving sensor then scores the incoming .wav file just as it would 
a phone call, calculating jitter, packet loss, latency and a MOS score.  Qovia can also download
the received .wav file to a user’s desktop for actually listening to the audio quality of the link 
that was tested.

Figure 9: Generating Recurring Tests as Part of an Up-Time or SLA Monitor

Users can either perform this test manually, perhaps to confirm a problem was corrected.  Or, 
the system can be configured to generate recurring tests as part of an up-time or SLA monitor, as 
shown in Figure 9.  The system can also be configured to generate an automatic active test 
between any two end points that experience a problem with a call.  If Qovia sees a poor quality 
call on the network, users can be notified directly, or Manager of Manager (MoM) programs can be 
notified via SNMP. While users are logging in, the system can automatically perform an active test 
of the suspicious link to provide even more valuable data.
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Another focus area for Qovia is the alarm console.  Too many VoIP management products provide 
too much or too little information to users, and they are quickly ignored or replaced, often with 
great expense and effort.  Qovia’s event console, shown in Figure 10, is both detailed and flexible 
to provide users with only the information they need, based on their unique network 
requirements, and to have it presented in a way that works for their particular work flow.

Figure 10: Qovia Event Console

While best practice defaults come out of the box, each alarm can have its threshold adjusted 
based on specific network needs.  Alarms can be defined, as shown in Figure 11, to be sent to 
email, SNMP or both.  Alarms can be set to auto-acknowledge, allowing users to select how often 
the system reminds them of any particular issue.  At any time, any metric can be disabled so that 
users can control how Qovia integrates with existing management systems.  

Each Qovia alert is very specific with both plain text bindings and unique alert ID numbers, 
allowing the system to integrate into existing trouble ticketing systems.  And, like all information 
in the Qovia IP Telephony management system, these alerts are held for one year so that 
historical alarm information can be analyzed for detecting recurring patterns or used for forensic 
trouble shooting.
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Figure 11: Qovia Alarms

s

Today’s VoIP users now know what metrics are most critical for determining the health of their 
networks. Qovia can provide a framework for flexible data mining to provide the visibility users 
need, specific to their network and business model.

Qovia’s unique reporting engine, shown in Figure 12, puts detailed information about the network 
at the user’s fingertips.  The Qovia system monitors each and every call on the network.  The 
system knows what calls were placed by whom, to whom, how long the call was, what interface 
the call traversed and more.  By mining the database, Qovia can provide useful data on network 
utilization and quality, end user usage and quality and PSTN usage and quality.  All of the reports 
can be predefined and e-mailed automatically in PDF format to anyone.
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Figure 12: Qovia Reporting

Qovia can also provide detailed information on network devices including phone details such as
the model of phone each user has, what serial number that phone has, what switch it is on and 
what switch port each user is connected to.  Qovia IP Telephony Manager also provides 
information on what switches and routers are being managed as well as what IOS versions they 
are running.

Qovia IP Telephony Manager can also provide gateway capacity information for all PSTN 
interfaces, as shown in Figure 13, such as busy hours and busy users by both number of calls and 
number of minutes of use.  This information can be used to make sure calls are in fact being 
routed according to the dial plan.  If a user wants to use cost-based routing or load sharing across 
multiple PSTN links, Qovia can provide the visibility for confirmation.
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Figure 13: Gateway Capacity Information

Total call volume and quality distribution, shown in Figure 14, can be analyzed for any individual 
sites, between sites or on any specific gateway to help confirm quality in the network as well as 
to isolate specific problem areas.   These reports can be run daily, weekly or monthly for SLA 
verification statistics.
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Figure 14: Total Call Volume and Quality Distribution

Conclusion

Several factors have contributed to the evolution of end-user adoption of the Qovia IP Telephony 
Manager solution. VoIP equipment users now recognize the advantage of proper management in 
maintaining customer confidence. End users have become more experienced and are driving the 
need for adequate management to ensure successful deployments. Qovia is the industry leader in 
responding to those requirements. 
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Qovia has set the bar for providing real-time, meaningful metrics. Even large enterprises have
endorsed the concept of VoIP management products as mainstream. And, perhaps the biggest 
reason end users are adopting Qovia management products as a necessary part of their network 
deployment...

They work.
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