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ABSTRACT 
 

The deployment of Voice over IP (VoIP) in mission critical IT infrastructures is growing 
rapidly. However, many organizations remain concerned about two principal issues: 
VoIP system availability and VoIP voice quality, in comparison to traditional TDM based 
telephone systems. Unlike the basic TDM telephone system, VoIP consists of many 
components such as a call server, gateway, gatekeeper, MCU, handset, ethernet switch(s) 
and router(s).  The possibility of a fault occurring in a VoIP system is greater than that of 
a TDM telephone system, simply due to the increased number of system components. The 
challenge for VoIP is detecting and locating faults among the many different system 
components. The second issue of concern to VoIP is the question of voice quality. VoIP is 
a synchronous and real time application. When it is combined with IP, which is an 
asynchronous application, call quality problems can result. VoIP needs to meet this 
challenge, and provide a method for users to monitor call quality. This paper exposes the 
concerns related to VoIP’s availability while suggesting a means to monitor vital signs 
and detect and isolate any alarming matter.  It further presents factors that negatively 
affect voice quality and shares the various ITU-T algorithms to measure the quality of 
voice.  Monitoring and managing VoIP has been grossly under looked and, therefore, a 
total quality management tool idea concludes this paper. 
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Introduction 
Voice over IP (VoIP) is an emerging technology utilizing the internet to exchange 
voice through digital data packets.  Enabling use of the internet as the 
transmission medium for telephone calls, VoIP allows users to communicate 
using various multimedia applications.  The benefits of creating an infrastructure 
to support all forms of communication are undeniable.  Traditionally, voice data 
has been carried over circuit-committed protocols of the time division multiplexing 
(TDM) based public branch exchange (PBX).  With this type of network, large 
amounts of unusable bandwidth occur during pauses in the conversation due to 
the TDM lines’ dedication of one pre-determined circuit/path for the duration of 
each call.  With VoIP however, voice shares the same network with data, 
effectively consolidating bandwidth by sending packets to any available path at 
any given time resulting in more efficient use of the network (figure 1). 
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Figure 1.  Sample VoIP Network 
 
The objective of VoIP is to provide the same high-availability, high-quality voice 
service that users currently receive from the TDM based system.  Nevertheless, 
the known systems and methods for managing and monitoring IP networks 
create several drawbacks with respect to VoIP.  Numerous attributes negatively 
affect voice quality.  VoIP consists of numerous components and moving parts as 
well as many protocols that may result in a loss of voice communication.  In 
addition, because there are multiple vendors creating such parts, compatibility 
becomes an issue.  Even when successful communication is achieved, voice 
quality must then be ensured.  These issues need to be detected and isolated for 
better VoIP management. 
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Two Key Problems within VoIP 
For years, PBX suppliers have been creating systems that deliver five-nines, or 
the suggestion that the voice system should be available 99.999 percent of the 
time.  This high availability of the PBX creates pressure for VoIP vendors as they 
construct the same service to which users are accustomed.  Two key concerns 
that VoIP network managers need to focus on are availability/outage and voice 
quality. 
 
Outage 
Bringing two different types of networks (VoIP and TDM)  together to deliver 
phone calls is not an easy task due to so many different systems and possible 
interconnections.  VoIP elements like gateways that digitize and compress the 
telephone signals and gatekeepers that keep track of how many users are 
connected along with their location(s), are major system components that must 
work in harmony with the existing TDM.  In addition, more advanced handsets 
are used to offer the VoIP services.  Any one of these VoIP elements can fail at 
any given time. 
 
The physical components of the IT infrastructure itself can also cause difficulties.  
Routers, switches, cables, and UPS to name a few.  And not only can VoIP 
elements and infrastructure failures occur, but failures may also occur through 
the lines.  It is possible that a T1/E1 interface or analog line will go down due to 
nearby construction, for example, resulting in no incoming or outgoing calls. 
 
Unfortunately, detecting an outage can become very cumbersome and time 
consuming.  There are too many consoles to monitor (e.g.,  network 
management service, vendor supplied management, third party software, carrier 
operational support system) and thus, it is difficult to isolate the problem in an 
satisfactory time frame.  In addition, carriers themselves may not have time to 
monitor their channel service unit/data service unit (CSU/DSU) or the customer 
premise equipment (CPE).   
 
An event-driven alarm system detecting vital problems is one solution.  By 
implementing an intelligent (management) server that is ready to receive alarms 
and send relevant information through elements like a SNMP trap, email/pager, 
carrier console, or an intelligent console, the finger-pointing should diminish as 
should the network managers’ workload (figure 2). 
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Figure 2.  How an event-driven alarm system can work. 
 
This management server could also check vital signs by polling the connections.  
To determine whether a specific IP address is accessible, a ping sends a packet, 
or message, to another computer and waits for acknowledgement.  The nature of 
acknowledgment received determines the IP address’ availability.  Blind polling 
sends a ping to every element in the network a predetermined number of times 
per minute.  This type of polling monitors the entire network at the expense of 
bandwidth.  Therefore, a better polling option is severity-based.  Severity-based 
polling transmits a ping to critical elements more often.  For example, the 
management server could be set to receive a ping every five seconds while 
handsets are set to receive a ping only once every hour.  This reduces ping 
traffic, thus reducing bandwidth.  Dynamic polling could also be introduced to 
babysit any failed pieces by increasing the number of pings to that particular 
piece.  The number of pings would be recalculated based on the number of 
previous faults. 
 
A network’s threshold before outage occurs depends greatly upon the capacity of 
the links in the network and the processing that occurs as the packets transit the 
network.  Each component has its own set of requirements but must work 
together with other components of the system to produce a continuous flow.  The 
network needs to be configured and managed in order to reduce the greatest 
amount of outage issues as possible. 
 
Voice Quality 
More vital to VoIP than outage problems are the characteristics that negatively 
affect voice quality.  Since voice shares the same network with data, care must 
be taken to ensure that voice quality is preserved.  Users demand the quality of 
VoIP match the business quality that TDM voice routinely provides.  Perceived 
voice quality is a function of many factors, including delay, echo, jitter, and 
packet loss. 
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Voice quality is affected by the latency or delay of IP networks.  A typical IP 
packet will travel through multiple hops or routing devices, with each device 
imposing a variable amount of delay.  These accumulated delays coalesce to 
create the network delay.  If the sender’s application takes longer than 50 ms to 
reach the receiver’s destination application, interference may occur.  One 
problem caused by delay is when you hear your own voice repeated while 
holding a conversation, known as echoing.  Echoing becomes an issue when 
hybrid circuits in a telephone network convert between a four-wire circuit and a 
two-wire circuit.  Voice carries through a transmit path (Tx) and receive path (Rx) 
each time a call is placed.  Echoing occurs when there is an audible leak-through 
of your own voice into your own receive path.  Since all digital bits are 
represented by analog signals at the physical layer, it is these analog signals are 
the subject of leakage.   
 
Locating echo sources is not easy.  Fortunately, since echoing only takes place 
among the analog circuits, more attention can be paid to the sending or receiving 
ends of the network.  If echoing occurs before the voice reaches the internet on 
the sender’s end, its roundtrip delay is so insignificant (<25ms) the it is not even 
perceived as an echo.  Therefore, the source of echoing typically can be found in 
the receiving end of the circuit.  The longer round-trip delay and louder the echo, 
the harder it is to conduct a normal conversation.  One way to reduce echoing is 
to physically shorten the distance from the digital segments to the actual 
telephone and implement echo canceling. 
 
Jitter is another problem caused by delay.  Jitter occurs when there is a variation 
between when a voice packet is expected to be received and when it actually is 
received.  More jitter will be encountered with longer cables, signals at higher 
data rates, network congestion, lack of bandwidth, and routing changes to name 
a few.  A listener on the receiving end hears choppy communication when jitter 
takes place.  Therefore, jitter buffers serve to alleviate this choppiness by 
introducing a small delay buffer.  The buffer uses effective queuing algorithms to  
collect packets and hold them long enough to allow the slowest packets to arrive 
in time to be played in the correct sequence.  Yet, this causes additional delays.   
 
Excessive jitter along with peak loads and network congestion can cause the 
severe problem of packet loss.  Devices like routers and switches hold data 
packets in buffered queues.  Depending on the load, such routers may overflow 
and data will be lost.  If these lost voice packets are not recovered, listeners tend 
to hear popping and clicking noises during their conversation.  The 
retransmission of these lost packets not only adds to the bandwidth usage, but 
also adds to the total transmission time.  In addition, since some IP paths may 
have higher bandwidth than others, voice packets in the same flow may arrive 
out-of-order.  Voice communication becomes unacceptable.  Voice packets 
should therefore be given priority of the traffic in a way that data packets will be 
lost first. 
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Treating these voice quality problems is not enough; they need to be managed.  
However, various values and elements of the voice quality reports lead to various 
forms of analysis.  Therefore, voice quality measuring standards are a must.  
Numerous studies have performed subjective tests to measure the effect of 
specific impairments on voice quality. 
 
Voice Quality Measurements/Rating Algorithms 
Obviously, each listener determines voice quality differently.  As a result, a mean 
opinion score (MOS) was created by the International Telecommunication Union, 
Telecommunication Standardization Sector (ITU-T) as a benchmark to determine 
the quality of sound.  A wide range of men and women rated the quality of pre-
selected voice samples on a scale from 1 (bad) to 5 (excellent).  The scores were 
averaged to provide the MOS for each sample.  Communication quality is rated 
in the 3 - 4 range.   
 
Given that the MOS is a highly subjective interpretation, the ITU-T created an 
automated scoring process (P. 861).  Perceptual Speech Quality Measurement 
(PSQM) uses an algorithm that enables computer-derived scores to closely 
correlate to MOS scores.  However, PSQM was designed for the circuit-switched 
network and does not take into effect important parameters such as jitter and 
packet loss that are relevant to VoIP. 
 
Therefore, the Perceptual Analysis/Measurement System (PAMS) was 
developed to combine several impairment factors.  PAMS is an intrusive listening 
speech quality assessment tool.  An objective test is performed by injecting 
speech or a speech-like signal at one end of the network, and capturing the 
degraded signal at the other end.  A quality prediction is then computed from a 
mathematical comparison between a stored version of the original and the 
degraded signal (figure 3). 
 

SCORE 
Parameter 

1 2 3 4 5 

Latency (ms) < 50 50 - 75 75 - 100 100 - 200 > 200 

Jitter (ms) < 5 5 - 10 10 - 50 50 - 100 > 100 

Packet/Loss (%) 0 0 - 1 1 - 2 2 - 3 > 3 

Figure 3.  Voice Quality Measurement (PAMS) 
 
The latest standard for assessing voice quality is Perceptual Evaluation of 
Speech Quality (PESQ, ITU-T P.862).  PESQ builds on the PSQM and PAMS 
algorithms by adding additional processing steps to account for signal-level 
differences and the identification of errors associated with packet loss. 
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In the mid 1990s, the E-Model was introduced as a way to combine impairments 
from all sources and help designers plan a better network.  All the possible 
functions that can weaken the voice quality pile upon one another.  On a scale 
from 0 to 100, the E-Model’s formula is as follows: 
 

R = Ro – Is – Id – Ie +A 
whereas,  
R = single rating 
Ro = signal to noise ratio factor (e.g., room noise at either side, circuit noise) 
Is = impairment of voice transmission system (e.g., excessive loudness) 
Id = impairment factor due to delay (e.g., echo) 
Ie = equipment impairment factor (e.g., signal distortion) 
A = advantage factor (e.g., mobility) 
 
Once calculated, the E-Model’s R-factor is then translated to MOS to analyze the 
network’s performance.  The algorithm, combining outage with individual delay, 
assists in locating the actual segment having the problem(s) and identify its 
underlying reason (figure 4). 
 

R-factor User Satisfaction MOS 
90 – 100 Best 4.34 – 4.50 
80 – 90 High 4.03 – 4.34 
70 – 80 Medium 3.60 – 4.03 
60 – 70 Low 3.10 – 3.60 
50 – 60 Poor 2.58 – 3.10 

Figure 4.  E-Model / R-factor          MOS 
 
To further assist in evaluating voice quality, the ITU-T put together a guideline 
(G.114) to detail the effect of delay on voice transmission.  This principle 
provides guidelines regarding the one-way delay limit.  Acceptable quality for 
most user applications has been ranked 0 - 150 ms, where no echo is heard.  
Anything over 400 ms is considered unacceptable for real-time voice traffic 
(figure 5). 
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Standards in measuring voice quality in conjunction with techniques to detect and 
isolate voice availability greatly enhance VoIP.  Network reliability and voice 
quality are paramount to the success of a VoIP phone system.  Both internal and 
external callers need to be able to hear the phone conversation clearly, without 
jitter or latency interrupting the flow of ideas.  Callers must also be able to 
connect with whomever they are trying to call at the time requested.  The network 
needs to work smoothly and reliably at all times.  A network management 
system, therefore, plays an essential role in keeping the VoIP phone system up 
and running, as well as maintaining voice clarity. 
 
Conclusion 
Data network management tools are not readily adaptable to call servers.  
Therefore, a system and method are needed for managing IP networks providing 
real-time performance monitoring of the VoIP elements including the call server, 
gateway, gatekeeper, and handsets and other IP network components in a way 
that is relevant to voice communications.  And because many IP networks are 
not highly reliable, systems and methods are needed that can mitigate the effects 
of hardware and/or software failures in a VoIP network. 
 
Detection plays an essential part in VoIP performance management.  Monitoring 
around the clock proactively identifying service faults allows providers the ability 
to improve their performance before end-users detect a problem.  But managing 
VoIP can become quite burdensome.  A T1/E1 access module for monitoring, 
including port status, would produce vast improvements.  In addition, a call 
quality module would help monitor packet loss, jitter and latency matrices and 
voice quality scoring.  An inventory module could detect and manage the 
workings of the network.  A data management module could be introduced to 
manage disaster recovery, import/export of system backups, logs, dial plans, 
voice mail, etc.  A module could also monitor the easily forgotten UPS and report 
any findings.  Lastly, a user-defined threshold notification module could notify the 
network manager via email/pager of any alarms.   
 
All these modules can be rolled into one total quality management tool.  Such a 
tool is needed to not only detect but also isolate any voice quality problems.  The 
figure below illustrates how a total quality management tool is capable of 
detecting and isolating problems.  A central server can dynamically collect 
performance/delay data from various sources to continuously calculate variable 
polling periods and inject active packets as necessary (1).  The server can 
analyze the importance of each problem and report them to a console via an 
alarm (2).  The console would send instructions back to the server (3) to inject 
appropriate active test packets into the VoIP network to pinpoint the trouble spots 
(4 & 5).  The console can then display overall call quality with display drill down 
to detail elements with MOS/PESQ/E-Model information (6). 
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