
“In the interests of simplicity CBRS equipment vendors seek to 
shield network engineers from excessive complexity.” 
-Aruba Whitepaper

CWISA says similar.. It’s just magic.. 🤫
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Um, I’m Sherlock Peter.. 
I want to know how it works! 

CBRS PI - SECRETS IN THE CBRS AIRWAVES



So I built the CBRS Pi..
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Most channels 
are encrypted. 
The captures 
work because 
the modem 
exposes a 
diagnostic 
promiscuous 
mode port

Tool captures 
PCAPs as well 
as captures 
EARFCN, RSRP, 
RSSI, and 
PhyCell ID (PCI)



Then talked about it at WLPC Prague and 
WLPC Mexico.. 
Then Peter and others asked me..
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What’s the modulation of LTE/5G? 

How does the protocol work?

Aren’t all of the frames 
encrypted?



Different modulation schemes for downlink vs uplink:

Uses OFDM -> OFDMA for Downlink, Single Carrier-FDMA (SC-FDMA) for Uplink

15khz Subcarriers Spacing - 1.4, 3, 5, 10, 15, and 20 Mhz channels (CBRS uses 10 and 20mhz)

>20Mhz Channel Bonding is called Carrier Aggregation, can be non-contiguous (ie 20+20mhz)

LTE supports QPSK, 16-QAM, and 64-QAM with up to 40mhz Carrier Aggregation

5G adds support for BPSK and 256-QAM with up to 100mhz Carrier Aggregation

LTE/5G is a more efficient use of the spectrum than Wifi 6 due to central control and scheduling
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What’s the modulation scheme for LTE/5G on CBRS?



TDD Configuration 
Subframe Assignment

● SA1 is a 50:50 downlink to uplink split, SA2 is a 60:40 split

● Possible source of interference if mismatched radios on same channel

● TDD is the structure, the radio uses OFDMA/SC-FDMA, QoS, and other factors for scheduling

● Recommended to use SA2 Outdoors - Verizon and DeWi are using SA2 on Band 48
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LTE Downlink Channels

Source: https://www.arubanetworks.com/assets/wp/WP_CBRS-Signaling-and-Control.pdf © 2023 markhoutz.com6



LTE Uplink Channels

Source: https://www.arubanetworks.com/assets/wp/WP_CBRS-Signaling-and-Control.pdf © 2023 markhoutz.com7



LTE Logical 
Control Channels

BCCH (Broadcast Control) - MIB and SIBs - contains 
PLMN, subframeAssignments, specialSubframePatterns, 
TAI, and CBRS-NID. User Endpoints (UE) client’s cell 
selection and reselection are controlled on this channel. 
Broadcast to all. Downlink only.

CCCH (Common Control) - Contains the connection 
and association for an unassigned UE device. Both 
Uplink and Downlink directions. 

DCCH (Dedicated Control) - Control and Signaling per 
UE. Unicast communication between individual UE and 
eNodeB. Provides measurement reports to the radio 
which contains UE info such as RSRP and RSRQ ranges. 
UL-DCCH may contain capabilities and supported 
bands of UE. Both Uplink and Downlink directions.

DTCH (Dedicated Traffic) - Contains all data and 
telephony traffic. Encrypted from UE to the EPC Core. 
Broken into voice and data subchannels. Not captured! 
Both Uplink and Downlink directions.

PCCH (Paging Control) - “Paging a UE.” Informs UE 
devices there is traffic or messages that are waiting at 
the base station such as a text message or phone call. 
Power saving mechanism. Page Data is received on the 
DTCH. Broadcast to all. Downlink only. 

Downlink

Uplink
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Dedicated channels ensures data rate for control traffic
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LTE OFDMA PHY 
Uplink/Downlink

https://dhagle.in/LTE

Configuration: TDD, SA2, SSP7, 10mhz bandwidth

10Mhz has 50 PRBs (ie. grey rows). 20Mhz has 100 
PRBs. Rows are Sub Carrier. Each box is a Symbol. 
Left to Right is Time ie TDD Configuration.

Lower left graph: White are downlink, green are uplink, 
others are control traffic. Shows 1.4Mhz channel with 
6 PRBs for ease of display.
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http://dhagle.in/LTE
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https://blogs.arubanetworks.com/corporate/explaining-cbrs-and-wireless/

https://www.arubanetworks.com/assets/wp/WP_CBRS-The-Radio.pdf

https://www.arubanetworks.com/assets/wp/WP_CBRS-Signaling-and-Control.pdf

https://www.arubanetworks.com/assets/wp/WP_CBRS-LTE-Technology-for-the-Enter
prise.pdf

https://www.cwnp.com/c5s/

https://www.youtube.com/playlist?list=PLW8PqCtRwgZPeb934BwXXrC79V1czJoBH

https://www.youtube.com/playlist?list=PLW8PqCtRwgZPGHAd6R1jz-aYoLmoeS58y

https://www.google.com/get/spectrumdatabase/cpi/

Resources

https://blogs.arubanetworks.com/corporate/explaining-cbrs-and-wireless/
https://www.arubanetworks.com/assets/wp/WP_CBRS-LTE-Technology-for-the-Enterprise.pdf
https://www.arubanetworks.com/assets/wp/WP_CBRS-LTE-Technology-for-the-Enterprise.pdf
https://www.youtube.com/playlist?list=PLW8PqCtRwgZPGHAd6R1jz-aYoLmoeS58y


Thank you! 
markhoutz.com
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