
Using CommView and CommView for WiFi to
Capture Packets from HiveAPs

Requirements

 You must enable remote capture mode within the HiveAP. Instructions for this are in Appendix
A at the end.

 You need CommView 6.1 Build 664 or higher or CommView for WiFi 6.3 Build 687 or higher.

Selecting the Right Product Type

Despite the fact that you can capture Ethernet packets (eth0sniffer) using CommView for WiFi or
capture Wi-Fi packets (wifi0sniffer) using CommView, we recommend that you use the wired product
version, e.g. CommView, for capturing Ethernet packets and the wireless product version, e.g.
CommView for WiFi, for capturing wireless packets, as they are better-suited for the corresponding
tasks. For example, in CommView for WiFi, you can see the "Rate" or "Channel" column on the packet
list, whereas in CommView these columns are not available.

Connecting to the AP

Click File => Remote Monitoring Mode. A new toolbar will be displayed. Click on the third button, New
RPCAP connection, as shown below. Don't confuse this with the first button (it opens a new CommView
Remote Agent connection, which is a whole different animal):

You will see a new RPCAP window. Follow these instructions to configure this window:

1) Enter the IP address or hostname of the HiveAP.
2) Select the port number (2002 by default, but it can be changed on the HiveAP as noted in

Appendix A) on which the HiveAP is listening
3) Check User Authentication and enter the username and password if the AP is configured to use

authentication as noted in Appendix A
4) Check Promiscuous Mode if you want the HiveAP to capture all traffic it hears (not just traffic

destined to/through the HiveAP itself)
5) Click Connect.



Once the connection has been established, the Adapter drop-down list will display available adapters.
Select an adapter and click Start capture.

The main application window will display, decode, and analyze the packets being captured. You can
open multiple RPCAP windows to connect to multiple interfaces simultaneously.

Command Line Usage

You can use command line switches to automatically run CommView (or CommView for Wi-Fi) and have
it open a new RPCAP window and connect to a host, for example:

CV.EXE /rpcap 192.168.0.205 2002 1 2 "user" "pass"

Argument #1: IP address or hostname of the AP.
Argument #2: Port number.
Argument #3: Capture mode. 0 for promiscuous mode, 1 for non-promiscuous mode.
Argument #4:  Adapter index. The index is 1-based.
Arguments #5 and #6: User name and password, if you want to utilize user authentication. Quotation
marks are mandatory.



Appendix A:  HiveAP Configuration

In order to enable remote capture capability within a HiveAP, follow these steps:

1) SSH to the HiveAP (via an SSH client or via the HM/HMOL integrated SSH client) and log in.
2) Enter the command exec capture remote-sniffer to enable remote sniffing
3) Additionally, you may enter the following optional commands:

a. Exec capture remote-sniffer user username password (if you require un/pw
authentication)

b. Exec capture remote-sniffer host-allowed X.X.X.X (if you require that only a specific IP
host perform sniffing)

c. Exec capture remote-sniffer local-port port-number (if you require a different port
number for sniffing)

d. Exec capture remote-sniffer promiscuous (if you require that the HiveAP capture all
traffic that it can hear instead of only the traffic destined to/through the HiveAP itself).

4) When you have completed your sniffing, you should enter the command no exec capture
remote-sniffer to disable remote sniffing

Appendix B:  Existing Issues Currently Being Resolved

There are some peculiarities in the way RPCAP was implemented in HiveAPs.  These peculiarities are
listed below. Please read the list carefully, as some of the issues are important.

1. HiveAPs decrypt WPA-encrypted packets (as long as these packets belong to that HiveAP, of
course).  When such packets are decrypted, IVs and extended IVs are not deleted from the
packet body and the "Encrypted" flag in the "FrameControl" header is not cleared.  As a result, a
packet analyzer (e.g. CommView or Wireshark) cannot correctly interpret packet contents.
Additionally, for the packets where the "FromDS" bit is set, WPA checksums (e.g. the trailing 8
bytes of WPA-encrypted packets) are not deleted.  To address this problem on the software
level, CommView for WiFi deletes the IVs and checksums of such packets to make them
decodable. To disable this correction, change the value of
HKEY_CURRENT_USER\Software\CommViewWiFi\RPCAP\AHFix from 1 to 0 (close the program
before you make this change).

2. For outgoing packets, the Radiotap header does not contain the channel frequency.  As a result,
it's impossible to find out which channel is being monitored until we capture the first incoming
packet.  Then we take the channel number from that packet and apply it to all the subsequent
packets.  This is not a very good method.  CommView for WiFi defaults to channel 1 when no
channel number is indicated.

3. Data rates in the Radiotap header are typically invalid. Values like 7.5 Mbps are common in the
Radiotap header.  HT rates are never indicated.  You can't indicate them anyway even if you
wanted to (one byte is not enough).

4. Antenna signal (IEEE80211_RADIOTAP_DBM_ANTSIGNAL) and noise
(IEEE80211_RADIOTAP_DBM_ANTNOISE) in dBm are never indicated in the Radiotap header.
dB antenna signal (IEEE80211_RADIOTAP_DB_ANTSIGNAL) is sometimes indicated, but it's not
usable because the reference is arbitrary and because it's simply wrong (often very high values
from distant APs and STAs and very low values from nearby APs and STAs).  Still, CommView for
WiFi displays IEEE80211_RADIOTAP_DB_ANTSIGNAL when it is indicated, in place of the real
dBm value, so don't assume that the signal level readings are meaningful.  They aren't.



Note: For obvious reasons, issues 2, 3, and 4 break the statistics functionality in CommView for WiFi (the
Nodes and Channels tabs contain partly invalid data).


