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 What's New

The B2000 badge provides new capabilities that you can access through

the configuration utilities in Vocera, and Version 4.0 provides significant

enhancements to previous versions of Vocera. This section briefly describes the

impact of the B2000 on badge configuration and Version 4.0 on the Vocera

system software.

See the Vocera B2000 Badge Guide for a complete list of changes and features

in the B2000 Badge. See the Release Notes for a complete list of changes to all

areas of the product since Vocera 3.1.

Important:  The B2000 features described in this document require Vocera 4.0

Service Pack 5 or greater.

What's New in B2000 Configuration

The following topics summarize the impact of B2000 features on badge

configuration:

• Network profiles

A badge profile is the set of properties that specifies how a badge connects

to your network. B2000 and B1000A badges have independent profiles,

allowing them to run on VLANs that have different network and security

settings. See About Badge Profiles on page 111.

• Badge Properties Editor interface

The Badge Properties Editor provides an interface for creating both

B2000 and B1000A profiles. See Using the Badge Properties Editor on

page 113.

• Badge Configuration Utility extensions

The Badge Configuration Utility has been extended to allow you to

configure B2000 and B1000A badges simultaneously. See Using the Badge

Properties Editor on page 113.

• Badge configuration menus
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You access the internal badge configuration menus in slightly different ways

for the B2000 and the B1000A. See Displaying the Badge Configuration

Menu on page 136.

• Property names

Because B2000 and B1000A badges have independent profiles, their

properties have different names. See Badge Property Reference on

page 149.

What's New in Vocera 4.0

The following topics summarize new and improved configuration behavior in

Vocera 4.0:

• High Availability and Security Features on page 20

• Scalability Features on page 21

• Administration Features on page 21

• Usability Features on page 22

• Telephony Features on page 23

• Administration Console Reorganization on page 24

See the Release Notes for a complete list of changes for this version.

High Availability and Security Features

• Vocera cluster architecture

Vocera now provides a proprietary high-availability architecture, eliminating

the need for the Microsoft Cluster Service while offering improved failover

speed and performance. See Vocera Clusters on page 63.

• Email alerts for significant system events

The Vocera server sends alert messages to notify you of significant system

events, such as low disk space and cluster failovers. See Sending Alert

Messages on page 349.

• Console Locking

To help prevent dictionary attacks, the Vocera Server locks the Administration

Console, User Console, and Report Console for five minutes after four

unsuccessful login attempts from the same IP address. See Console Locking

on page 330.

• SSL Access
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To further enhance console security, Vocera offers optional SSL (Secure

Sockets Layer) access to the Administration Console and User Console. See

SSL Access on page 328.

• Report Server IP Address

To prevent unauthorized access to your data, you must register the IP address

of the Vocera Report Server before the Vocera Server allows it to download

data. See Report Server IP Address on page 330.

Scalability Features

• Automatic logout of inactive users

New settings on the System|Preferences page allow you to automatically log

out a user who is off the network for a specified number of hours, making

the user license available for someone else. For example, if users leave

with their badges and forget to log out at the end of their shifts, you can

automatically log them out and make their user licenses available for others.

Use this feature in combination with Auto Logout When Badge In Charger

in the Defaults section to ensure that users stay logged in only when they

intend to be on the network. See the Administration Console help or the

Vocera Administration Console Reference for complete information.

• Voice commands for contacting different sites

New procedures for using voice commands in a multi-site environment

improve speech recognition. See Calling Between Sites on page 306.

Administration Features

• Spoken name count

New fields in the Administration Console display the total number of

names that can possibly be used in a voice command. See About Speech

Recognition on page 279.

• Tiered administrators

You can optionally grant users different levels of access to administrative

features, distributing routine maintenance. See Tiered Administrators on

page 326.

• Temporary users

You can now create temporary user accounts to allow temporary employees

full use of the badge. Each temporary account is deleted on a date that you

specify. See About Temporary Users on page 249.
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• Temporary group membership

You can now create groups whose membership is temporary. When members

of the group log out or leave the network, Vocera automatically removes

them from the group, but not from the Vocera database. See Groups with

Temporary Membership on page 256.

• Support for numeric values in name fields

Allows you to use mixed alphanumeric values in name fields for users,

groups, address book entries, locations, and sites. For example, you can now

create an address book entry such as "911" or a group such as "Room 299".

In previous versions of Vocera, you would have to name these entries "Nine

One One" and "Room Two Nine Nine".

Vocera supports the full range of common number pronunciations. For

example, you can pronounce "Room 299" as either "Room Two Nine Nine"

or as "Room Two Ninety Nine" without creating alternate spoken names.

• Icons identify permission categories

The Member Permissions list in the Add/Edit Group dialog box now displays

icons to help you identify the category in which each permission belongs.

• Data checks

The new Data Check feature examines your database for entries that cause

speech recognition conflicts, including identical spoken names, matching or

missing phone numbers, empty or matching groups, and nested department

groups. See Checking Data on page 343.

• Change Server IP Address Utility

If you need to change the IP address of your Vocera Server machine, this

utility updates the IP address in all the configuration files, environment

variables, desktop shortcuts, and registry entries referenced by the server. See

Changing the IP Address of the Vocera Server on page 375.

Usability Features

• Maximum Voice Message Length

A setting on the System|Preferences page allows you to specify the

maximum length of voice messages users can receive on the badge. See the

Administration Console help or the Vocera Administration Console Reference

for complete information.

• Emergency Broadcast Group
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You can now specify which group automatically receives emergency

broadcasts for a site. In previous versions, emergency broadcasts were

automatically directed to a group named "Panic". See Emergency

Broadcast Groups on page 308.

• Permissions for broadcasting and sending messages to Everyone group

You now must explicitly grant users permission to broadcast or send

messages to the Everyone group. See the Administration Console help or the

Vocera Administration Console Reference for complete information.

• Group Status Monitor

Displays information about logged-in group members and their badges. See

Monitoring Badge Activity on page 331.

• Improved search field

The Search field that allows you to locate users, groups, and other entries

throughout the Administration Console and User Console has been

enhanced. You can now type as quickly as you want, and the field displays

a list of possible matches that is progressively filtered with every additional

character you enter.

• Buttons-only answering option for incoming calls

A new setting optionally disables the use of a spoken "Yes" or "No"

command and requires users to press a badge button to accept or refuse a

call. This setting prevents background noise from inadvertently resulting in a

Genie response. See Buttons-Only Answering on page 286.

Telephony Features

• Direct Inward Dialing (DID) support for ISDN-PRI interfaces

Allows a user to have a 10-digit telephone number dedicated specifically to

the badge. A person who dials a user's DID number does not interact with

any Vocera Genie prompts, but instead is connected directly to the user's

badge. See Configuring Direct Inward Dialing on page 193.

• Dynamic extensions

Dynamic extensions allow Vocera to allocate a phone number to a badge

user from a shared pool automatically, on an as-needed basis. If your badge

users do not have desk extensions, this feature allows you to support paging

without manually assigning unique numbers as PINs for your users. This

feature also allows a large number of badge users to benefit from a small

number of DID lines. See Configuring Dynamic Extensions on page 196.
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• Shared telephony for sites

A single telephony server can now optionally share the phone lines within a

single PBX trunk among multiple sites, supporting an individual hunt number

for each site and providing better speech recognition. See Telephony in a

Multi-Site Environment on page 198.

Administration Console Reorganization

Some sections of the Administration Console have been reorganized to

make room for new features and to provide more intuitive access to existing

Vocera features. The following list summarizes these changes; see the Vocera

Administration Console Reference or the Administration Console online help for

more complete information.

• System backups

The Schedule Automatic Backups section and the setting for Maximum

number of backup files to save are now located on the new Backup page

of the System screen. The Backup and Restore buttons that allow you to

backup and restore data manually are now located on the Server page of the

Maintenance screen.

• Server control

The Server Control tab of the Maintenance screen is now called Server. It is

the first tab of the Maintenance screen, instead of the last.

• The Email screen

The Mail Server Settings section has been moved to the new Host Info

page of the Email screen. The new Mailbox page includes everything from the

old Outgoing page and the all the Vocera Mailbox Settings from the old

Incoming page except the Default Recipient Email Address, which is now

called Alert Recipient Email Address and located on the Alerts page. The

Alerts page also includes the Automatic Emailing of Log Files section from

old Logging page of the Maintenance screen.
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 Introduction

The Vocera Communications System enables people to communicate instantly

over a wireless network. Vocera users speak into a small, lightweight wireless

device, the Vocera badge, to connect and communicate with each other. For

an end user, communication is as easy as pushing a button on the badge and

saying, “Call Jodie Lee.”

Vocera features include:

• Calling by user name, job function, group, or location

• Call blocking, call screening, and Do Not Disturb modes

• Conference calling

• Broadcasting messages to groups

• Sending email messages to and from the badge

• Using the badge to place or receive phone calls

Setting up a Vocera system entails more than simply handing out badges,

however. You must install server software, download firmware and

configuration information to the badges, and initialize the Vocera database with

the names of users and groups. If the Telephony Integration option is required,

you must also install telephony software and hardware, connect the hardware

to the PBX, and configure the software and hardware appropriately.

This introduction presents the following topics:

• About the Vocera System Software on page 25 describes the

components of the Vocera System Software.

• About This Guide on page 29 describes the sections in this guide.

About the Vocera System Software

The Vocera system software runs on the Windows Server 2003, Windows

XP Professional, or Windows 2000 Server operating systems. Vocera system

software includes:
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• Main Components on page 26

• Software Utilities on page 26

• Specialized Modules on page 26

• Optional Software Components on page 28

Main Components

• Vocera Server Program—provides the central system functionality, and calls

on the other components for specific services.

• Embedded MySQL Database™—stores user profiles (which contain

personal information and badge settings), group and location information,

and system settings.

• Nuance™ Speech Recognition, Verifier, and Vocalizer™

Software—provides the speech recognition, voiceprint authentication, and

text-to-speech engines used by the Vocera voice interface.

• Apache / Tomcat Web Server—hosts the browser-based Administration

Console and User Console applications.

Software Utilities

The Vocera system software includes the following utilities:

• Badge Properties Editor—lets you set values for badge properties so the

Vocera badges can connect to the wireless network. See Using the Badge

Properties Editor on page 113.

• Badge Configuration Utility—downloads the properties you set with the

Badge Properties Editor, as well as any firmware upgrades, to your badges.

See Configuring a Test Badge on page 99.

• The Vconfig utility—lets you interactively set individual properties

and download individual firmware components to a badge. An online

help system on the Vocera server computer shows explains how

to use the Vconfig utility. Open the help system by navigating to

\vocera\config\help\vconfig\index.htm in your browser.

Specialized Modules

The Vocera System Software includes the following specialized modules:
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• The Vocera launcher is a Windows service that starts automatically when

the computer boots. The launcher starts the Vocera server and the associated

services it requires, such as the MySQL, Nuance, and Apache/Tomcat

components, as well as the optional Vocera Telephony Solution Software, if

installed.

If the computer running the Vocera server crashes for any reason, the

launcher runs automatically again, starting Vocera and its related services.

If the Vocera server software crashes, the Vocera Control Panel—which

continues to run—restarts the Vocera server automatically.

• Administration Console, a browser-based application, provides the

interface to the Vocera server software. See About the Administration

Console on page 323 for an overview. For detailed task-based instructions,

see the Vocera Administration Console Reference or the Administration

Console's online help.

• Report Generator, available from the Reports screen in the Administration

Console, creates lists of registered users, groups, and address book entries.

The reports are generated in an HTML format suitable for printing.

You can choose from the following report types:

Table 1. Report types

Report type Description

User Summary Lists all registered users, and includes Alternate Spoken
Names and Desk Phone fields for each user.

Temporary User
Summary

Lists all temporary users, and includes Site, Desk Phone,
Dynamic Extension, and Expiration Date fields for each
user.

Group Detail Lists all groups, and enumerates the members of each.

Group Nesting Lists all groups, and shows the containment of groups
inside other groups.

Address Book Lists the names, alternative spoken names, and phone
numbers of every entry in your address book.

Site Lists the groups and locations for each site on the
system.

Vocera also offers an optional Report server and Report Console, which

enable you to generate detailed reports from data logs created by the Vocera

server as users interact with the system.
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• User Console, also a browser-based application, allows individual users to

set their own badge preferences and maintain their own contact information.

See User Console Overview on page 275 for information about logging

in and granting access. See the Vocera User Console Guide for detailed

information.

• Call Manager handles call setup and termination and continually monitors

badge and system status.

• Connection Manager controls connections between badges and access

points.

• Nuance™ speech recognition and text-to-speech software provides the

underlying speech recognition engine used by the Vocera voice interface.

• Command Interpreter deciphers and executes voice commands.

• Embedded SQL database stores user profiles (which contain personal

information and badge settings), group and location information, and system

settings.

Optional Software Components

Vocera also offers the following optional software components:

• Optional Telephony Solution Software integrates the Vocera server with

your telephone system, allowing badges and telephones to communicate

seamlessly. (Specialized hardware is also required for Telephony integration.)

See Telephony Integration Overview on page 163.

• Optional Report Server Software uses log files generated by the Vocera

server to create an extensive set of reports. Some reports can help you spot

usage trends, keep track of badges, and monitor call volume. Other reports

help you diagnose end-user and network issues related to the Vocera system.

• Vocera Messaging Interface  enables two-way messaging between the

Vocera Communications System and third-party applications, such as nurse

call systems, patient monitoring systems, supply management systems, point

of sale and other store management applications, network management

software, HVAC, industrial alarms and other enterprise applications. The VMI

supersedes the nurse call interface offered with earlier versions of Vocera.
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About This Guide

This guide presents conceptual information to help you install, configure, and

administer a Vocera system. When this guide refers to a particular screen,

page, or task you can perform in the Administration Console, you can consult

the Vocera Administration Console Reference for details. Information from

the Vocera Administration Console Reference is also available from the

Administration Console itself, in the form of context-sensitive online help.

The information is in this guide is organized into the following parts:

• Installation and Setup on page 31 describes how to install the Vocera

System Software and perform some basic setup tasks.

• Configuring Badges on page 97 describes how to configure new

badges, update existing badges, and troubleshoot your badge configuration.

• Telephony on page 161 describes how to configure optional telephony

support and integrate it with your Vocera server.

• Users and Groups on page 231 describes how to work with users and

groups.

• Speech Recognition on page 277 describes how to manage features and

settings that control speech recognition.

• Sites and Locations on page 301 describes how to manage sites and

locations.

• Administration and Maintenance on page 313 describes how to

manage features and settings that affect the Vocera server as a whole.
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 Installation and Setup

The following topics explain how to install the Vocera System Software and

perform basic setup tasks:

• Before You Install Vocera Software on page 33

Lists system requirements, and describes tasks and procedures to perform

before you install Vocera software.

• Running the Vocera Installation Program on page 43

Describes how to install the Vocera Server and the related servers that it

requires.

• Removing the Vocera Server on page 47

Describes how to uninstall the Vocera Server and its related servers.

• Upgrading from a Previous Version on page 49

Explains how to migrate to the latest version of Vocera.

• Vocera Clusters on page 63

Explains how to set up a cluster to support Vocera in the event of hardware

or software failure.
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 Before You Install Vocera Software

This chapter describes system requirements and tasks to complete before you

install the Vocera System Software. It includes the following topics:

• System Requirements on page 33 lists the minimum requirements for a

computer to run Vocera.

• Setting Up the Server Computer on page 38 describes how to set up a

computer before installing the Vocera Server on it.

If you are upgrading from an earlier version of Vocera, read Upgrading from a

Previous Version on page 49 before you install the Version 4.0 software.

System Requirements

Use a dedicated computer to run the Vocera System Software—it should

not run any other applications. If the computer has previously run other

applications, you should re-install the operating system and its appropriate

service packs to ensure you install the Vocera software into a clean

environment.

Important:  The rest of this section describes the minimum requirements only.

Your requirements may differ significantly depending upon the number of users

and the number of spoken names in your database. All servers in a Vocera

cluster must meet the minimum requirements for your deployment.

See either of the following references for the most complete system

requirements:

• The Vocera web site Partner Portal

[www.vocera.com/partner/partner_programs.aspx].

• The Vocera web site Customer Portal

[www.vocera.com/portal/login/default.aspx?group=customer].

Vocera system requirements are grouped into the following categories:

• Vocera Server Requirements on page 34

• Telephony Server Requirements on page 34

www.vocera.com/partner/partner_programs.aspx
www.vocera.com/partner/partner_programs.aspx
www.vocera.com/portal/login/default.aspx?group=customer
www.vocera.com/portal/login/default.aspx?group=customer
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• Administration and User Console Requirements on page 36

• Configuration Hardware Requirements on page 37

• Infrastructure Requirements on page 38

Vocera Server Requirements

The Vocera System Software has the following minimum requirements:

Table 2. Vocera Server requirements

Component Requirement

Operating System Windows Server 2003 Standard and Enterprise editions, or
Windows XP Professional edition. Disable IIS because it can
interfere with one of the other services used by Vocera.
See Disabling IIS on page 39.

Processor Speed 2.8 GHz Pentium 4 with hyperthreading. For installations
with more than 150 users, a dual-processor computer
is recommended. For Enterprise or larger installations, a
dual-core, dual-processor computer is recommended.

Hard Disk Capacity 40 GB. Hard disk requirements differ based on
requirements for storing voice messages and other
variables. A one-minute voice message typically requires
1 MB of space. Larger drives are recommended for larger
user bases. The install program also requires 1 GB of
temporary space on the Windows system drive.

Internal Memory 2 GB.

Video card 256 colors or greater.

Telephony Server Requirements

The Vocera Telephony Solution Software option has the following minimum

requirements:

Table 3. Telephony Server requirements

Component Requirement

Operating System Windows Server 2003 Standard and Enterprise editions, or
Windows XP Professional edition.

If the Vocera Server and the Vocera Telephony Server are
installed on the same machine, follow the Vocera Server
requirements.
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Component Requirement

Processor Speed 2.8 GHz Pentium 4 with hyperthreading.

If the Vocera Server and the Vocera Telephony Server are
installed on the same machine, follow the Vocera Server
requirements.

Hard Disk Capacity 20 GB.

If the Vocera Server and the Vocera Telephony Server are
installed on the same machine, follow the Vocera Server
requirements.

Internal Memory 1 GB.

If the Vocera Server and the Vocera Telephony Server are
installed on the same machine, follow the Vocera Server
requirements.

Slots One full-length and full-height PCI or PCI-X slot for
each Dialogic board. See Hardware for the Analog
Integration on page 167 and Hardware for the
Digital Integration on page 169 for complete
information.

Boards One of the following boards for an analog integration:

• Intel® Dialogic® D/120JCT-LSU board.

• Intel® Dialogic® D/41JCT-LS board.

• Intel® Dialogic® D/120JCT-LSU-EU2 board.

• Intel® Dialogic® D/41JCT-LS-EURO board.

One of the following boards for a digital integration:

• Intel® Dialogic® D/240JCT-T1 board.

• Intel® Dialogic® D/480JCT-2T1 board

• Intel® Dialogic® D/480JCT-1T1 board.

• Intel® Dialogic® D/600JCT-1E1 board.

The boards and the Telephony server computer must be
compatible with each other. See the following sections for
detailed information:

• Analog Telephony Boards on page 167

• Digital Telephony Boards on page 169
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Component Requirement

Cables Phone lines and cabling to connect the PBX and the
Telephony server. See the following sections for detailed
information:

• Analog Telephony Cables on page 167

• Digital Telephony Cables on page 170

PBX-specific station
cards

These cards are required only if the PBX does not have an
adequate number of station ports already available. See
Procuring Equipment on page 172.

Administration and User Console Requirements

A computer used to access the Administration Console or the User Console has

the following minimum requirements:

Table 4. Administration and User Console requirements

Component Requirement

Browser Internet Explorer version 6.x. Version 7.0 is not supported.

Video card 256 colors or greater.

Configure the Internet Explorer security level to Medium-low or lower.

Otherwise, Internet Explorer prevents the scripts used by the consoles from

executing completely. You can configure security settings through Tools

>Internet Options >Security in Internet Explorer. See your Internet Explorer

documentation for complete information.

Vocera consoles display information in pop-up windows, so disable pop-up

blocking in Internet Explorer (that is, configure the browser to allow pop-up

windows). On Windows XP or Windows Server 2003, choose Tools > Pop-up

Blocker > Turn off Pop-up Blocker. If you are using a third-party tool to block

pop-ups, refer to the tool’s documentation.

On computers running Windows XP or Windows Server 2003, pop-up windows

may display scroll bars. To remove the scroll bars, chooseTools > Internet

Options > Security, then click Custom Level... to display the Security

Settings dialog box. Enable Allow script-initiated windows without size or

position constraints.
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The security policy in certain situations may prevent you from setting the

Internet Explorer security level below Medium. If Internet Explorer continues

to display pop-up windows with scroll bars, choose Tools > Internet Options

> Security, then select Trusted Sites and click the Sites button to display

the Trusted Sites dialog box. Use this dialog box to enter the IP address of the

Vocera Server to the Trusted Sites list. See your Internet Explorer documentation

for complete information.

Requirements for Remote Access

A computer that uses the Administration Console or the User Console to work

with a Vocera server running on another computer must meet the minimum

requirements listed in Administration and User Console Requirements on

page 36. In addition, Internet Explorer uses a Java plug-in (the Java Virtual

Machine, or JVM) to display certain console features.

For best results running the Administration Console or the User Console from

a remote computer, use the JVM provided by Sun Microsystems in their Java

Runtime Environment (JRE) version 1.5.0, available from www.java.com. Other

JVMs might not be able to display all console features.

Important: Do not install another JVM on a computer running the Vocera

server. The required plug-in is installed when you install the Vocera server.

Configuration Hardware Requirements

The configuration hardware is the computer and other equipment that

configures the Vocera badges. The configuration hardware is not a permanent

part of the Vocera installation—it is necessary only to perform the initial badge

configuration. See Configuring New Badges on page 99.

Vocera requires the following temporary configuration hardware for the

badges:

Table 5. Configuration hardware requirements

Component Requirement

Configuration Computer Any notebook or desktop computer running Windows
Server 2003 Standard edition, Windows Server 2003
Enterprise edition, or Windows XP Professional edition.
See Setting Up the Configuration Computer on
page 105.
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Component Requirement

Access Point An isolated access point that is not connected to the
installation site’s network. See Setting Up an Isolated
Access Point on page 107.

Cable An Ethernet crossover cable to connect the
configuration computer and the access point. See
Setting Up an Isolated Access Point on page 107.

Infrastructure Requirements

Your wired and wireless infrastructure may require minor configuration

to accommodate the Vocera Communications System. See the Vocera

Infrastructure Planning Guide for complete information.

Setting Up the Server Computer

Before you install Vocera software, make sure the server computer itself is

configured properly:

• Make sure the Windows Installer service is enabled. See Enabling Windows

Installer on page 38.

• Optionally disable Internet Information Server (IIS), the default web server for

Windows Server 2003. See Disabling IIS on page 39.

• Disable Visual Notifications in the Dr. Watson error handler. See Setting Up

Dr. Watson on page 39.

• Make sure the built-in Windows DHCP server is not running on the

Vocera Server machine. See Removing the Windows DHCP Server on

page 40.

• Make sure the Windows Update software does not apply updates

automatically. See Configuring Windows Update on page 41.

• Configure Windows processor scheduling and memory usage for the best

performance of programs. See Configuring Performance Options on

page 41.

• Synchronize the clocks of each server in a Vocera cluster. See Synchronizing

Cluster Server Clocks on page 42.

Enabling Windows Installer

The Microsoft Windows Installer is a service of the Windows operating system

that simplifies application installation. By default, Microsoft installs and enables

this service as part of the operating system installation.
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The Vocera installation program requires the Windows Installer service. If you

have disabled this service for some reason, the Vocera installation will display a

dialog box notifying you of this requirement and then exit.

To make sure the Windows Installer is enabled:

1. From the Windows Start menu, select Settings > Control Panel >

Administrative Tools > Services.

The Services dialog box appears, displaying the list of installed Windows

services.

2. Double-click the Windows Installer service.

The Windows Installer Properties dialog box appears. By default, the

General pane is visible.

3. Make sure the value of the Startup Type field is set to Manual, and set it if

necessary.

4. Click OK.

The Windows Installer Properties dialog box closes, saving your changes.

Disabling IIS

By default, Windows Server 2003 installs and enables the Internet Information

Server (IIS). Because IIS interferes with a service that Vocera requires, the Vocera

installation program will display a dialog box to notify you if it detects that IIS is

enabled. If you continue with the installation, the Vocera installer will disable IIS

and its dependent services.

If you prefer, you may optionally disable IIS manually before installing Vocera.

Because you must also disable any dependent services, best practice is to let the

Vocera installation program disable IIS. See your Microsoft documentation for

information about disabling IIS.

Setting Up Dr. Watson

If a fatal error causes one of the processes used by Vocera to fail, Vocera

attempts to restart the process and bring the Vocera or Telephony server back

online automatically. In some situations, however, the Windows Dr. Watson

utility can prevent Vocera from restarting a process.

Windows Server 2003 typically uses Dr. Watson as a fatal error handler. If the

Visual Notification option in Dr. Watson is turned on (the default), this utility

displays a Program Error dialog box when a fatal error occurs.
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Windows does not completely abandon a failed process until you close the

Program Error dialog box. Consequently, the Program Error dialog box can

prevent Vocera from restarting a Nuance process on the Vocera server computer

or a Dialogic process on the Telephony server computer.

For example, if the Nuance recclient process binds to a listening port and then

fails for some reason, Dr. Watson displays the Program Error dialog box. If the

dialog box is still open when Vocera attempts to restart recclient, the port is still

busy, and the restart fails.

To prevent this situation from occurring, turn off the Visual Notification

option in Dr. Watson.

To turn off Visual Notification:

1. Choose Start > Run from the Windows task bar on the Vocera server

computer.

The Run dialog box appears.

2. Enter drwtsn32 and click OK.

The Dr. Watson for Windows dialog box appears.

3. Uncheck Visual Notification, then click OK.

Dr. Watson closes, and Visual Notification is turned off.

4. If the Telephony server is installed on a different computer, repeat this

process for the Telephony server.

Removing the Windows DHCP Server

Do not run the built-in Windows DHCP server on the Vocera Server machine.

Although the DHCP server does not typically require significant system

resources, running it on the Vocera Server computer causes significant problems

in a clustered environment, including the following:

• Devices may inadvertently receive duplicate IP addresses.

• Badges may not receive an IP address and get stuck displaying "Requesting IP

Address".

• Badges may get invalid and unusable IP address information.

If the Windows DHCP server is running on the Vocera Server computer, use the

Windows Control Panel to remove it.
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Configuring Windows Update

Many server computers use the Windows Update software to keep their

operating systems, software, and hardware up to date. If Windows Update

is set to apply updates automatically, it may reboot your server as part of the

update process. This forced system reboot may result in a Java exception,

because Windows Update did not shut down all the server processes properly.

If your server computer uses the Windows Update software to keep

its components up to date, make sure it does not apply these updates

automatically. You can configure Windows Update to download any updates

automatically, but apply the updates yourself after you shut down Vocera and

its related services properly.

Configuring Performance Options

Nuance Speech Recognition, Verifier, and Vocalizer software work best

when the server is set to give the best performance to Programs rather than

Background Services.

In Programs mode, Windows provides more frequent but smaller time slices

during thread switching. In Background Services mode, Windows provides

longer and less frequent time slices. If you run Windows with Background

Services mode, Vocera badges may experience choppy audio.

To set Windows performance options for the Vocera Server:

1. Choose Start > Settings > Control Panel > System. The System

Properties dialog box appears.

2. Click the Advanced tab.

3. In the Performance box, click Settings. The Performance Options dialog

box appears.

4. Click the Advanced tab.

5. In the Processor Scheduling box, click Programs. This gives more processor

resources to the Vocera Server instead of background services.

6. In the Memory Usage box, click Programs. This allocates more system

memory to the Vocera Server instead of the system cache.

7. Click OK.

8. A dialog box informs you that the changes will not take effect until you

restart the computer. Click OK to close the dialog box.

9. In the Performance Options dialog box, click OK.

10. In the System Properties dialog box, click OK.
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11. Restart the computer.

Synchronizing Cluster Server Clocks

If you are planning to deploy a Vocera cluster, best practice is to synchronize

the clocks on each server in the cluster. You are not required to synchronize

the clocks to support cluster failover; however, if the clocks are set to different

times, troubleshooting with system log files and analyzing Vocera Report Server

log files becomes difficult after a failover.

If the servers physically reside in different time zones, you should set them all

to a single time zone at the operating system level, then use Vocera to specify

the actual time zone for each site. Standardizing the time zones in this manner

allows the log files to be time stamped uniformly for failover purposes and also

enables the Vocera Genie to say the actual correct time in voice prompts that

users hear.

To synchronize cluster server clocks:

1. At the operating system level, set each server in the cluster to the same time

zone.

See your operating system documentation for additional information.

2. Synchronize the clocks in every server in the cluster. For example, you can

make sure the clocks are synchronized in one of the following ways:

• Set the clock of each server in the cluster to sync to the same internet

time source.

• Use the Windows Time service to make sure that each server in the

cluster uses a common time.

See your operating system documentation for additional information.

3. After Vocera is installed, use the Sites screen to specify the time zone of

every site. See the Vocera Administration Console Reference for complete

information.
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 Running the Vocera Installation Program

Before you run the Vocera installation program, perform the tasks described

in Before You Install Vocera Software on page 33. See the description of

clustering in Vocera Clusters on page 63 before upgrading to a cluster.

Note:  Vocera provides a command line interface for the installation program,

allowing you to perform remote installations and avoid interacting with any

dialog boxes or prompts. See Command Line Installation on page 371.

The Vocera installation program requires the information listed in the following

table:

Table 6. Vocera installation program options

Required information Description

Available Features Select the features that you want to install: the
Vocera Server, the Vocera Telephony Server, and
the Badge Configuration Utilities. If you select the
Vocera Server, the Badge Configuration Utilities are
automatically installed also.

Vocera License Key The installation program sets the system
environment variable VOCERA_LICENSE to the
value you enter for the license key.

Important:  The Vocera installer does not validate
the license key, so be careful when you type it.
If you enter it incorrectly, the installation will
proceed, but the Vocera server will not launch.
After you install Vocera, you can set or change this
variable directly from the System settings of the
Windows Control Panel. Restart the computer to
make the new setting take effect.

Install To Drive Specify the drive where you want to install the
Vocera server.
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Required information Description

Country Choose a country from the list. The dial plan,
grammars, language packs and Genie personae
are loaded based on this setting.

Local IP Address By default, the installation program sets the
Vocera Server IP Address field to the IP address
of your primary Network Interface Card (NIC).
Do not change this value unless your machine's
IP address has not been assigned or is going to
change.

Vocera must bind to the primary NIC. If your
computer has more than one NIC and you do not
want to bind Vocera to the address displayed here,
cancel the installation, use the Windows Control
Panel to make your other NIC the primary NIC, and
then run the installation program again.

Note:  You must enter the actual IP address for
the machine, not "localhost" or its equivalent
loopback address, 127.0.0.1.

Enable SSL for Apache The Vocera installation program will ask whether
you plan to enable the SSL feature of the Apache
web server. To enable this feature, select the
Enable SSL for Apache checkbox.

SSL is a standard Internet protocol for securely
exchanging information between two parties. SSL
encryption and decryption are computationally
intensive and can cause a noticeable degradation
of performance. If you enable SSL, you will
experience a delay every time you save or transmit
data. This performance delay is an unavoidable
aspect of SSL encryption and can be mitigated
somewhat by a high-bandwidth connection to
the Vocera server and a fast CPU on the Vocera
server. See SSL Access on page 328 for more
information.

After installation, you can enable or disable SSL as
described in Changing the SSL Configuration on
page 329.

To install the Vocera server software:

1. Log in to the Vocera Server computer with administrator privileges.

2. Insert the Vocera Server Software DVD in the drive.

The Welcome screen of the installation program appears automatically.



Running the Vocera Installation Program ··· 45

If this screen does not appear, choose Run from the Windows Start menu,

navigate to \setup\VSInstall.exe on the DVD drive, then click OK to run

this file and display the Welcome screen.

3. Click I Agree to start the installation program.

The Available Features screen appears.

4. Check the features that you want to install and click Next.

5. Continue following the prompts in the installation program to install the

software.

Use the Help button on any screen for further information.

6. When the installation is complete, restart the computer.

The Vocera Server launches and displays the Vocera Control Panel. If you are

upgrading Vocera, the Vocera Control Panel indicates that the existing data

is being restored. See Using the Vocera Control Panel on page 315 for

information about controlling the Vocera server.
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 Removing the Vocera Server

When you uninstall Vocera, the installation program removes most of the

files and subdirectories in the \vocera, \apache, \tomcat, \nuance, and \jre

directories. The installation program or the Vocera Server uses the remaining

files when you upgrade.

Important:  Do not remove any remaining files or subdirectories after you

uninstall.

If the Vocera Telephony Server is installed on the Vocera Server computer,

remove it also. See Removing the Vocera Telephony Server on page 181.

To remove the Vocera Server:

1. Log in to the Vocera Server computer with administrator privileges.

2. Back up your data.

See Backing up Vocera Data on page 50.

3. If the Vocera Server is running, shut it down.

See Shutting Down Vocera on page 317.

4. Choose Start > Control Panel > Add or Remove Programs.

The Add or Remove Programs dialog box appears.

5. Select Vocera Server.

6. Click Remove.

A dialog box asks you to confirm.

7. Click Yes.

The uninstaller removes the program, then prompts you to reboot.

8. Reboot your computer.
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 Upgrading from a Previous Version

You can upgrade to Vocera 4.0 from Vocera 3.0 or 3.1. In most cases, all of

your data and settings are converted to the new 4.0 format and your badge

firmware is automatically upgraded. For some customers, behavior changes in

Vocera 4.0 require modifications to Vocera 3.x data and settings as part of the

upgrade. These modifications are described in Required Post-Upgrade Tasks

on page 59.

In addition, you may want to make changes to your configuration to take

advantage of enhancements in Vocera 4.0. While these changes are not

required as part of the upgrade, you may decide that it is worthwhile to

implement them at this time. These modifications are described in Suggested

Post-Upgrade Tasks on page 61.

If you are using a version of the product that is earlier than 3.x, you must

upgrade both the software and the badge firmware to Vocera 3.x before

installing version 4.0. Vocera does not support upgrading to version 4.0 from a

version earlier than 3.0. Upgrading from earlier versions may cause unexpected

results.

This chapter presents the following topics:

• Backing up Vocera Data on page 50 describes how to preserve existing

data.

• Performing the Upgrade on page 50 describes how to upgrade from

various 3.x deployment configurations.

• Required Post-Upgrade Tasks on page 59 describes the modifications

you need to make to your database due to changes in behavior between

Vocera 3.x and 4.0.

• Suggested Post-Upgrade Tasks on page 61 describes optional

modifications you may want to consider to take advantage of Vocera 4.0

features.
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Backing up Vocera Data

Use the Vocera backup utility to backup existing data. After an upgrade, the

Vocera server restores backed up data the first time you launch it.

To back up Vocera data:

1. Launch the Administration Console on your 3.x Vocera Server.

2. Click the Maintenance button in the navigation bar to display the set of

Maintenance tabs. By default, the Server page is already selected.

3. Click the Backup button.

Vocera backs up your configuration data to a file in the \vocera\backup

directory of the server computer and displays a dialog box to show you

the progress. When the backup is finished, Vocera displays the progress as

100%.

4. Click OK to close the dialog box and return to the Administration Console.

Performing the Upgrade

Before you begin, make sure your hardware and operating system are still

capable of supporting Vocera 4.0. See System Requirements on page 33.

In addition, refer to Setting Up the Server Computer on page 38 to confirm

that the server computer is set up properly. Vocera 4.0 may have additional

requirements; for example, if you are setting up a cluster, you must synchronize

the server clocks as described in Synchronizing Cluster Server Clocks on

page 42.

This section presents the following topics:

• Upgrading from a Standalone Server on page 51 summarizes the

steps required to upgrade from a standalone system to either another

standalone system or to a cluster.

• Upgrading from a Cluster on page 52 summarizes the steps required to

upgrade to from a clustered 3.x system to a 4.0 cluster.

• Upgrading with New Hardware on page 56 summarizes the steps

required to upgrade from any 3.x system when your 4.0 system will be

installed on new hardware.

• Upgrading Properties Files on page 59 describes how to merge

changes from existing properties files into new properties files.
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Upgrading from a Standalone Server

This section shows you how to upgrade from a standalone 3.x Vocera Server

to either a standalone 4.0 Vocera Server or a 4.0 cluster. It shows you how to

migrate your data and any custom configuration files so you can go live with

minimal down-time.

If you are upgrading from a standalone server to a cluster, the first machine that

you configure will become the active node. See the description of clustering in

Vocera Clusters on page 63 before upgrading to a cluster.

To upgrade from a standalone server to any configuration:

1. Use the backup utility in your current Vocera installation to back up your

data.

See Backing up Vocera Data on page 50.

2. Uninstall the 3.x software. See the following sections:

• Removing the Vocera Server on page 47.

• Removing the Vocera Telephony Server on page 181.

3. Install the 4.0 Vocera Server software.

• If you are deploying to a single machine, you can install both the Vocera

Server and the Vocera Telephony Server on it at the same time.

• If you are deploying to a cluster, Vocera recommends separating the

Vocera Server and the Vocera Telephony Server.

See Running the Vocera Installation Program on page 43.

After you reboot, the Vocera Server automatically restores your 3.x

database. If your 3.x database had groups, sites, or location names that

differed only by case, the server renames them to allow the restore to

continue, but you must manually decide how you want to handle them in

4.0. See Required Post-Upgrade Tasks on page 59.

When the restore completes, the badges will connect to the server and be

able to communicate.

4. If your 3.x installation had a modified Properties.txt file, merge the

changes into the corresponding file on your new server. See Upgrading

Properties Files on page 59.

5. If you had to modify Properties.txt, restart the Vocera Server so it loads

your new file.

See Stopping and Starting the Vocera Server on page 338.
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6. Perform the post-installation tasks to completely migrate your data from

Vocera 3.x to Vocera 4.0:

• See Required Post-Upgrade Tasks on page 59.

• See Suggested Post-Upgrade Tasks on page 61.

7. Install or upgrade Vocera components on any other machines:

• If the Badge Utilities are installed on a stand-alone computer, upgrade

them as described in Installing the Badge Utilities on page 106.

• If you need to install or upgrade a standalone Vocera Telephony Server,

see Installing the Telephony Software on page 177.

• If you need to install or upgrade the Vocera Report Server, see the Vocera

Report Server Guide.

8. If your 4.0 installation is going to be a cluster, use the cluster setup

documentation to set up other nodes.

See Setting Up a Cluster on page 87.

Upgrading from a Cluster

This section shows you how to upgrade from a 3.x cluster to a 4.0 cluster. It

shows you how to migrate your data and any custom configuration files so you

can go live with minimal down-time. See the description of clustering in Vocera

Clusters on page 63 before upgrading to a 4.0 cluster.

When you perform this upgrade, the first machine you configure becomes the

initial active node in the 4.0 cluster. You break up the 3.x cluster (leaving the

Vocera system running on the active node), upgrade the inactive 3.x cluster

node to 4.0, move the badges over to this new 4.0 server, and then upgrade

the remaining 3.x cluster node.

Many customers take advantage of an upgrade to migrate to new hardware.

Because you need to break up your 3.x cluster, remove the quorum drive,

and remove the shared data drive, you may want to simplify your upgrade by

setting up your 4.0 cluster on new servers, then taking the 3.x cluster down

and reusing its servers at your own convenience. See Upgrading with New

Hardware on page 56.

To upgrade from a 3.x cluster to a 4.0 cluster:

1. Use the backup utility in your current Vocera installation to back up your

data.

See Backing up Vocera Data on page 50.
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2. Remove the inactive node from the cluster (without affecting the

production Vocera Server on the active node) as follows:

a. From the Windows Start menu on either node, choose Settings >

Control Panel > Administrative Tools > Cluster Administrator.

The Cluster Administrator appears.

b. In the Groups tree in the left pane, click Vocera.

Make a note of the virtual IP address, the IP address of the currently

active node, and the IP address of the currently inactive node.

c. Right-click the inactive node and choose Stop Cluster Service.

The inactive node is removed from the cluster.

3. Copy \vocera\backup\MostRecentBackup.zip to a flash drive or to a

temporary location on a network drive that is accessible from your new

Vocera Server machine.

This file is located on the 3.x cluster’s shared data drive, which you can only

access from the active node.

4. Disable the cluster service on the inactive node.

Because the active node still fully supports the Vocera Server, Vocera

suggests that you take advantage of this down-time to "scrub" the inactive

node thoroughly in either of the following ways:

• Completely uninstall all Microsoft Cluster Service components.

• Reinstall the Windows Server 2003 operating system.

See your Microsoft documentation for complete information. The following

instructions show you how to disable the cluster service on the inactive

node:

a. From the Windows Start menu on the inactive node, select Settings >

Control Panel > Administrative Tools > Services.

The Services dialog box appears, displaying the list of installed Windows

services.

b. Double-click the Cluster Service service.

The Cluster Service Properties dialog box appears. By default, the

General pane is visible.

c. Set the value of the Startup Type field to Disabled.

d. Click Apply Changes.

5. Upgrade the Vocera Server on the inactive node as follows:
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a. Uninstall the 3.x software on the inactive node. See Removing the

Vocera Server on page 47.

See Removing the Vocera Server on page 47.

b. Install the 4.0 Vocera Server software.

When prompted, specify only the Vocera Server component. Vocera

recommends installing the Vocera Telephony Server on its own server

in a clustered deployment. See Running the Vocera Installation

Program on page 43.

At the end of the installation program, do not reboot.

c. If your 3.x installation had a modified Properties.txt file, merge the

changes into the corresponding file on your new server. See Upgrading

Properties Files on page 59.

d. Use the Badge Properties Editor to edit the Vocera Server IP Address

field in the \vocera\config\badge.properties file on the machine

that you are upgrading. See Using the Badge Properties Editor on

page 113.

Specify the IP address of every cluster node in a comma-separated list,

without spaces. If you are planning to repurpose your remaining 3.x

machine as a node in the new cluster, enter the virtual IP address of

the 3.x cluster in this list, not the actual IP address of the remaining 3.x

machine.

e. Copy MostRecentBackup.zip from your flash drive or network drive to

the new \vocera\backup\ directory.

f. Reboot the server you are upgrading.

After you reboot, the Vocera Server automatically restores your 3.x

database. If your 3.x database had groups, sites, or location names that

differed only by case, the server renames them to allow the restore to

continue, but you must manually decide how you want to handle them

in 4.0. See Required Post-Upgrade Tasks on page 59.

g. Perform the post-installation tasks to completely migrate your data from

Vocera 3.x to Vocera 4.0:

• See Required Post-Upgrade Tasks on page 59.

• See Suggested Post-Upgrade Tasks on page 61.

6. Install or upgrade Vocera components on any other machines:

• If the Badge Utilities are installed on a stand-alone computer, upgrade

them as described in Installing the Badge Utilities on page 106.
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• If you need to install or upgrade a standalone Vocera Telephony Server,

see Installing the Telephony Software on page 177.

• If you need to install or upgrade the Vocera Report Server, see the Vocera

Report Server Guide.

7. Move the badges from your current production server to the 4.0 node that

you just upgraded as follows:

a. Use the Badge Properties Editor to edit the Vocera Server IP Address

field in the \vocera\config\badge.properties file that resides on your

production version 3.x system.

Enter the IP address of the 4.0 server that you just upgraded. This is

your initial active node. See Using the Badge Properties Editor on

page 113.

Important:  Enter the IP address of this one server only, not a list of IP

addresses. The badge firmware in Vocera 3.x does not support multiple

IP addresses. If your badges download an incorrect value for the IP

address, you must manually reconfigure them.

b. Restart your production 3.x server, as described in Stopping and

Starting the Vocera Server on page 338.

When the 3.x server restarts, it downloads the edited

badge.properties file to your existing badges, and then they

automatically connect to the 4.0 system. The 4.0 server is now your

production system.

8. Use the cluster setup documentation to configure the remaining nodes in

the new 4.0 cluster.

• If you are planning to repurpose your remaining 3.x server for use as a

node in the new cluster, see Reusing Your 3.x Production Server as a

4.0 Cluster Node on page 56.

• If you are not planning to repurpose your remaining 3.x server for use

as a standby node in the new cluster, leave it running, even though the

currently active badges are not connected to it.

When users boot badges that haven't been used recently, they will connect

to whatever Vocera Server is at the old virtual IP address, download the new

badge.properties file, and then connect to the active 4.0 node.
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Reusing Your 3.x Production Server as a 4.0 Cluster Node

After you have set up your 4.0 active node, you may want to repurpose the

remaining 3.x server for use as a node in the new cluster. For details on setting

up a 4.0 cluster node, see Setting Up a Cluster on page 87.

Make sure the server is assigned the virtual IP address that the 3.x cluster used.

Badges that haven't been used recently will connect to that IP address.

When you add the server to the 4.0 cluster, it performs a remote restore to

synchronize with the active node. After the server finishes its remote restore

and comes online as a standby node, use the Badge Properties Editor to edit

the Vocera Server IP Address field in the \vocera\config\badge.properties

file. Enter the IP address of the machine (the same virtual IP address that the 3.x

cluster used), not a list of IP addresses for the cluster.

After saving the badge.properties file, stop and start the Vocera server as

described in Stopping and Starting the Vocera Server on page 338. After

the server starts, failover to it and make sure it remains the active node in the

cluster until all badges have downloaded the new 4.0 firmware.

Once all 3.x badges have downloaded the new 4.0 firmware, use the Badge

Properties Editor to edit the badge.properties file again, this time changing

the Vocera Server IP Address to the comma-separated list of IP addresses for

the cluster. Save your changes, and then stop and start the Vocera server to

reload the file.

Upgrading with New Hardware

If you have an existing 3.x system—standalone or cluster—and you want to

install 4.0 on new hardware, this section shows you how to upgrade, migrating

your data and settings, with minimal down-time. If you are setting up a cluster

as you upgrade, the first machine that you configure becomes the initial active

node.

To upgrade to new hardware:

1. Use the backup utility in your current Vocera installation to backup your

data.

See Backing up Vocera Data on page 50.

2. Copy the following files to a flash drive or to a temporary location on a

network drive that is accessible from your new Vocera Server machine:

• \vocera\backup\MostRecentBackup.zip
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If your 3.x installation is a cluster, this file is on the cluster’s shared data

drive.

• \vocera\config\badge.properties

If your 3.x installation is a cluster, this file is on the active node.

• \vocera\server\Properties.txt

If your 3.x installation is a cluster, this file is on the active node.

3. Copy your license key from the VOCERA_LICENSE environment variable to

a flash drive or a temporary location on a network drive that is accessible

from your new Vocera Server machine.

Navigate to the Advanced tab of the Windows System control panel

on your 3.x server, edit the environment variable, copy its value to the

clipboard, and save the value in a text file.

4. Set up your new 4.0 server as follows:

a. Install the 4.0 Vocera Server software. When prompted for the license

key, copy and paste it from the temporary file you created.

If you are upgrading to a cluster, specify only the Vocera Server

component when prompted. Vocera recommends installing the Vocera

Telephony Server on its own server in a clustered deployment. See

Running the Vocera Installation Program on page 43.

At the end of the installation program, do not reboot.

b. If your 3.x installation had a modified Properties.txt file, merge the

changes into the corresponding file on your new server. See Upgrading

Properties Files on page 59.

c. Copy badge.properties from your flash drive or network drive to the

new \vocera\config\ directory.

d. If you are going to create a cluster, use the Badge Properties

Editor to edit the Vocera Server IP Address field in the

\vocera\config\badge.properties file on this new machine:

• Specify the IP address of every cluster node in a comma-separated list,

without spaces.

• Specify the IP address of the current Vocera Server as the first node in

the list.

See Using the Badge Properties Editor on page 113.

e. Copy MostRecentBackup.zip from your flash drive or network drive to

the new \vocera\backup\ directory.
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f. Reboot the server you are upgrading.

After you reboot, the Vocera Server automatically restores your 3.x

database. If your 3.x database had groups, sites, or location names that

differed only by case, the server renames them to allow the restore to

continue, but you must manually decide how you want to handle them

in 4.0. See Required Post-Upgrade Tasks on page 59.

g. Perform the post-installation tasks to completely migrate your data from

Vocera 3.x to Vocera 4.0:

• See Required Post-Upgrade Tasks on page 59.

• See Suggested Post-Upgrade Tasks on page 61.

5. Install or upgrade Vocera components on any other machines:

• If the Badge Utilities are installed on a stand-alone computer, upgrade

them as described in Installing the Badge Utilities on page 106.

• If you need to install or upgrade a standalone Vocera Telephony Server,

see Installing the Telephony Software on page 177.

• If you need to install or upgrade the Vocera Report Server, see the Vocera

Report Server Guide.

6. Move the badges from your current production server to the 4.0 server that

you just upgraded as follows:

a. Use the Badge Properties Editor to edit the Vocera Server IP Address

field in the \vocera\config\badge.properties file that resides on your

production version 3.x system.

Enter the IP address of the 4.0 server that you just upgraded. If you are

creating a cluster, this becomes your initial active node. See Using the

Badge Properties Editor on page 113.

Important:  Enter the IP address of this one server only, not a list of IP

addresses. The badge firmware in Vocera 3.x does not support multiple

IP addresses. If your badges download an incorrect value for the IP

address, you must manually reconfigure them.

b. Restart your production 3.x server, as described in Stopping and

Starting the Vocera Server on page 338.

When the 3.x server restarts, it downloads the edited

badge.properties file to your existing badges, and then they

automatically connect to the 4.0 system. The 4.0 server is now your

production system.
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c. Leave your existing 3.x server running, even though the currently active

badges are not connected to it.

When users boot badges that haven't been used recently, they will

connect to the Vocera Server at that IP address, download the new

badge.properties file, and then connect to the current 4.0 server.

7. If you are migrating to a cluster, use the cluster setup documentation to

configure the remaining nodes.

See Setting Up a Cluster on page 87.

Upgrading Properties Files

The files \vocera\server\properties.txt and

\vocera\dialogic\telproperties.txt define properties for the Vocera server

and the Telephony server, respectively. These files provide default values that are

appropriate for most installations.

If you have edited one or both of these files to specify specialized behavior, this

topic tells you how to preserve these changes when you migrate to Vocera 4.0.

If you have not changed the default values in these files, you do not need to

perform this task.

To upgrade the property files:

1. Find your customized 3.x property files.

You copied these files to a flash drive or to a temporary location on a

network drive in Upgrading from a Standalone Server on page 51.

2. Find the new property files.

By default, the installation program creates \vocera\server\properties.txt

(and \vocera\dialogic\telproperties.txt, if appropriate).

3. Merge the changed data from the backup files into the new files.

Several text editors—especially programs designed for editing source

code—provide a merge feature. You can also copy and paste the data by

hand.

4. Save the files and restart the server(s).

Required Post-Upgrade Tasks

Changes in behavior between Vocera 3.x and Vocera 4.0 may require you

to modify your configuration after you install. This section summarizes the

changed behavior in Vocera 4.0 that you may need to accommodate.
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• Group, site, and location names that differ only by case are no longer

allowed.

During the restore, Vocera automatically renames any duplicates by

appending sequential numbers to them and provides you with a list of

changes that it made. If Vocera has disambiguated any of your data in this

fashion, examine the changes it has made, then delete the unnecessary

entities or rename them in a more intuitive way.

• Permissions are required for “Broadcast to Everyone” and “Send Message to

Everyone” commands.

Previous versions of Vocera allowed any user to issue the “Broadcast

to Everyone” and “Send Message to Everyone” commands. Vocera

now requires users to have permission to issue these commands. These

permissions are not granted by default. Make sure any users that require

these permissions receive them. See the Administration Console help or the

Vocera Administration Console Reference for complete information.

• Telephony sharing requires manual setup after upgrade.

If you were sharing your global site's Telephony Server among multiple sites

in a previous release, you need to enable telephony sharing manually after

upgrading to version 4.0.

See Previous Versions of Telephony Sharing on page 204.

• The new Vocera architecture requires changes to VMI client applications in

the following situations:

• If you are using a Vocera cluster, your VMI application must be modified to

support Vocera 4.0 clustering.

In Vocera 3.x, the Microsoft Cluster Service provided a virtual IP address

that the VMI Open method used to open a connection to a cluster.

Because Vocera 4.0 provides a new cluster architecture with an active and

standby nodes, VMI applications must now pass a comma-separated list of

each node's IP address to the Open method.

• If your VMI application runs in an Emergin environment, you may need

an updated release of Emergin middleware to support Vocera clustering.

Contact your vendor for complete information.

• If your VMI application connects to localhost or 127.0.0.1, it must be

modified to connect to the actual IP address of the Vocera Server.
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In Vocera 3.x, if you ran a VMI application on the Vocera Server, you could

connect to it using localhost or 127.0.0.1, its equivalent loopback address.

To connect to Vocera Server 4.0, you must specify the server's real IP

address.

Suggested Post-Upgrade Tasks

After you install the software, consider taking advantage of some of the more

powerful new 4.0 features by performing the tasks in the following list. This

section is not all-inclusive—see the Release Notes for a complete list of new

features in version 4.0, or see What's New on page 19 for a list of changes

related to installing and configuring Vocera.

Vocera recommends performing the following post-installation tasks:

• Use the data check feature to clean up your database.

The new Data Check feature examines your database for entries that cause

speech recognition conflicts, including identical spoken names, matching or

missing phone numbers, empty or matching groups, and nested department

groups. See Checking Data on page 343.

• Use numeric values in name fields that previously required spelled numbers.

You can now use mixed alphanumeric values in name fields for users, groups,

address book entries, locations, and sites. For example, you can now create

an address book entry such as "911" or a group such as "Room 299". In

previous versions of Vocera, you would have to name these entries "Nine

One One" and "Room Two Nine Nine".

This feature is powerful because Vocera supports the full range of common

number pronunciations for true numeric values. For example, you can

pronounce the group "Room 299" as either "Room Two Nine Nine" or as

"Room Two Ninety Nine" without creating alternate spoken names.

• Set up tiered administrators.

You can optionally grant users different levels of access to administrative

features, distributing routine maintenance. See Tiered Administrators on

page 326.

• Take advantage of groups with temporary members.

You can now create groups whose membership is temporary. When members

of the group log out or leave the network, Vocera automatically removes

them from the group, but not from the Vocera database. See Groups with

Temporary Membership on page 256.
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• Optionally enable buttons-only answering for incoming calls.

A new setting allows you to disable the use of a spoken "Yes" or "No"

command and requires users to press a badge button to accept or refuse a

call. See Buttons-Only Answering on page 286.
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 Vocera Clusters

The following topics explain how to configure, manage, and maintain a Vocera

cluster.

• About Vocera Clusters on page 63

• Setting Up a Cluster on page 87

• Using the Client Redirect Utility on page 90

• Controlling a Cluster on page 92

• Breaking Up a Cluster on page 95

About Vocera Clusters

Some environments require redundancy to support critical applications in

the event of hardware or software failure. In such environments, a critical

application is installed on two or more computers. The computer controlling

the application is called the active node, and the other computers are called

the standby nodes. This redundant combination of active and standby nodes is

called a cluster.

Vocera clustering provides high availability when any of the following events

occur:

• The computer hardware fails.

• The Vocera Server fails.

• The Nuance service fails.

• The MySQL service fails.

The cluster's active node controls the Vocera system, but a standby node can

take over control of the application if the active node fails. The situation where

a standby node takes control from the active node is called a failover.
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Vocera Telephony Solution Software, if installed, should run on a server that

is separate from the Vocera cluster so telephony support can continue if the

Vocera server fails over. Failover for the Telephony server itself is not supported.

Because the computer running the Telephony server contains a board that

is physically connected to the PBX, failover for the Telephony server requires

switching control of the physical PBX connections to a different server.

The following figure shows the way that the Vocera Telephony Server, the

Vocera Report Server, and badges connect to a Vocera cluster:

Figure 1. Vocera Cluster before failover

As shown in the above illustration, the nodes in a Vocera cluster do not share

a single virtual IP address, as they would with the Microsoft Cluster Service.

Instead, the badges, the Vocera Telephony Server, and the Vocera Report Server

are all associated with 10.42.19.1, the IP address of the active Vocera Server.

Similarly, any Administration Console or User Console sessions would also point

to the IP address of the active Vocera Server.

Vocera supports a maximum of four cluster nodes (one active node and three

standby nodes). Each cluster node maintains its own copy of the Vocera

database, the Vocera Report Server log files, and the badge.properties file.

The cluster synchronizes these files continually.
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If a failover occurs, one of the standby nodes becomes active and takes control

of the cluster. At that time, the badges, the Vocera Telephony Server, and the

Vocera Report Server automatically associate with the IP address of the newly

active node, as shown in the following illustration:

Figure 2. Vocera Cluster after failover

As shown in the above illustration, Vocera Server nodes, the Vocera Telephony

Server, and the Vocera Report Server can reside on different subnets. In a Vocera

cluster, the Vocera Server and all its related services are always running on any

standby nodes so failover can occur quickly. If the active node fails, a standby

node becomes active and takes control of the cluster almost immediately. See

Sequence of Failover Events on page 67 for complete information about

failovers.

You can use the Administration Console or the Vocera Control Panel to

determine which node of a cluster is active:

• The Vocera Control Panel displays a status message to indicate whether its

server is in active or standby mode.

See Determining the Status of the Vocera Server on page 315 for

complete information.

• The Address field of your web browser displays the IP address of the active

Vocera Server when you open the Administration Console with the Client

Redirect Utility.
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See Using the Client Redirect Utility on page 90 for complete

information.

Because each node maintains an independent copy of the database, the Vocera

cluster architecture allows disaster survival, as described in Geographically

Distributed Clusters on page 82. The use of multiple nodes will also allow

rolling upgrades with minimal down-time in the future.

Discovery Mode

A cluster member uses discovery mode to determine whether it should come

online as the active node or a standby node. A cluster member enters discovery

mode in any of the following situations:

• The first time it comes online as a cluster member.

• Any time it does a full restart.

• Any time it loses contact with the active node.

• If it cannot find a network route to the active node.

• If the active node does not respond to a heartbeat check by a standby

node.

Each standby node in a cluster "checks the heartbeat" of the active node at

3-second intervals. This heartbeat check is an application layer handshake

between the active node and a standby. If the standby node does not receive a

response within 10 seconds, it assumes the active node has failed and it goes

into discovery mode to find out the status of other nodes in the cluster. The

standby node must receive a response to each heartbeat check; otherwise, it

goes into discovery mode.

After entering discovery mode, a server takes one of the actions shown in the

following table, depending on the status of the other cluster members:

Table 7. Discovery mode actions

Status of other Cluster Members Action Taken by Server in Discovery
Mode

One cluster member is already active. The server comes online as a standby
node.

No cluster member is active and no other
server is in discovery mode.

The server comes online as the active
node and takes control of the cluster.
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Status of other Cluster Members Action Taken by Server in Discovery
Mode

No cluster member is active and one
or more other servers are in discovery
mode.

The rankings on the Cluster Setup
page of the Server screen serve as a
tie-breaker.

Sequence of Failover Events

When a failover occurs, a new node becomes active and takes control of the

cluster almost immediately. The Vocera Telephony Server connects to the new

active node several seconds later and then becomes available for calls. Badges

try to find each server in their cluster list until they locate the new active node

and connect to it. The entire system—Vocera Server, Vocera Telephony Server,

and badges—becomes available a few seconds after a failover occurs.

Following is the sequence of events that occur during a failover:

1. The Vocera Server on the active node fails, resulting in the following events:

• The Vocera Control Panel on this failing node closes and the command

window displays the message Restarting All Processes.

• If the badge is in a call with another badge, both badges drop the call

within 30 seconds. Badge-to-badge calls often persist for a short while

after the active node fails because the server is not directly involved in the

call after the initial set up.

• If the badge is in a call with a phone, the badge drops the call

immediately, and the phone drops the call after the Vocera Telephony

Server connects to the new active server (within about 30 seconds).

2. Standby nodes continue to look for the most recently active node at

3-second intervals and find out that it is not responding.

3. When the active node does not respond, standby nodes go into discovery

mode to determine the status of the other cluster nodes.

4. The first node to enter discovery mode becomes active and takes control

of the cluster. If you have configured mail server connectivity, the new

active node sends an alert as described in Cluster Email Notifications on

page 73.

If multiple nodes are in discovery mode at the same time, the node at the

top of the list on the Cluster Setup page of the Server screen becomes

active and takes control of the cluster.

5. Badges and the Vocera Telephony Server look for the servers in their cluster

list until they find the new active node and then connect to it.
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• When you first configure the Vocera Telephony Server you specify the

current active cluster node or the list of cluster members. Because the

Vocera Telephony Server constantly stays in contact with the cluster,

it dynamically maintains the cluster list when nodes are added and

removed.

• When you first configure the badges, you specify the current active node

or the list of cluster members. You must then maintain this cluster list in

badge.properties when cluster nodes are added and removed.

Because badges are mobile, they can be off-network when the cluster

membership changes. However, as long as a badge can locate any current

cluster node—even if it is not the active node—it can still connect to the

active node and download the current cluster list in badge.properties.

6. The Vocera Server that failed restarts, goes through the discovery process,

and comes online as a standby node.

Badges and Clusters

Badges maintain the IP address of each cluster node along with other data in

the badge.properties file. When badges come online, they attempt to connect

to the first server in the cluster list. If that server is not active, they continue

sequentially through the list until they find the active node. Badges will cycle

through this list repeatedly, if necessary.

Similarly, if the Vocera Server fails over, badges display "Searching for server"

and cycle through the list of IP addresses until they find the active node.

You can set up your badges with the complete cluster list if you know it at the

time of initial badge configuration. If you are uncertain of the complete list,

you must specify at least one valid cluster IP address. The badge will find the

node that you specify, and if it is not active, it will redirect the badge to the

active node. See Configuring New Badges on page 99 for additional

information.

After badges have received the initial list of cluster members, you can maintain

it by updating the badge.properties file on the active node. See Maintaining

Properties and Firmware on page 145 for additional information.

Data Synchronization

Each standby node automatically synchronizes its data with the data on the

active node to ensure that it is constantly ready to take control of the cluster.

The standby nodes perform two types of synchronization:
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• A remote restore synchronizes all the data on the standby node with the

active node. It occurs the first time a standby node comes online, any time

a cluster member comes out of discovery mode as a standby node, and any

time the Vocera Control Panel stops and restarts the active node.

A remote restore reads data directly from the database and does not require a

backup file.

Note:  Stopping and starting the active node does not cause a failover;

however, it does cause the standby node to perform a remote restore when

the active server restarts.

• Ongoing updates synchronize the data on the standby node with any

changes that occur after the most recent remote restore. The active node

records all database transactions that occur after the remote restore starts in

a queue, and the standby node uses the queue to update its database.

In addition, a few special files are synchronized outside the remote restore and

ongoing updates processes. The following table provides details about how the

various types of files used by Vocera are synchronized:

Table 8. Synchronized files

Type of Data Synchronization Details

The configuration database • Completely updated during remote restore.

• Kept in sync incrementally during ongoing
updates.

Text, voice, and email
messages

• Completely updated during remote restore.

• Kept in sync incrementally during ongoing
updates.

All user recordings, such
as learned names, learned
commands, and so forth

• Completely updated during remote restore.

• Kept in sync incrementally during ongoing
updates.
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Type of Data Synchronization Details

Vocera Report Server logs • Existing log files are copied to standby nodes
during remote restore.

• The current log file is copied to standby nodes at
one-minute intervals, independently of remote
restore.

• The current log file is copied to the standbys
when the Vocera Server closes the file.

• If a failover occurs, the current log file is never
more than one minute old, and all previous log
files are already on the standby nodes.

The badge.properties file • Copied to standby nodes during remote restore.

• Loaded into memory automatically when a
standby node becomes active.

Best Practice:  Modify badge.properties on the
active node, and then restart the active node. This
action loads badge.properties into memory on
the active node and forces the standby nodes to
perform a remote restore and synchronize it.

The Properties.txt file • Copied to standby nodes during remote restore.

• Requires a manual stop and restart of the
Vocera Server to load into memory. Unlike
badge.properties, Properties.txt is not loaded
when a standby node becomes active. This file is
used by many sub-systems that only read it when
the Vocera Server starts running.

Best Practice:  Modify Properties.txt on the active
node, and then restart the active node. The active
node loads Properties.txt into memory, and each
standby nodes copies the file as part of the remote
restore it performs when the active node restarts.
Then restart each standby node to load the file into
memory.
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Type of Data Synchronization Details

Backup files • Backup files are synchronized outside the remote
restore and ongoing updates processes.

• Standby nodes perform a backup whenever the
active node performs a backup.

More efficient than copying large zip files across
the net.

Best Practice:  Perform a backup after bringing
the cluster online. All nodes will then start with the
same backup file.

Several types of files are intentionally not synchronized by the Vocera Server

during any process. The following table provides details about these files:

Table 9. Unsynchronized files

Type of Data Reason not Synchronized

Vocera Server logs • Every node creates its own set of server logs.

The logs are specific to each node and the state it
is in at any given time.

• Nodes communicate constantly and often log
similar events.

For example, the logs of both the standby
and active node record that the standby node
performs a remote restore. Similarly, the logs of
both nodes record when a standby node rejoins a
cluster after completing a remote restore.

Third-party (Tomcat, Apache,
MySQL, and Nuance) logs

• Logs provide details for troubleshooting the
specific application on the specific server.

• Processes are not managed by the VS cluster
communication.

• Files are not relevant from one machine to
another.

Synchronizing Extensive Changes

As discussed in Data Synchronization on page 68, remote restores

and ongoing updates are the two basic mechanisms the Vocera Server uses

to synchronize data among cluster nodes. The Vocera Server performs this

synchronization automatically; however, there are times when you may want to

force the standby nodes to perform a remote restore for the following reasons:
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• Ongoing updates are effective for propagating incremental changes to

standby nodes.

For example, adding and removing users, changing group permissions, and so

forth.

• Remote restores are more efficient for synchronizing large sets of changes to

the database.

For example, importing 5,000 entities, updating users with a spreadsheet,

transferring site data, and so forth.

The remote restore is effective for large sets of changes because it reads the

entire database of the active node into a standby node's memory in a single

operation, and then writes it to the standby node's disk. The ongoing updates

process treats every edit as a separate operation.

Best Practice:  Use the remote restore mechanism to synchronize large sets of

changes. Using remote restore avoids having the standby nodes out-of-sync for

long periods of time, and it avoids creating excessive network traffic.

To use a remote restore to force synchronization to occur:

1. Back up your database.

This action also causes standby nodes to perform a backup.

2. After the backup completes, stop the standby nodes.

3. Perform all the necessary updates on the active node.

Note:  The active node remains running, and the badges remain connected

to it.

4. Restart the standby nodes.

The standby nodes automatically perform a remote restore, synchronizing

data quickly.

Similarly, when you first set up a cluster, the best practice is to fully configure

the database on the active node, and then bring the standby nodes online.

Avoid joining the standby nodes to the cluster before importing large datasets

or performing other data-intensive operations. Such operations cause extensive

and continual ongoing updates to occur.
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Note:  In extreme cases, performance degradation from extensive ongoing

updates may interrupt communications between a standby node and the active

node. If a standby node loses contact with the active node for more than 10

seconds, it will go into discovery mode. At that point, however, it will find the

active node, come out of discovery mode as a standby again, and then perform

a remote restore.

Performing a Manual Restore from a Backup File

You can use the Administration Console of the active node to restore Vocera

Server data manually from a backup file. The restore operation causes the

following events to occur:

• The active node briefly stops.

• The active node empties all its data.

• The active node completely restores data from the backup file.

• The Vocera Server automatically logs out all badges.

Users must log in again after the restore completes.

• The standby nodes wait for the manual restore to complete, then perform a

remote restore to synchronize their data once again.

See Backing Up and Restoring Data on page 337 for additional

information.

Cluster Email Notifications

You can configure your system to send email alerts to notify you when

significant events affect your cluster. Vocera provides the following

cluster-related email messages:

• "Warning: Failover occurred on Vocera cluster. New active server has host

name <IP address>."

The new active cluster node sends this message to notify you that a failover

has occurred.

• "Standby cluster member <IP address> is no longer active. Reported by active

server <IP address>."

The active cluster node sends this message to notify you that it has lost

contact with a standby node.

• "Warning: Your Vocera Server cluster had multiple active nodes. The server

that was active the longest [<IP address>] is still active. The other one [<IP

address>] has automatically reverted to standby mode."
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The active cluster node sends this message to notify you that Vocera has

automatically healed a split brain state. If a split brain occurs, you will receive

other email messages before this one, as described in Troubleshooting

Network Problems and Clusters on page 78.

In environments with an unstable network, these email messages may

be symptoms of underlying problems you need to address. See Network

Problems and Clustering on page 74 for additional information on

interpreting these messages.

Use the Email screen of the Administration Console to configure email alerts.

See Email Setup on page 349 and the Administration Console online help

for complete information.

Best Practice:  If you implement a cluster, configure email alerts to help you

monitor its health. Specify an alias that sends email to the Vocera administrator,

an IT person, and anyone else who should know about significant cluster

events.

Network Problems and Clustering

Vocera clustering provides a distributed architecture that allows you to locate

nodes anywhere on your network, including different subnets (as described in

About Vocera Clusters on page 63) and different geographic locations

(as described in Geographically Distributed Clusters on page 82). This

flexibility is intended in part to provide disaster recovery capabilities from

catastrophic events such as an earthquake or a WAN failure.

The flexibility of this distributed cluster architecture requires you to have a stable

network environment. In particular, either of the following network problems

will cause unwanted cluster behavior:

• Network outages

For Vocera purposes, any network event that blocks all routes between the

active node and a standby node is an outage. For example, restarting a

switch may cause an outage.

• Excessive latency

The active node must respond to a heartbeat check by a standby node within

10 seconds.

Either of the network problems described above may result in the following

cluster behavior:
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• Multiple nodes become active as independent servers that are isolated from

each other (a split brain state).

• Some badges may connect to one active server; other badges may connect to

another active server.

For example, the following illustration shows a simple cluster with an active

node and a single standby node:

Figure 3. Simple cluster with one active and one standby server

If the network connection between the nodes is lost, the active node sends an

email to indicate that it has lost contact with a standby node. The active node

continues to run, and badges that have not lost a network route to it remain

connected to it. Badges that cannot find this active node display "Searching

for server" and begin to cycle through their list of IP addresses, looking for the

active server.
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The standby node notices that it has lost contact with the active node, goes into

discovery mode, fails to find the active node (because the network connection

is down), and comes online as an active node. This new active node sends an

email stating that it has become active, and any badges that were "Searching

for server" may connect to it.

This situation is known as a split brain because multiple cluster nodes are active,

and each node is unaware of other active nodes. This split brain state is shown

in the following illustration:

Figure 4. Simple cluster with two active servers (a "split brain" state)

Similarly, if excessive latency results in a heartbeat check taking more than 10

seconds to reach a standby node, the standby node enters discovery mode, the

active node sends an email message indicating that it has lost contact with a

standby, and one of the following situations occurs:

• If the latency is transient, the standby node may find the active node and

come out of discovery mode as a standby again.
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In this situation, the standby rejoins the cluster, and the cluster does not enter

a split brain state.

• If the latency is great enough, the standby node may be unable to find the

active node. The standby node comes out of discovery mode as an active

node, and it sends an email indicating that it has come online as an active

node.

In this situation, multiple nodes are active, and the cluster is in a split brain

state.

The Self-Healing Mechanism

By default, a self-healing mechanism automatically rejoins cluster nodes that

are in a split brain state. After self-healing takes effect, the node that has

been active for the longest period of time remains active, and any other active

nodes rejoin the cluster as standby nodes. The self-healing feature is installed

automatically in Vocera 4.0 SP8 and later releases.

To support self-healing, each node keeps track of the length of time that it

is active. 30 seconds after becoming active, a node notifies all other cluster

nodes—active or standby—that it is active. At ongoing 30 second intervals,

an active node continues to notify the other nodes of the length of time it has

been active.

After the problem that caused the split brain state is resolved, the cluster nodes

can communicate again. Each node then compares the length of time it has

been active with the length of time other nodes have been active. The node

that has been active for the longest period of time remains active; each of the

other active nodes enters discovery mode and then comes online again as a

standby node. Any badge that was connected to one of these new standby

nodes iterates through its cluster list until it connects to the remaining active

node.

Important:  While the cluster is in a split brain state, the active nodes have

independent databases that will get out of sync if anyone attempts to perform

system maintenance. Similarly, Vocera Report Server logs and any user

recordings such as messages or learned names get out of sync over time,

because they are stored only on the active node the to which the badge is

attached. When the self-healing mechanism joins a formerly active node to the

cluster as a standby, any differences on that formerly active node are lost.
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Most split brain states are caused by transient network outages and are

short-lived; consequently, the likelihood of independent active nodes getting

out of sync is relatively small. The convenience of the self-healing feature

typically outweighs the risk of losing changes made to independent active

nodes. However, if you are intending to take advantage of clustering for

disaster recovery purposes, you may want to disable the self-healing mechanism

and rejoin cluster nodes manually.

Following is a procedure for disabling the self-healing mechanism. See

Geographically Distributed Clusters on page 82 for a discussion of

disaster recovery. See Manually Rejoining a Split Brain on page 79 for

information about rejoining split brain nodes manually.

To disable the self-healing mechanism:

1. Navigate to the \vocera\server\ directory on the active node and open the

Properties.txt file in a text editor.

2. Add the ClusterFirstSplitBrainCheckTimeMillis property and set its value

to -1 as follows:

# ClusterFirstSplitBrainCheckTimeMillis (default=30000)
# Time between becoming active and first check
ClusterFirstSplitBrainCheckTimeMillis = -1
      

3. Stop the Vocera Server on the active node and start it again.

The active node loads Properties.txt into memory, and each standby

nodes copies the file as part of the remote restore it performs when the

active node restarts. See Stopping and Starting the Vocera Server on

page 338.

4. After each standby node completes its remote restore, stop the Vocera

Server on the node and restart it.

The standby node loads Properties.txt into memory.

Troubleshooting Network Problems and Clusters

In unstable network environments, the mail notifications that you configured

as described in Cluster Email Notifications on page 73 let you know that

unknown events are affecting your cluster. The following table provides some

troubleshooting guidelines for interpreting the cluster email notifications you

may receive in an unstable network environment:
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Table 10. Troubleshooting network problems and clusters

Type of Email Possible Interpretation

One mail message stating that a standby
node is no longer part of the cluster.

• A planned outage on a standby node
has occurred.

• Transient latency has caused a standby
node to enter discovery mode, and
it has come back online as a standby
node.

A series of mail messages stating that
a standby node is no longer part of a
cluster.

Excessive latency is occurring repeatedly,
but it is transient enough that a standby
node has not yet become active and
caused a split brain to occur.

A single mail message stating that a
failover has occurred.

A routine failover has occurred.

Two mail messages in quick succession,
one stating that a specific IP address is
no longer part of the cluster, and the
other stating that a failover has occurred
and the same IP address is the new active
node.

A network outage or excessive latency
has caused the cluster to enter a split
brain state.

A single mail message stating that the
cluster no longer has multiple active
nodes, following the two previous mail
messages.

The self-healing mechanism has rejoined
a split brain caused by a network outage
or excessive latency.

The above table is not exhaustive. For example, a network outage may also

affect the ability of a cluster node to contact the mail server, or the mail server

to contact you. If you receive any cluster email-related alert, you always must

investigate the health of your cluster.

Manually Rejoining a Split Brain

Before you manually rejoin a split brain, you must decide which node has the

database and other files you want to preserve; this machine becomes the new

active node in the rejoined cluster. See Geographically Distributed Clusters

on page 82 for additional information.

Important:  This procedure is necessary only if you have disabled the

self-healing mechanism described in The Self-Healing Mechanism on

page 77.



 Network Problems and Clustering

80 ··· Vocera Configuration Guide

To manually rejoin a split brain:

1. Decide which of the active standalone servers has the database you want to

use going forward.

The server with the database and other files you want to keep is the

preserved server. The other server is the abandoned server.

2. Make sure the network connection is back up.

3. Use the Vocera Control Panel to force a failover on the abandoned

standalone server. See Using the Cluster Menu on page 318.

The following events occur:

• The abandoned server enters discovery mode, sees the preserved server,

and comes online as a standby node for it. This new standby node then

performs a remote restore from the preserved server, which is now the

single active node.

• The badges that were connected to the abandoned server find the active

node and connect to it, because the active node is still in their cluster list.

• Any Vocera Telephony Server or Vocera Report Server machines that were

connected to the abandoned server check the machines in their cluster

list, find the active node, and connect to it.

Note:  Do not use the Force Restart button on the Cluster page of the

System screen to restart the abandoned server. Use the Vocera Control

Panel to force all services to restart.

Remote Restore Failures

If your network has an outage or experiences extreme latency during a remote

restore, this synchronization operation may fail. As described in Synchronizing

Extensive Changes on page 71, the remote restore operation itself is fairly

efficient, and it is unlikely to be the cause of such latency.

When a remote restore fails, the standby node automatically attempts to

reconnect to the active node and perform the operation again. If the outage or

latency was momentary, a retry is usually sufficient to allow the remote restore

to complete.

If necessary, the standby node attempts to perform a remote restore a total of

three times. If the remote restore fails three successive times, the standby node

stops retrying and displays the following dialog box:
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Figure 5. Error message when remote restore fails

After you close this dialog box, the standby server becomes a standalone Vocera

Server, and the cluster is in a split brain state. This standalone server has an

empty database, and its split brain state is more benign than the one described

in Network Problems and Clustering on page 74 for the following

reasons:

• Badge users are not affected.

• The active node remains in control of the cluster.

• The standalone server halts, preventing badges from connecting to it.

Make sure you understand and solve the network problem that caused the

cluster to enter this state before starting the standalone server and attempting

to rebuild the cluster. Do not start the standalone server without joining it

to the cluster again, because badges that were off network when the failure

occurred may return and connect to it.

To rejoin cluster if remote restore fails three times:

1. Use the control panel to start the standalone server.

2. Open the Administration Console on the standalone server and log in.

3. Reconfigure the cluster on the standalone server. See Setting Up a Cluster

on page 87.

The standalone server enters discovery mode, finds the active node,

performs a remote restore, and rejoins the cluster as a standby node.

Planned Network Outages

Any network outage—even a momentary one—may result in a split brain,

depending on the exact timing. When the network connection between the

active node and a standby is interrupted, the standby goes into discovery mode,

and one of the following situations will occur:
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• If the network is available again at the time the standby node goes into

discovery mode, the standby will find the active node and reconnect to it as a

standby—no failover or split brain will occur. This outcome is not likely.

• If the standby node goes into discovery and cannot find the active node, it

will come online as an active node, resulting in a split brain.

Prepare a cluster for a planned network outage as follows:

1. Stop the standby nodes.

2. Have the outage.

3. Restart the standby nodes.

Following these steps will not result in a failover, a split brain, or any

interruption to Vocera service (except for badges that cannot find a path to the

active node because they were isolated by the outage).

If you do unintentionally create a split brain during a planned network

outage, recover from it as described in Manually Rejoining a Split Brain on

page 79.

Geographically Distributed Clusters

In addition to providing fault tolerance, the nodes in a Vocera cluster can also

assist in disaster recovery if you distribute them geographically, because the

database is replicated to each node in the cluster.

For example, suppose your deployment has sites in both San Diego and New

York City, and you set up two cluster nodes in each of those cities. If the active

node is located in San Diego, your deployment would look similar to the

following illustration:
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Figure 6. Geographically distributed cluster

This deployment enables disaster recovery in a variety of situations. For

example, suppose an earthquake causes the WAN link between the two cities

to fail, but not the cluster nodes. In this situation, the two nodes in New York

form their own cluster and keep Vocera available for that city, while the two

nodes in San Diego continue running as a separate cluster and provide Vocera

communications for that city, as shown in the following illustration:

Figure 7. Geographically distributed cluster after a WAN failure
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When the WAN link goes down, the two servers in New York lose contact with

the active node in San Diego and go into discovery mode. One New York node

emerges as an active node while the other remains in standby, and those two

nodes form their own cluster. The badges in New York temporarily display

searching for server, then find the active New York node.

If the original New York site has its own Vocera Telephony Server, that server

also connects to the new active node in New York. The New York cluster starts

running as an independent Vocera system within seconds. San Diego continues

running and is unaffected by the outage, except it is also an independent

cluster that is not connected to New York. Site-to-site calls between cities

are not available until the WAN link is restored and the original cluster is

re-established, but both cities continue to have Vocera service.

Because the two cities are now running independent clusters, the databases will

get out of sync if anyone attempts to perform system maintenance. In addition,

Vocera Report Server logs, messages, and other files will not be replicated

between the two clusters.

In a disaster-recovery scenario, you may need to allow the independent clusters

to remain separate for an indefinite period of time, increasing the likelihood

that the above files will get out of sync. When the connection between

the clusters is restored, these differences will be lost, as described in The

Self-Healing Mechanism on page 77.

Best Practice:  If you intend to implement a geographically distributed cluster,

have some form of change control in place in anticipation of a disaster. In

addition, consider disabling the self-healing feature so you can manually rejoin

the independent clusters after deciding how to handle any file differences.

The following table lists the system information that gets out of sync when a

disaster occurs, and suggests a strategy for managing it:
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Table 11. Disaster recovery strategies

What Gets Lost Is it preventable?

Database changes. Yes. Implement some form of change control such as
one of the following:

• Send a message to all system and tiered
administrators telling them to avoid updating the
database. Consider creating a group that revokes
all tiered administrator permissions and temporarily
add all the tiered administrator groups to it as
members.

• Record all changes you make to one system so you
can update the other system with them after the
independent clusters are rejoined.

• Make all changes to both systems concurrently.
This strategy may not be practical after a disaster
and may be difficult to manage.

All user recordings
(messages, learned names,
and so forth)

Yes. Send a message or broadcast to Everyone,
explaining what happened and warning them that
their recordings will be lost.

Vocera Report Server logs. No. The Vocera Report Server relies on statistics
that are recorded during calls. While the systems
are running independently, they are independently
maintaining their own statistics. One of these sets of
statistics will be lost when the systems are rejoined.

Manually Rejoining Independent Clusters

Before you manually rejoin independent clusters, you must decide which cluster

has the database and other files you want to preserve. The active node in the

cluster with the chosen database becomes the new active node in the single

cluster.

Important:  This procedure is necessary only if you have disabled the

self-healing mechanism described in The Self-Healing Mechanism on

page 77.

To manually rejoin independent clusters after a WAN link failure:

1. Decide which of the two clusters has the database you want to use going

forward.

The cluster with the database and other files you want to keep is the

preserved cluster. The other cluster is the abandoned cluster.
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2. Restore the WAN link.

The two clusters continue running independently.

3. Use the Vocera Control Panel to force a failover on the active node of the

abandoned cluster. See Using the Cluster Menu on page 318.

The following events occur:

• The standby node of the abandoned cluster enters discovery mode, sees

the active node of the preserved cluster, and comes online as a standby

node for it. This new standby node then performs a remote restore from

the active node.

• The formerly active node of the abandoned cluster restarts, enters

discovery mode, sees the active node of the preserved cluster, and comes

online as a standby node for it. This new standby node then performs a

remote restore from the active node.

• The badges that were connected to the abandoned cluster find the active

node and connect to it, because the active node is still in their cluster list.

• Any Vocera Telephony Server or Vocera Report Server machines that were

connected to the abandoned cluster check the machines in their cluster

list, find the active node, and connect to it.

Note:  Do not use the Force Restart button on the Cluster page of the

System screen to restart the active node of the abandoned cluster. Use the

Vocera Control Panel to force all services to restart.

A remote restore of a very large database (50,000 spoken names) across a WAN

may take 20 minutes or more, depending on the actual size of the database,

the speed of the WAN, the available bandwidth, and other issues outside the

control of Vocera.

Note:  You must have a high-speed WAN link that meets the latency

requirements described in the Vocera Infrastructure Planning Guide to support a

geographically distributed cluster.

Previous Versions of Vocera Clustering

Previous versions of Vocera required the Microsoft Cluster Service, a shared

data drive, and an additional shared drive dedicated to the quorum resource.

Beginning with version 4.0, Vocera uses a proprietary architecture to handle

clustering, and no longer requires the Microsoft Cluster Service or these

additional physical drives.
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Data in a Vocera 4.0 cluster resides directly on each node that is part of the

cluster instead of on a shared drive. Vocera synchronizes the data on each node

in the cluster automatically and continually.

A Vocera 4.0 cluster does not have a virtual IP address. Instead, the Vocera

cluster internally keeps track of which node is active, and the badges, Vocera

Telephony Server, and Vocera Report Server all connect to the IP address of the

active node. After failover, the badges, Vocera Telephony Server, and Vocera

Report Server connect to the IP address of the newly active node.

The following table compares features of the Microsoft Cluster Service with the

new Vocera Cluster architecture:

Table 12. Microsoft Cluster Service Versus Vocera Cluster

Microsoft Cluster Service Vocera Cluster Architecture

Difficult and time-consuming to set up. More intuitive to set up, does not require
specialized knowledge of OS.

Failover takes minutes. Failover takes seconds.

Single point of failure (quorum drive). No single point of failure.

Hardware dependent; usually requires a
SAN.

Hardware independent; uses any type of
disk space.

Vocera needs to be restarted. Vocera in a ready, standby state.

Setting Up a Cluster

The following procedure summarizes the steps in an initial Vocera Server cluster

configuration.

To set up a Vocera cluster:

1. Install all the software and hardware as follows:

a. Perform the pre-installation tasks described in Setting Up the Server

Computer on page 38.

b. Install the Vocera Server on every computer that will be a member of

the cluster.

See Running the Vocera Installation Program on page 43. If

necessary, you can also add and remove servers any time after the setup

is complete.
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c. If you are using the telephony integration option, install the Vocera

Telephony Server software and the telephony board, and connect the

telephony board to the PBX. See Telephony Integration Overview on

page 163.

d. If you are planning to use the Vocera Report Server, install it also.

See the Vocera Report Server Guide.

2. Set up the Vocera Server that you want to use as the initial active node as

follows:

a. On the Vocera Server that you want to use as the initial active node,

fully configure the database or restore an existing database.

See Setting Up Users and Groups on page 233 for information

about configuring a new database. See Backing Up and Restoring

Data on page 337 for information about restoring a backup file.

b. If you did not restore from a backup file, back up the database on

the initial active node. See Backing Up and Restoring Data on

page 337.

Although this step is not required, best practice is to do a complete

backup to preserve your work in case you need to rollback to it.

c. On your configuration computer, create a badge.properties file

that includes the IP address of every machine in your cluster in a

comma-separated list.

See Creating a Property File to Download on page 111.

d. Copy the new badge.properties file to the \vocera\config\ directory

of the initial active node.

The standby nodes copy this file when they come online as cluster

members. See Data Synchronization on page 68.

e. If you have a customized Properties.txt file, make sure you copy it to

the \vocera\server\ directory on every Vocera Server.

f. Restart the Vocera Server on the machine you want to use as the

initial active node so it loads your new Properties.txt file and

badge.properties file.

See Stopping and Starting the Vocera Server on page 338.

g. Set up clustering on the server that you want to use as the initial active

node.
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On the Cluster Setup page of this server, add the IP address of every

additional Vocera Server that will be in the cluster.

See the Vocera Administration Console Reference or the Administration

Console online help for complete information.

3. Set up clustering on every other server that will be in the cluster. These

additional servers will become standby nodes in the cluster.

On the Cluster Setup page of each of these new servers, add the IP address

of the active node and then restart the server. Each server comes online

as a standby node. If you copied a customized Properties.txt file to each

standby, the Vocera Server loads it when it restarts.

See the Vocera Administration Console Reference or the Administration

Console online help for complete information.

4. If you are using a Vocera Telephony Server, open the Telephony Control

Panel and set the Server IP Address field to the IP address of the active

Vocera Server.

After you save this setting, the Vocera Server populates the Server IP

Address field with a comma-separated list of all cluster IP addresses. The

Vocera Server maintains this list if cluster nodes are added or removed.

Note:  You can optionally enter a comma-separated list of all cluster IP

addresses manually in the Server IP Address field.

See Running the Telephony Installation Program on page 177 for

complete information about configuring the Vocera Telephony Server to

work with a Vocera cluster.

5. If you are using a Vocera Report Server, open the Report Console and enter

a comma-separated list of all cluster IP addresses in the Vocera Server IP

Address field.

Because the Vocera Report Server does not communicate continually with

the Vocera Server as the Vocera Telephony Server does, you must enter

every cluster IP address. The Vocera Report Server does not maintain this list

of addresses.

See the Vocera Report Server Guide for complete information about

configuring the Vocera Report Server to work with a Vocera cluster.

6. Configure all badges with the IP address of the active Vocera Server node.

Use the configuration computer to download the badge.properties file to

your badges.

See Configuring New Badges on page 99.
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7. Install the Client Redirect Utility on every computer that needs to access the

Administration Console or the User Console.

See Using the Client Redirect Utility on page 90.

8. Check your work.

Log in to the Administration Console of the active Vocera Server. Make sure

each server shows up in the list on the Cluster Setup page with the proper

status of “active” or “standby”.

Fail over cluster control several times, until you confirm that the cluster

behaves as you expect. See Forcing a Failover on page 92.

Using the Client Redirect Utility

The Administration Console and the User Console are client-side applications

that run in a web browser. These client applications access the Vocera Server by

using a URL that includes the server’s IP address.

As described in About Vocera Clusters on page 63, you use the IP address

of the active node to access the consoles when the Vocera Server is clustered,

not a single virtual IP address.

Because each node of the cluster always knows which node is active, most of

the time the cluster itself can automatically redirect a browser if it attempts to

use the URL of a standby node to access one of the consoles.

For example, suppose vserver1.mycompany.com is the active node in a

cluster that also has the standby node vserver2.mycompany.com. If you

attempt to open the Administration Console by pointing your browser to

http://vserver2.mycompany.com/console/adminindex.jsp, the standby

server will automatically redirect the browser to the URL of vserver1.

If a standby Vocera Server is not running at the IP address your browser initially

points to, however, the cluster cannot redirect you to the active node. This

situation is unusual, but it can occur if the server you pointed to is down

for maintenance, has been removed from the cluster, or is in the process of

restarting. Consequently, you should use the Client Redirect Utility to make sure

you can always access the Administration Console and the User Console of a

clustered Vocera Server.

About the Client Redirect Utility

The Client Redirect Utility is a Java application that keeps track of all the IP

addresses in a cluster. The installer extracts all the Client Redirect Utility files to

the \vocera\client directory at the root of your system drive.
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As part of the installation, the program creates a serverlist.txt file containing

the initial list of cluster IP addresses. When you run the Client Redirect Utility,

it uses serverlist.txt to find the URL of the active cluster node automatically.

In addition, the Client Redirect Utility automatically updates the list of nodes in

serverlist.txt at this time, if necessary.

The Client Redirect Utility installer creates shortcuts for both the Administration

Console and the User Console on your desktop. After installing the Client

Redirect Utility, use these shortcuts to access either of the consoles.

Installing the Client Redirect Utility

You should install the Client Redirect Utility on every computer that needs to

work with the Administration Console or the User Console.

To download and install the Client Redirect Utility:

1. Open the home page of any Vocera Server in the cluster by navigating to

http://vocera_ip_address (or https://vocera_ip_address, if you are using SSL),

where vocera_ip_address is the IP address of the Vocera Server.

2. Click Download Client Redirect Utility.

The Download Client Redirect Utility dialog box opens, prompting you

to download the client.

3. Click the Download button.

A Windows dialog box called File Download - Security Warning asks

whether you want to run or save the file Redirect.exe.

Important:  If the File Download - Security Warning dialog box does

not appear, your Internet Explorer security settings are preventing it from

launching. Close the Download Client Redirect Utility dialog box and do

either of the following:

• Hold down the Ctrl key when you click the Download button.

• Add the home page of the Vocera Server to your list of trusted Internet

Explorer sites.

• Set your Internet Explorer security configuration to medium-low.

See your Internet Explorer documentation for complete information.

4. Click Run.

When the installer finishes extracting all files, it displays a dialog box

indicating that the install was successful.

5. Click OK to close the confirmation dialog box.
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Running the Client Redirect Utility

The Client Redirect Utility installer creates two shortcuts on your desktop: one

for the cluster’s Administration Console, and one for its User Console.

To run the Client Redirect Utility:

1. Do either of the following:

• Double-click the shortcut for the Administration Console.

• Double-click the shortcut for the User Console.

The login screen of the appropriate console appears.

2. Log in to the console and work with it as usual.

Controlling a Cluster

In most situations, the active node of a cluster runs continually while the

standby nodes wait in case a failure occurs. In some situations, however, you

may want to intervene manually and take control of one or more servers.

The following sections show you how to control the individual servers in a

Vocera cluster.

• Forcing a Failover on page 92

• Restarting a Standby Node on page 93

• Starting a Standalone Server on page 93

Forcing a Failover

As described in About Vocera Clusters on page 63, a failover occurs when

the active node passes control of a cluster to one of the other nodes. Failure of

either the Vocera Server on the active node or its hardware results in a failover.

In some situations, however, you may want to force a failover to occur. For

example, you may want to initiate a failover so you can perform planned

maintenance on the active node, or to test your cluster set up.

Use the Vocera Control Panel or the Administration Console of the active node

to force a failover. See Using the Vocera Control Panel on page 315 for

additional information.

To initiate a failover through the Vocera Control Panel:

1. Display the Vocera Control Panel on the active node of the cluster.

2. Choose Failover from the Cluster menu of the Vocera Control Panel.

A dialog box asks you to confirm the failover.
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3. Click OK.

Control of the cluster fails over as described in Sequence of Failover

Events on page 67.

To initiate a failover through the Administration Console:

1. Display the Administration Console on the active node of the cluster.

2. Display the Cluster page of the Server screen.

3. Click Force Restart.

A dialog box asks you to confirm the restart.

4. Click OK.

Control of the cluster fails over as described in Sequence of Failover

Events on page 67.

Restarting a Standby Node

You can restart a standby node at any time without affecting the cluster. You

must use the Vocera Control Panel to restart a standby node, because the

Administration Console for a cluster provides access to the active node only.

Note:  You can use the Administration Console to restart a server when you

add it to a cluster. After adding the machine to the cluster, you must use the

Vocera Control Panel to restart it. See Setting Up a Cluster on page 87.

To restart a standby node:

1. Display the Vocera Control Panel on the node that you want to restart.

2. Choose Failover from the Cluster menu of the Vocera Control Panel.

A dialog box asks you to confirm the failover.

3. Click OK.

The node restarts without affecting the cluster.

Starting a Standalone Server

You may want to disconnect a server from a cluster temporarily without

permanently breaking up the cluster. For example, you may want to access

the Administration Console of a standby server that you do not have access to

when it is part of a cluster, or perform some system maintenance.

Starting a cluster node as a standalone server temporarily removes it from the

cluster and allows it to run as an independent Vocera Server. When running

standalone, a Vocera Server is no longer part of a cluster and no longer

communicates with it.
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You can start either the active node or a standby node as a standalone Vocera

server.

To start a clustered node as a standalone server:

1. Display the Vocera Control Panel on the node that you want to start as a

standalone server.

2. Choose Stop from the Run menu of the Vocera Control Panel.

The status indicator disappears and the Vocera Control Panel displays the

message "Exiting server process".

Important:  If you execute the Stop command on the active node, it does

not cause a failover, but it does cause an interruption in badge service until

you start the Vocera Server as a standalone server.

3. Choose Start Standalone from the Cluster menu of the Vocera Control

Panel.

The server disconnects from the cluster and starts as a standalone system.

When the server finishes starting, the status indicator displays the Active

status and a green icon.

The exact result of the Start Standalone command depends upon the

state of the server at the time that you stopped it:

• If the Vocera Server was active and badges were connected to it, the

badges reconnect when you start the node as a standalone system.

• If the Vocera Server was in standby mode, it restarts as an active

standalone server, and it does not interfere with the active node of the

cluster in any way.

When you are finished working with the standalone server, you can restart it to

join it to the cluster again.

To rejoin a standalone server to a cluster:

1. Do either of the following:

• On the Cluster Setup page of the Administration Console, click Force

Restart.

• In the Vocera Control Panel, choose Failover from the Cluster menu.

A confirmation dialog box appears.

2. Click OK.

The standalone server restarts as a cluster node in the same state—active or

standby—it was in prior to becoming a standalone server.
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Breaking Up a Cluster

You can remove a standby server from a cluster at any time. You cannot remove

the active server unless you first fail over control to another node.

When you remove a standby server from a cluster, it becomes active as a

standalone server.

See the Vocera Administration Console Reference or the Administration Console

online help for complete information.
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 Configuring Badges

The following topics explain how to configure new badges, update existing

badges, and troubleshoot your badge configuration:

• Configuring New Badges on page 99

Provides best practices for performing the initial configuration of new

badges.

• Setting Up the Configuration Computer on page 105

Describes how to set up a computer and connect it to an access point so you

can download configuration settings to new badges.

• Creating a Property File to Download on page 111

Shows you how to run the Badge Properties Editor and create a

badge.properties file that determines specific badge properties and

behavior.

• Using the Badge Configuration Utility on page 125

Describes how to run the Badge Configuration Utility to download the

properties to new badges.

• Troubleshooting Badge Configuration on page 133

Describes problems that can occur during badge configuration and explains

how to resolve them.

• Maintaining Properties and Firmware on page 145

Explains how to manage properties on badges that have already been

configured.

• Badge Property Reference on page 149

Provides an alphabetical reference for the most common badge properties.
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 Configuring New Badges

To an end user, a badge is a convenient communication device. To your wireless

network, however, a badge is a network client—it requires minor configuration

before it can communicate with your network, as any IP device does.

For example, you must either assign a badge a fixed IP address or specify that

a DHCP server will assign an IP address dynamically. This IP address is a badge

property. Similarly, you must specify other properties for your badge, such as

the SSID your wireless network uses, and any security settings your network

may require.

This chapter summarizes the procedures for configuring an initial test badge,

troubleshooting it if necessary, and then configuring the remaining badges.

These procedures point to other chapters in the part called Configuring

Badges on page 97, where the summarized tasks are described in detail.

The first time you configure badges, you will need to refer to these other

chapters for complete information. After you have configured badges once

or twice, you can use this chapter by itself as a reminder of the basic steps in

badge configuration.

Configuring a Test Badge

When you perform the initial badge configuration, set up a single test

badge first, confirm that it connects to the network the way you intended,

and troubleshoot your badge.properties file if it does not. After you can

successfully connect with this test badge, you can configure the remaining

badges.

Important:  Make sure a single test badge can connect to your network before

you configure all your badges. If you download incorrect properties to your

badges and they cannot connect, you may need to reset the factory defaults on

each individual badge—a labor-intensive process.
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To configure a test badge:

1. Set up a configuration computer using the network settings required to

connect to badges that have factory default settings.

See Setting Up the Configuration Computer on page 105 for details.

2. Use the Badge Properties Editor on the configuration computer to create

a badge.properties file that specifies how your badges connect to your

network.

See Creating a Property File to Download on page 111.

Best Practice:  Use the Badge Properties Editor to specify that a DHCP

server is assigning IP addresses to the badges dynamically. If your badges

require static IP addresses, see Configuring Badges with Static IP

Addresses on page 102. This section assumes you are using a DHCP

server to assign IP addresses to the badges.

3. Make sure the production Vocera Server is running and the badge is within

range of the wireless network it is trying to connect to.

The badge will attempt to connect to the Vocera Server after updating itself

from the Badge Configuration Utility.

4. From the Windows Start menu on the configuration computer, choose

Programs > Vocera > Badge Utilities > Badge Configuration Utility.

The Badge Configuration Utility opens in a command window, displaying a

list of firmware components and properties that the utility will download.

5. Attach a charged battery to a new badge (a badge that has never been

configured).

A new badge automatically looks for the configuration computer (because

the IP address of the configuration computer is set to 10.0.0.1) and

connects to it. The Badge Configuration Utility displays the start session

message, then it automatically starts downloading firmware and properties

to the badge.

The Badge Configuration Utility continues to display messages as it

downloads the firmware and properties. When the download is complete,

it displays the message end session and appends the MAC address of the

badge to the macaddr.txt file in the \vocera\config directory.

Next, the badge reboots and tries to connect to the network using the SSID

and other network properties that you specified in the badge.properties

file.
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If the badge successfully connects to the network, it then tries to connect

to the production Vocera server using the Vocera Server IP Address that you

specified in the badge.properties file.

6. Look at the screen of the badge:

• The message “Logged Out” indicates that the badge is configured

properly and has connected to the Vocera server.

Continue with Configuring the Remaining Badges on page 101.

• If the badge does not display “Logged Out” within 30 seconds to one

minute, the badge is not configured properly and did not connect to the

Vocera server.

Continue with Troubleshooting Badge Configuration on page 133.

7. Shut down the Badge Configuration Utility.

On the configuration computer, click the close icon in the upper-right

corner of the command window in which the Badge Configuration Utility is

running.

The Badge Configuration Utility session ends, and the command window

closes.

8. After you are finished troubleshooting, copy the badge.properties file you

created on the configuration computer to the \vocera\config directory of

your production Vocera Server.

9. Do either of the following:

• If your production Vocera Server is running, stop it and then restart it to

load the badge.properties file into memory.

• If your production Vocera Server is not running, start it to load the

badge.properties file into memory.

See Using the Vocera Control Panel on page 315.

Configuring the Remaining Badges

After you have successfully configured and tested one badge, configure the

remaining badges for your site. The procedure for configuring these badges is

essentially the same as the procedure described in Configuring a Test Badge

on page 99; you simply use the Badge Configuration Utility to connect to

each of your remaining badges.
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To configure the remaining badges:

1. From the Windows Start menu on the configuration computer, choose

Programs > Vocera > Badge Utilities > Badge Configuration Utility.

The Badge Configuration Utility opens in a command window, displaying a

list of firmware components and properties that the utility will download.

2. Attach a charged battery to a new badge.

The following events occur:

• The badge connects to the configuration computer.

• The Badge Configuration Utility downloads firmware and properties to

the badge.

• The Badge Configuration Utility appends the MAC address of the badge

to the end of the macaddr.txt file.

• The badge reboots and tries to connect to the production Vocera Server.

When the badge displays “Logged Out”, configuration is complete.

3. Continue configuring the remaining badges.

4. When you are finished, shut down the Badge Configuration Utility.

On the configuration computer, click the close icon in the upper-right

corner of the command window in which the Badge Configuration Utility is

running.

The Badge Configuration Utility session ends, and the command window

closes.

Configuring Badges with Static IP Addresses

You cannot use the Badge Properties Editor to assign static IP addresses,

because each static address must be unique. Therefore, each badge that uses

a static IP address must be configured manually. Because this is a slow and

potentially error-prone process, use a DHCP server to assign IP addresses to

badges whenever possible.

Use static IP addresses only in the following situations:

• You are setting up a small evaluation system.

• Static IP addresses are mandatory at your site.

To configure badges with static IP addresses:

1. Set up the configuration computer.

See Setting Up the Configuration Computer on page 105.
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2. Set up the isolated access point.

See Setting Up an Isolated Access Point on page 107.

3. Use the Badge Properties Editor to specify the badge properties required

by your site, as described in Using the Badge Properties Editor on

page 113.

a. On the General, Security, and Advanced tabs of the Badge Properties

Editor, follow the instructions in Setting General Properties on

page 115, Setting Security Properties on page 116, and Setting

Advanced Properties on page 121.

b. On the TCP/IP tab of the Badge Properties Editor, check Use Static

Settings, then enter values for the following fields as described in

Setting TCP/IP Properties on page 119:

• Subnet Mask

• Default Gateway

• Preferred DNS

• Alternate DNS

c. Click OK to save these values and close the Badge Properties Editor.

4. Use the Badge Configuration Utility to download these shared properties to

all the badges.

See Configuring a Test Badge on page 99.

5. Use the vconfig utility to set the B2.BadgeIPAddr value of each B2000

badge and the BadgeIPAddr value of each B1000A badge to different

static IP addresses. Use standard dotted notation (for example, 192.168.3.7)

to specify this value.

Important:  You must use vconfig to set this property manually on each

badge.

An online help system on the Vocera Server computer shows you

how to use the vconfig utility. Open the help system by navigating to

\vocera\config\help\vconfig\index.html in your browser.



 Configuring Badges with Static IP Addresses

104 ··· Vocera Configuration Guide



Setting Up the Configuration Computer ··· 105

 Setting Up the Configuration Computer

A badge requires basic configuration information, such as an SSID and security

settings, to connect to your wireless network. Because a badge has no

keyboard, you cannot configure it directly. Instead, you must configure it from a

special computer called a configuration computer.

A new badge is factory-programmed to establish a wireless connection

to a computer with the IP address of 10.0.0.1 using an SSID of vocera (all

lower-case), with open authentication and no encryption. After the badge

connects to the configuration computer, you can use this computer to

customize badge settings for your specific network requirements and security.

The configuration computer must be a stand-alone computer that is not

connected to your site's network. Here is the procedure for setting up the

configuration computer:

1. Install the Badge Utilities on the configuration computer. The Badge Utilities

let you specify badge properties in a text file, then download the properties

to your badges.

See Installing the Badge Utilities on page 106.

2. Assign a specific IP address (10.0.0.1) and subnet mask (255.0.0.0) to

the configuration computer. When you boot a new badge, it looks for a

computer with these properties that is running the Badge Configuration

Utility.

See Specifying TCP/IP Properties on page 107.

3. Cable the configuration computer directly to an access point that is set

up without security requirements. Any access point security will prevent

unconfigured badges from connecting.

See Setting Up an Isolated Access Point on page 107.

Any notebook or desktop computer running Windows 2003 Server or Windows

XP and containing an Ethernet network card is typically sufficient for use as the

configuration computer.
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Installing the Badge Utilities

Vocera does not support more than one version of the Badge Utilities on a

configuration computer. The Badge Utilities version and Vocera server version

must be the same.

If the Badge Utilities from a previous version of Vocera are installed on the

configuration computer, remove them before installing the current Badge

Utilities. See Removing an Earlier Version of the Badge Utilities on

page 106.

If the Badge Utilities are not already installed on the configuration computer,

install them as described in Running the Badge Utilities Installation

Program on page 106.

Removing an Earlier Version of the Badge Utilities

If the Badge Utilities from a previous version of Vocera are installed on your

configuration computer, remove them before installing the current badge

utilities. By default, the Badge Utilities are installed in the \vocera\config

directory at the root of a drive that you specify.

To remove an earlier version of the Badge Utilities:

1. Log in to the computer with administrator privileges.

2. Choose Start > Control Panel > Add or Remove Programs.

The Add or Remove Programs dialog box appears.

3. Select Vocera Utilities.

4. Click Remove.

A dialog box asks you to confirm.

5. Click Yes.

A dialog box asks you to wait while the Badge Utilities are removed. It

closes when the operation is complete.

Running the Badge Utilities Installation Program

The Badge Utilities installation program requires the following information:

Table 13. Badge Utilities installation options

Field Description

Install to Drive A letter that identifies the drive where you want to install
the Badge Utilities. For example, C.
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To run the Badge Utilities installation program:

1. Log in to the Vocera configuration computer with administrator privileges.

2. Insert the Vocera Server Software DVD in the drive.

The Welcome screen of the installation program appears automatically.

If this screen does not appear, choose Run from the Windows Start menu,

navigate to \setup\VSInstall.exe on the DVD drive, then click OK to run

this file and display the Welcome screen.

3. Click I Agree to start the installation program.

The Available Features screen appears.

4. Uncheck every item except Badge Configuration Utilities, and then click

Next.

5. Continue following the prompts in the installation program to install the

utilities.

Use the Help button on any screen for further information.

Specifying TCP/IP Properties

You need to specify certain TCP/IP properties in the configuration computer to

allow a new badge to connect to it properly.

To specify TCP/IP properties:

In Windows, use the Network Connections control panel to specify the

following TCP/IP properties for the network card in your configuration

computer:

• Set the IP address to 10.0.0.1

When you boot a new badge, it automatically looks for a computer with this

address that is running the Badge Configuration Utility.

• Set the Subnet mask to 255.0.0.0

The exact procedure for setting your TCP/IP properties depends upon the

version of the operating system. Refer to your Windows documentation for

complete information.

Setting Up an Isolated Access Point

To set up a badge, connect the configuration computer to an isolated access

point—one that is not connected to the site’s network. The access point must

be isolated from the rest of the network so you can set it up with a different

SSID, and without compromising the site’s security.
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This isolated access point allows a badge to connect to the configuration

computer using default factory settings. This access point is a temporary set up

that you use only to configure badges. Configured badges can connect to your

wireless LAN by using your existing SSID and security system.

To set up an isolated access point:

1. Attach an Ethernet crossover cable to the network port on the

configuration computer.

2. Connect the other end of the cable to the Ethernet port on the access

point.

3. If necessary, install configuration software for the access point on the

configuration computer.

Many access points require only a browser for configuration.

4. Using the access point configuration utility, make sure your access point is

set up as follows:

• Allow open authentication (typically the default)

• Turn off all security (typically the default)

• Assign the SSID value as vocera (using all lower-case letters)

• Allow a broadcast SSID to associate (typically the default)

• Configure as an access point in infrastructure mode (typically the default)

The exact procedure for setting up your access point depends upon the

hardware manufacturer. Refer to your access point documentation for

complete information.

When Vocera badges come from the factory, their SSID property is set either

to vocera or to <no value>. If you configure your access point as described

above, both types of badges can connect to it.

When you are finished, your badge configuration hardware should be set up as

follows:
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Figure 8. Badge configuration hardware
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 Creating a Property File to Download

Badge properties tell a badge how to communicate on the wireless network

deployed at your specific site. Use the Badge Properties Editor to create a

badge.properties file specifying the property values your site requires,

and then use either the Badge Configuration Utility or the Vocera Server to

download these properties to all your badges.

The badge.properties file used by the B2000 badge has the same file format

as the file used by the B1000A badge. However, the B2000 provides some new

properties that the B1000A does not support. See Badge Property Reference

on page 149 and About Badge Profiles on page 111.

Important:  Many of the properties that you specify determine how your

badges connect to your network and behave in your specific environment.

You can optimize many network settings to improve badge performance, and

configure your badge accordingly. See Vocera Infrastructure Planning Guide for

information about how to configure your network infrastructure optimally to

support the Vocera Communications System.

About Badge Profiles

A badge profile is the set of properties that specifies how that badge connects

to your network. B2000 and B1000A badges have independent profiles,

allowing them to run on VLANs that have different network and security

settings. Consequently, you can tune B2000 and B1000A badges independently

to optimize their performance, or give them any combination of different

property settings for specific purposes.

For example, suppose all the 802.11g clients at your site are on a VLAN whose

SSID is green, and your 802.11b clients are on the blue VLAN. You could create

a profile for your B2000 badges that allows them to connect to the green SSID,

and another profile for your B1000A badges allowing them to connect to the

blue VLAN.
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The properties used by the B2000 and B1000A have different names. In the

badge.properties file, all the properties used by the B2000 badge begin with a

"B2." prefix. Badge properties have the following naming conventions:

• If a B2000 property controls the same behavior as a B1000A property, the

only difference between the property names is the "B2." prefix.

For example, the B2000 and B1000A properties specifying the SSID that a

badge connects to are B2.SSID and SSID, respectively.

• If a B2000 property does not have a corresponding B1000A property, the

property name still begins with the "B2." prefix.

For example, the unique B2000 property that allows the badge to

take advantage of WMM when it is supported by your access points is

B2.EnableWMM. Because B1000A badges do not support this property,

there is not a corresponding B1000A EnableWMM property.

If you set all B2000 properties and their corresponding B1000A properties to

the same values, you create identical profiles for the two badge models. You

can also set B2000 and B1000A properties to different values.

For example, suppose your B1000A badges connect to the solar VLAN using a

pre-shared key, and you want your B2000 badges to connect to the lunar VLAN

using EAP-FAST. You could specify different profiles for the two badge models,

as shown in the following badge.properties fragment:

Example 1. Different B1000A and B2000 security settings

# B1000A Network Profile
SSID                  solar
AuthenticationType    WPA-PSK
EncryptionType        TKIP-WPA
PreSharedKey          encrypted:0b4d391478bc05a28d4ca5600d63c1d598a6c9f5...
ServerIPAddr          192.168.10.10

# B2000 Network Profile
B2.SSID               lunar
B2.AuthenticationType EAP-FAST
B2.EncryptionType     TKIP-WPA
B2.UserName           vocuser
B2.Password           callme
B2.ServerIPAddr       192.168.10.10

Similarly, suppose all your B1000A and B2000 badges reside on a single voice

VLAN using the same authentication and encryption settings. You would

configure both badge models with identical profiles, as shown in the following

badge.properties fragment:
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Example 2. Identical B1000A and B2000 security settings

# B1000A Network Profile
SSID                     voice
AuthenticationType       WPA-PSK
EncryptionType           TKIP-WPA
PreSharedKey             encrypted:0b4d391478bc05a28d4ca5600d63c1d598a6c9f5...
ServerIPAddr             192.168.10.10

# B2000 Network Profile
B2.SSID                  voice
B2.AuthenticationType    WPA-PSK
B2.EncryptionType        TKIP-WPA
PreSharedKey             encrypted:0b4d391478bc05a28d4ca5600d63c1d598a6c9f5...
B2.ServerIPAddr          192.168.10.10

The default value of each B2000 property and its corresponding B1000A

property is the same, except for the ones shown in the following table.

Table 14. New B2000 property defaults

Badge Model Property Name Default Value

B2.BroadcastUsesIGMP TRUEB2000

B2.SubnetRoaming TRUE

BroadcastUsesIGMP FALSEB1000A

SubnetRoaming FALSE

If you are deploying both badge models on the same subnet, make sure you

set the value of each B2000 property to the same value you are using for the

B1000A. The default values of these two B2000 properties are different to

reflect the more typical network environment at this time.

See Badge Property Reference on page 149 for a complete list of the

"B2." properties used to specify a network profile.

Using the Badge Properties Editor

The Badge Properties Editor is installed in the \vocera\config directory on

both the configuration computer and the Vocera Server computer. If you are

performing the initial badge configuration, run the Badge Properties Editor on

the configuration computer.
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Note:  You can use the Badge Properties Editor to specify properties for both

B1000A and B2000 badges. In addition, you can specify different network

profiles for your B1000A and B2000 badges, allowing them to reside on

different VLANs. See About Badge Profiles on page 111.

To use the Badge Properties Editor:

1. From the Windows Start menu, choose Programs > Vocera > Badge

Utilities > Badge Properties Editor.

The Badge Properties Editor appears.

2. Set property values as described in the following topics:

• Setting General Properties on page 115 describes the minimal set of

properties you need to set for any badge in use at your site.

• Setting Security Properties on page 116 describes how to make

badges work with the security features implemented on your wireless

network.

• Setting TCP/IP Properties on page 119 describes the IP settings that

a badge can use.

• Setting Advanced Properties on page 121 describes a small set of

properties that are used in special situations.

The Badge Properties Editor creates a text file called badge.properties in

\vocera\config.

After you create the badge.properties file, you can upload the property values

it contains to your badges.

• If you are configuring new badges, use the Badge Configuration Utility to

download properties to the badges.

See Using the Badge Configuration Utility on page 125.

• If you are updating badges that are already connected to a Vocera Server, use

the Vocera Server to download properties to the badges.

See Maintaining Properties and Firmware on page 145.

Note:  Use the Badge Properties Editor to create and modify the

badge.properties file instead of using a text editor. Some values in

badge.properties are encrypted; in addition, other properties are

case-sensitive or accept only a limited range of values. Using the Badge

Properties Editor reduces the likelihood of creating incorrect property names or

values.
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Setting General Properties

The general properties comprise the minimal set of properties needed by

any badge at your site. You must set values for all the general properties.

Depending on the configuration of your site, you may have to set other

properties as well.

Table 15. General properties

Property Description

Badge Type Specify whether you are creating properties for B1000A badges
or B2000 badges. When your environment has both badge
models in use, do the following:

1. Choose B1000A.

2. Set all the properties needed by the B1000A profile.

3. Click Apply to save these values without closing the Badge
Properties Editor.

4. Choose B2000.

5. Set all the properties needed by the B2000 profile.

SSID Use the SSID field to specify the SSID of the wireless network
or subnet the Vocera badges will use. This is a required field.

This value is case sensitive, and can be up to 32 characters in
length. You can use initial or embedded spaces in the SSID
value; trailing spaces cause an error message when the value is
saved.

Best Practice: Specify an SSID other than vocera (all
lower-case) for your production server. Badges are
factory-programmed to use the vocera SSID to establish a
wireless connection to the configuration computer that you
have set up for your Vocera system.

Vocera Server IP
Address

Use the Vocera Server IP Address field to specify the IP
address of the computer which is running the Vocera server.
This is a required field.

Use dotted notation (such as 192.168.3.7) to specify this value.

If you are configuring a cluster, enter the IP address of each
machine in the cluster, separated by commas, with no spaces.

The badge supports a maximum of 63 characters for the
members of the cluster list. This limit allows you to enter four
numeric IP addresses, separated by commas, with no spaces
between them.
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Property Description

Hide Boot Menus Check the Hide Boot Menus field to prevent a user from
displaying the configuration menus on his or her badge.

The badge configuration menus provide access to powerful
utilities for maintenance and troubleshooting. Use these utilities
only when you are working with Vocera Technical Support.

To set general properties:

1. If the Badge Properties Editor is not already running, start it as described in

Using the Badge Properties Editor on page 113.

2. Choose the General tab.

3. Enter property values required for your site.

4. Save these values in either of the following ways:

• Click Apply to save these values without closing the Badge Properties

Editor.

• Click OK to save these values and close the Badge Properties Editor.

Setting Security Properties

Set badge security properties that correspond to the type of authentication and

encryption employed by your wireless network.

If you are deploying both B2000 and B1000A badges, you can configure them

to reside on separate VLANs and take advantage of the enhanced security

support of the B2000. If all your badges reside on the same VLAN, the security

you choose must be supported by both badge models. See About Badge

Profiles on page 111 for information about configuring badges on separate

VLANs.

For more information about the security systems supported by Vocera, see

Security in the Vocera Infrastructure Planning Guide. The rest of this section

describes how to use the Badge Properties Editor to configure badge security

settings.

The following table describes the security settings in the Badge Properties

Editor:

InfrastructureGuide.pdf#Security
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Table 16. Security properties

Property Description

Badge Type Specify whether you are creating properties for B1000A badges
or B2000 badges. When your environment has both badge
models in use, do the following:

1. Choose B1000A.

2. Set all the properties needed by the B1000A profile.

3. Click Apply to save these values without closing the Badge
Properties Editor.

4. Choose B2000.

5. Set all the properties needed by the B2000 profile.

Authentication In the Authentication field, specify whether your wireless
network requires authentication for access:

• Specify Open if your wireless network does not require
authentication.

• If your wireless network requires authentication, specify the
corresponding protocol.

Important:  If you are using EAP-FAST authentication, you
must also create a .pac file. See Configuring EAP-FAST
Authentication in the Vocera Infrastructure Planning Guide.

User Name,
Password

If your network uses either LEAP, WPA-PEAP, or EAP-FAST
authentication with TKIP-WPA encryption, enter appropriate
values in the User Name and Password fields. Otherwise, skip
these fields.

Each badge on a Vocera server must use the same user name
and password for LEAP, WPA-PEAP, or EAP-FAST authentication.
The user name format depends on requirements set by the
RADIUS authentication server. For example, when using
LEAP with Cisco ACS and Windows Active Directory, enter
domain\userid in the User Name field, where domain is a
Windows domain name and userid identifies the user. Other
RADIUS servers may require the user name only.

The password value is case sensitive. You can use initial or
embedded spaces in either of these values; trailing spaces
cause an error message when the values are saved.

The badge supports a maximum of 32 alphanumeric characters
for both the User Name and the Password. In addition, the
badge supports the following characters for LEAP passwords:

^ # ! * @ % & $

InfrastructureGuide.pdf#ConfiguringEapFast
InfrastructureGuide.pdf#ConfiguringEapFast
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Property Description

PreShared Key If your network uses WPA-PSK authentication, specify a value in
the PreShared Key field. Otherwise, skip this field.

Encryption In the Encryption field, choose a value from the drop-down
list to specify the type of data encryption your wireless network
requires. The list includes different values depending on the
value in the Authentication field. If necessary, check access
point settings to see which type of encryption to use.

See Table 10, “Vocera security support” in the Vocera
Infrastructure Planning Guide for a summary of the
authentication and encryption combinations supported by
Vocera.

Transmit With Key If you specified either WEP64 or WEP128 encryption, specify
which position the transmitted key is in.

The position you specify must be the same as that used by
the access point. See Configuring WEP Encryption on
page 119.

Encryption Key If you specified either WEP64 or WEP128 encryption, specify
a value for the Encryption Key field corresponding to the
Transmit With Key that you selected.

Use hexadecimal characters to enter the key that the access
point is using. See Configuring WEP Encryption on
page 119.

To set security properties:

1. If the Badge Properties Editor is not already running, start it as described in

Using the Badge Properties Editor on page 113.

2. Choose the Security tab.

3. Enter property values required for your site.

4. Save these values in either of the following ways:

• Click Apply to save these values without closing the Badge Properties

Editor.

• Click OK to save these values and close the Badge Properties Editor.

InfrastructureGuide.pdf#MasterSecurityTable
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Configuring WEP Encryption

When you provide Vocera security with WEP encryption, your access points and

badges transmit data using hexadecimal keys. WEP uses 64-bit or 128-bit keys

(sometimes called 40-bit or 104-bit keys, respectively) to encrypt and decrypt

data. Each device transmits and receives using a hexadecimal key in one of four

possible positions. The position used to transmit and receive is not necessarily

the same.

To successfully transmit data, the position and value of the key used to transmit

must match the position and value of the key in the receiving device. The

position that the access point uses to transmit is not necessarily the same as the

position that the badge uses to transmit. However, the value that the access

point uses to transmit must match the value you supply for the corresponding

position of the badge.

For example, if an access point uses its first encryption key to transmit data,

you must configure the badges to use that same hexadecimal value in the first

position. Similarly, if the badges use their third WEP key to transmit data, the

third WEP key stored in the access point must have a matching encryption key

value.

You do not have to specify values for each of the four WEP keys, only the keys

that the access point and badge actually use to transmit data. However, the

best practice is to make sure that the values of the keys in all four positions

match. That way, if a security administrator changes the position that the access

point uses to transmit, the badges will continue to work.

Setting TCP/IP Properties

The TCP/IP properties specify whether badges are assigned IP addresses

dynamically by a DHCP server, or whether each badge has a static IP address.

Use a DHCP server to assign IP addresses to the badges whenever possible.

Static IP addresses are feasible only for small evaluation systems. Because using

a static IP address for each badge requires manual configuration, it is a slow and

error-prone process for large numbers of badges.



 Setting TCP/IP Properties

120 ··· Vocera Configuration Guide

Table 17. TCP/IP properties

Property Description

Badge Type Specify whether you are creating properties for B1000A badges
or B2000 badges. When your environment has both badge
models in use, do the following:

1. Choose B1000A.

2. Set all the properties needed by the B1000A profile.

3. Click Apply to save these values without closing the Badge
Properties Editor.

4. Choose B2000.

5. Set all the properties needed by the B2000 profile.

Use DHCP Settings Choose Use DHCP Settings if your site uses a DHCP server to
provide IP addresses dynamically.

Most sites use a DHCP server for IP addresses. This choice is the
default.

Use Static Settings Choose Use Static Settings if you want to specify specific
static IP addresses.

Use static addresses for small evaluation systems only, because
you must set each IP address manually with the Vconfig utility.
You cannot set static IP addresses in the Badge Properties
Editor. See Configuring Badges with Static IP Addresses on
page 102.

Subnet Mask Use the Subnet Mask field to specify which bits in the IP
address correspond to the subnet.

Default Gateway If your LAN uses a gateway to connect to other networks, enter
its dotted notation address in the Default Gateway field.
This value is necessary only if the Vocera Server resides on a
different subnet than the badges.

Preferred DNS Use the Preferred DNS field to enter the IP address of the DNS
server that your site uses to resolve DNS queries, if the value of
the Vocera Server IP Address field in the General properties
page is specified as a DNS name.

Alternate DNS Use the Alternate DNS field to enter the IP address of the
secondary DNS server, if the value of the Vocera Server IP
Address field in the General properties page is specified as a
DNS name. The secondary DNS server is used if the primary
DNS server is not available.
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To set TCP/IP properties:

1. If the Badge Properties Editor is not already running, start it as described in

Using the Badge Properties Editor on page 113.

2. Choose the TCP/IP tab.

3. Enter property values required for your site.

4. Save these values in either of the following ways:

• Click Apply to save these values without closing the Badge Properties

Editor.

• Click OK to save these values and close the Badge Properties Editor.

Setting Advanced Properties

The advanced properties are used only in special situations.

Table 18. Advanced properties

Property Description

Badge Type Specify whether you are creating properties for B1000A badges
or B2000 badges. When your environment has both badge
models in use, do the following:

1. Choose B1000A.

2. Set all the properties needed by the B1000A profile.

3. Click Apply to save these values without closing the Badge
Properties Editor.

4. Choose B2000.

5. Set all the properties needed by the B2000 profile.

Subnet Roaming Check Subnet Roaming only if the access points on your
wireless LAN are divided into multiple subnets, and if you
want to allow users to roam across subnet boundaries. The
subnet where the Vocera server is located is not relevant to this
property.

If you allow subnet roaming, you use a DHCP server to
supply your IP addresses. See Setting TCP/IP Properties on
page 119 for information about configuring Vocera with a
DHCP server.

If all access points on your wireless LAN are on the same
subnet, leave Subnet Roaming disabled to minimize DHCP
traffic and to reduce the chance of a momentary loss of audio
when roaming between access points.

This property is available for both B1000A and B2000 badges.
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Property Description

Roaming Policy The Roaming Policy property specifies how quickly a badge
searches for an access point when signal quality drops. Higher
values cause a badge to search sooner, and may correct
problems with choppy audio. However, a badge cannot send
or receive audio packets while searching for an access point,
so communication may be interrupted. Lower values allow a
badge to tolerate lower signal quality before searching. The
optimal threshold value varies from one 802.11 network to
another, depending on how the network is configured. The
default value is 2.

This property is available for both B1000A and B2000 badges.

Broadcast Uses
IGMP

Use the Broadcast Uses IGMP field to specify whether you
want badges to use Internet Group Management Protocol. If
your want broadcast and push-to-talk commands to function
across multiple IP subnets, IGMP must be supported in the
switch or router, and this property must be enabled (checked).

This property is available for both B1000A and B2000 badges.

Short Preamble
(802.11 Frame)

Use the Short Preamble (802.11 Frame) field to specify
whether you want B1000A badges to transmit with a short or
long preamble.

By default, the B1000A badge transmits with a long preamble.
Check Short Preamble only if you must optimize bandwidth.

This property is not available for the B2000 badge, which
always transmits with a short preamble.

Scan Default
Channels

The B1000A badge uses the setting you make in the Scan
Default Channels field to optimize roaming. When you check
this property, the badge first scans channels 1, 6, and 11 as
its signal drops. If the badge is unable to connect to an access
point on one of these channels, it then scans all available
channels.

For optimal performance of the badge and other wireless
clients, Vocera recommends that the access points on your
network are set only to the three non-overlapping channels of
1, 6, and 11. If your network uses only channels 1, 6, and 11,
check the Scan Default Channels field.

The Scan Default Channels setting is available for B1000A
badges only.
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Property Description

802.11d Use the 802.11d field to specify whether you want B2000
badges to select AP channels based on the country code
broadcast by access points and on the Channels To Scan
property.

By default, this property is not selected. In order to take
advantage of this feature, your access points must also support
it. This property is not available for the B1000A badge.

APSD Use the APSD field to specify whether you want to enable
Automatic Power Save Delivery (APSD) power management.
APSD potentially increases the talk time of 802.11 clients.

By default, this property is not selected. In order to take
advantage of this feature, your access points must also support
it. This property is not available for the B1000A badge.

WMM Use the WMM field to specify whether you want to enable
WMM (the WiFi Multimedia subset of 802.11e).

WMM provides standards-based QoS to prioritize voice over
data traffic and ensure high level voice quality. The B2000
badge allows you to use WMM to prioritize packets.

By default, this property is not selected. In order to take
advantage of this feature, your access points must also support
it. This property is not available for the B1000A badge.

CCKM Use the CCKM field to specify whether you want to enable
Cisco Certified Key Management.

CCKM is a form of fast roaming supported on Cisco access
points and on various routers. Using CCKM, Vocera devices can
roam from one access point to another without any noticeable
delay during reassociation. After a Vocera device is initially
authenticated by the RADIUS authentication server, each
access point on your network acts as a wireless domain service
(WDS) and caches security credentials for CCKM-enabled client
devices. When a Vocera device roams to a new access point,
the WDS cache reduces the time it needs to reassociate.

By default, this property is not selected. In order to take
advantage of this feature, your access points must also support
it, and you must use either LEAP, WPA-PEAP, or EAP-FAST
authentication. This property is not available for the B1000A
badge.
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Property Description

Channels to scan By default, the B2000 badge scans only channels 1, 6, and
11 unless the ChannelsToScan property is set. Setting this
property allows the B2000 badge to scan up to four arbitrary
channels.

For optimal performance of the badge and other wireless
clients, Vocera recommends that the access points on your
network are set only to the three non-overlapping channels of
1, 6, and 11.

If the access points on your network are set either to four
channels, to three channels other than 1, 6, and 11, or to
fewer than three channels, check Specify Channels and enter
the specific channel numbers in a comma-separated list.

The Channels to scan setting is available for B2000 badges
only.

To set advanced properties:

1. If the Badge Properties Editor is not already running, start it as described in

Using the Badge Properties Editor on page 113.

2. Choose the Advanced tab.

3. Enter property values required for your site.

4. Save these values in either of the following ways:

• Click Apply to save these values without closing the Badge Properties

Editor.

• Click OK to save these values and close the Badge Properties Editor.

Enabling 802.11d

If you enable 802.11d in B2000 badges and you roam with a badge to an

access point that does not have 802.11d enabled, the badge will passively scan

for beacons to discover what country it's in. If it finds beacons but the beacons

do not identify the country, the badge will display the following message:

COUNTRY INFO NOT FOUND IN BEACONS

If this happens, press the Call button to clear the message, and then make sure

that 802.11d is enabled on all access points.
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 Using the Badge Configuration Utility

The Badge Configuration Utility is a tool that can download properties and

firmware from the configuration computer to:

• New badges that have never been configured.

• Badges that have been reset to factory defaults.

See How to Restore Factory Settings on page 143.

Because the Badge Configuration Utility is used with new badges, it must

run on a stand-alone configuration computer. Each badge uses a built-in

program called Updater during initial configuration. By default, the Updater

program scans channels 1 through 11 attempting to connect to a Badge

Configuration Utility on a machine whose IP address is 10.0.0.1. See Setting

Up the Configuration Computer on page 105.

After the badge downloads its properties and firmware, it reboots and attempts

to connect to the network using the property values it has downloaded. If it

connects to the network successfully, it then attempts to connect to the Vocera

Server specified in either its B2.ServerIPAddr or its ServerIPAddr property.

Note:  The Badge Configuration Utility performs different actions when it

configures B2000 and B1000A badges, as described in About the Badge

Configuration Utility on page 125. However, these actions are all internal

to the Badge Configuration Utility, so you can configure B2000 and B1000A

badges simultaneously.

About the Badge Configuration Utility

The \vocera\config directory on the configuration computer contains all the

files used by the Badge Properties Editor and the Badge Configuration Utility.

By default, the same set of files is also installed in this directory on the Vocera

Server computer.
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Figure 9. Directory structure of badge utilities

The following directories and files in the \vocera\config directory are used by

the Badge Configuration Utility:

Table 19. Directories and files used for configuration

Item Description

fci Directory containing B1000A firmware.

gen2 Directory containing B2000 firmware, resources, and
related files.

help Directory containing help systems for the Badge
Configuration Utility and the Badge Properties Editor.

lib Directory containing the Badge Configuration Utility
and the Badge Properties Editor applications.

badge.properties Text file, created by the Badge Properties Editor,
containing properties that determine badge behavior.

badge.properties.server Auto-generated text file, created by both the Badge
Configuration Utility and the Vocera Server, based on
badge.properties.

The Badge Configuration Utility and the Vocera
Server download this file to the B2000 badge.
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Item Description

gen2\metadata\filelist Auto-generated text file, created by both the
Badge Configuration Utility and the Vocera
Server, containing the complete list of files in the
\vocera\config\gen2\badge tree.

The Badge Configuration Utility and the Vocera
Server use this file to determine what files to
download to a badge.

bcu.bat Batch file that launches the Badge Configuration
Utility.

Although you can configure B2000 and B1000A badges simultaneously,

the Badge Configuration Utility performs slightly different actions during

configuration. The following sections describe the Badge Configuration Utility

behavior with each badge model:

• The Badge Configuration Utility and the B2000 on page 127

• The Badge Configuration Utility and the B1000A on page 130

The Badge Configuration Utility and the B2000

When you start either the Badge Configuration Utility or the Vocera Server,

they both auto-generate data used by the B2000 badge. Specifically, each

application:

• Creates the \vocera\config\gen2\metadata\filelist file.

See The filelist File on page 128.

• Hashes the \vocera\config\gen2\metadata\filelist file to calculate a

MasterHash value.

• Does one of the following:

• If badge.properties exists, copies it to create the

badge.properties.server file, and appends the MasterHash property and

value to the end of badge.properties.server.

• If badge.properties does not exist, creates a zero-length

badge.properties file, copies it to create the badge.properties.server

file, and appends the MasterHash property and value to the end of

badge.properties.server.

See The badge.properties.server File on page 129.
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The filelist File

The filelist file contains a record for every file in the badge directory tree.

The badge uses the information in filelist to determine what firmware and

properties it needs to download to synchronize itself with the configuration

computer.

Each record in filelist has three fields containing the following information:

• The file name and path, relative to \vocera\config\gen2.

• The file size, in bytes.

• The file hash, a digital fingerprint used to identify the exact version of the file.

The following illustration shows the content of a typical filelist file.

Figure 10. Content of filelist file

When the badge connects to the Badge Configuration Utility, filelist is the first

file it downloads. The badge checks each record in filelist sequentially. The

information in filelist provides redundant checks to help ensure that the badge

and the server are synchronized:

• If a file appears in filelist, but not on the badge, the badge requests it from

the Badge Configuration Utility.
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• If the size of a file in filelist is different than the size of the file on the badge,

the badge requests it from the Badge Configuration Utility.

• If the hash of a file in filelist is different than the hash of the file on the

badge, the badge requests it from the Badge Configuration Utility.

The first records in filelist identify the files in the Linux operating system used

by the badge. The badge.properties.server file is the last record in filelist,

and is consequently the last file downloaded by the badge.

If the badge loses its connection with the Badge Configuration Utility for any

reason during the update process, it restarts its Updater program and continues

until it downloads the last file in filelist.

The badge.properties.server File

The B2000 uses badge.properties.server to create or maintain its own

badge.properties file. After the badge downloads badge.properties.server,

it does the following:

• Creates a badge.properties file on the badge, if it does not already exist.

• Adds any new properties and values that are in badge.properties.server to

the list in badge.properties.

• Updates badge.properties with any values that are different in

badge.properties.server.

Properties that are auto-generated by the Badge Configuration Utility appear at

the end of badge.properties.server, as shown in the following illustration:
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Figure 11. Auto-generated badge properties

The last property in badge.properties.server is the auto-generated

MasterHash. The Badge Configuration Utility does not use MasterHash; it is

used by the Vocera Server to keep badges in sync with itself. See Maintaining

Properties and Firmware on page 145.

The Badge Configuration Utility and the B1000A

In contrast to the B2000, the B1000A downloads .fci firmware files from the

\vocera\config\fci directory and badge.properties only.

When the B1000A connects to the Badge Configuration Utility, the application

checks to see if any .fci file is missing or different on the badge. If it is, the

badge downloads the necessary .fci files from the Badge Configuration Utility.

The Badge Configuration Utility then reads badge.properties into memory,

hashes it to create a digital fingerprint, stores the hash as the value of the

PropertyVersion property, and appends this virtual property to the version of

badge.properties it has in memory.
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The Badge Configuration Utility checks one property at a time, and the badge

downloads any properties that are missing or different. When the badge

downloads the PropertyVersion hash, the update is complete and the badge

reboots.

If the badge loses its connection with the Badge Configuration Utility for any

reason during the update process, it restarts its Updater program and continues

until it downloads PropertyVersion.

Running the Badge Configuration Utility

To use the Badge Configuration Utility:

1. From the Windows Start menu on the configuration computer, choose

Programs > Vocera > Badge Utilities > Badge Configuration Utility.

The Badge Configuration Utility opens in a command window, listing the

B1000A .fci files, followed by each value in badge.properties, followed by

B2000 information.

Figure 12. Badge Configuration Utility start-up

2. Attach a charged battery to either a new badge or a badge that has been

reset to factory defaults.

The badge automatically runs its Updater program because the InstallDone

property is set to False. Updater looks for a Badge Configuration Utility

running on 10.0.0.1 and connects to it.
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3. The Badge Configuration Utility displays the start session message, and

then the badge automatically starts the download process.

4. The Badge Configuration Utility identifies the model of the badge:

• If the badge is a B2000, it downloads filelist from the Badge

Configuration Utility and updates itself as described in The Badge

Configuration Utility and the B2000 on page 127.

• If the badge is a B1000A, it downloads the files in \vocera\config\fci

and the badge.properties file from the Badge Configuration Utility, if

necessary.

See The Badge Configuration Utility and the B1000A on page 130.

5. The Badge Configuration Utility continues to display messages as the badge

downloads firmware and properties. When the download is complete,

the Badge Configuration Utility displays the message end session and

appends the MAC address of the badge to the macaddr.txt file in the

\vocera\config directory.

6. The badge automatically reboots and tries to connect to the network, using

the SSID and other network properties that it downloaded.

If successful, the badge tries to connect to the Vocera Server that was

specified in the ServerIPAddr property.

7. Look at the screen of the badge:

• The message “Logged Out” indicates that the badge is configured

properly and has connected to the Vocera Server.

Continue with Configuring the Remaining Badges on page 101.

• If the badge does not display “Logged Out” within 30 seconds to one

minute, the badge is not configured properly and did not connect to the

Vocera Server

Continue with Troubleshooting Badge Configuration on page 133.

8. Shut down the Badge Configuration Utility.

On the configuration computer, click the close icon in the upper-right

corner of the command window in which the Badge Configuration Utility is

running.

The Badge Configuration Utility session ends, and the command window

closes.
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 Troubleshooting Badge Configuration

The following topics will help you diagnose and resolve badge configuration

problems:

• Troubleshooting the Initial Badge Configuration on page 133.

If a badge is not communicating properly after its initial configuration, this

topic helps you determine where the problem is occurring.

• Troubleshooting the Badge Property Settings on page 135.

If the communication problem is internal to the badge, this topic shows you

how to change badge property settings.

• Using the Badge Configuration Menu on page 136.

The badge configuration menu lets you access a set of diagnostic and

configuration tools that are built into the badge.

• Restoring Factory Settings on page 142.

If you cannot troubleshoot your badge, or if you think it is so badly

configured that you cannot proceed, you can restore it to its original factory

settings and try to configure it again.

Troubleshooting the Initial Badge Configuration

If you complete the steps described in Configuring a Test Badge on page 99

and the screen of the test badge does not display the “Logged out” message,

you need to troubleshoot it. The badge may not be configured properly, or

there may be a problem with some of the other hardware and software you are

using.

When the badge does not successfully connect to the production Vocera Server

at the end of its configuration cycle, one or more of the following problems

may have occurred:

• The production Vocera Server is not running

• The badge is not within range of an access point used by the production

server
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• The badge properties are not set correctly

The screen of the badge displays a message that helps you diagnose the

problem:

Table 20. Badge messages

Badge Message Typical Problems and Solutions

Searching for
access points

The badge cannot connect to an access point on the wireless
LAN used by the production server, possibly because:

• The badge is not within range of an access point.

If you configured the test badge in a remote area, make sure
you are within range of the wireless network, then remove
the battery from the badge and insert it again.

• The SSID setting of the badge is incorrect.

See Troubleshooting the Badge Property Settings on
page 135.

• The security settings of the badge are incorrect.

See Troubleshooting the Badge Property Settings on
page 135.

Requesting IP
address

The badge is connected to an access point, but it cannot
receive an IP address from a DHCP server, possibly because:

• The security settings of the badge are incorrect.

See Troubleshooting the Badge Property Settings on
page 135.

• The DHCP server is not active or cannot be reached from the
badge.

• The badge is associated with an access point that is not on
the production network.
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Badge Message Typical Problems and Solutions

Searching for
server

The badge is connected to an access point and has received an
IP address, but it cannot connect to the Vocera Server, possibly
because:

• The Vocera Server is not running.

Make sure the Vocera Server is running, then remove the
battery from the badge and insert it again.

• The subnet that the badges are on cannot reach the subnet
that the Vocera server is on. This situation can occur if you
have set up an isolated subnet for the badges.

Make sure the switch and router settings allow the badge
subnet access to the server subnet, then remove the battery
from the badge and insert it again.

• The IP address of the Vocera Server that you specified for the
badge is incorrect.

See Troubleshooting the Badge Property Settings on
page 135.

Troubleshooting the Badge Property Settings

Troubleshooting the badge property settings is an iterative process. If you did

not successfully configure a badge the first time, you can reset the factory

defaults and configure the badge again. You can repeat this process as many

times as necessary.

To troubleshoot badge properties:

1. Display the badge configuration menus.

See Displaying the Badge Configuration Menu on page 136.

2. Reset all the badge properties to the factory default settings.

See Restoring Factory Settings on page 142.

3. Launch the Badge Properties Editor again.

When you launch the Badge Properties Editor after the initial configuration,

it reloads your working settings from the badge.properties file. See

Using the Badge Properties Editor on page 113 for information about

launching the Badge Properties Editor.

4. Use the Badge Properties Editor to change the incorrect property values.
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Refer to the table in Troubleshooting the Initial Badge Configuration

on page 133 for hints about what property values are incorrect. Then

change the values as described in Using the Badge Properties Editor on

page 113.

5. Configure the badge by running the Badge Configuration Utility again.

See Configuring a Test Badge on page 99.

Using the Badge Configuration Menu

The badge configuration menu lets you access a set of diagnostic

and configuration tools that are built into the badge. These tools are

powerful—they are intended only for use when troubleshooting badge

configuration.

The following topics describe how to use the badge configuration menus:

• Displaying the Badge Configuration Menu on page 136

• Navigating in the Badge Configuration Menu on page 141

Displaying the Badge Configuration Menu

Do not confuse the badge configuration menu with the top-level badge menu:

• The configuration menu contains utilities for configuration and

troubleshooting, and it is only available before the badge fully boots.

• The top-level menu contains information and controls for end users, and it is

only available after the badge fully boots.

The procedures for displaying the configuration menu in the B1000A and

B2000 badges are similar, although the screens displayed by each are different.

The following sections illustrate the steps for each badge model:

• Displaying the B2000 Configuration Menu on page 136

• Displaying the B1000A Configuration Menu on page 139

Displaying the B2000 Configuration Menu

Because badge users should not have access to the badge utilities, make sure

that the configuration menus are hidden before distributing badges to users.

The Hide Boot Menus property determines whether the badge configuration

menus are hidden, or if they can be easily accessed through the Hold/DND

button. See Setting General Properties on page 115.
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To display B2000 menus when Hide Boot Menus is set to TRUE:

1. Remove the battery from the badge, then insert it again.

The screen displays the name vocera.

Figure 13. B2000 start-up screen

2. Press and hold the Hold/DND button (the triangular button on top of the

badge). When the countdown timer appears (after about 15 seconds),

release the button.

Figure 14. B2000 countdown timer

3. During the three-second countdown timer, use the following special

sequence of button presses to display the badge configuration menus:

DND Select Select Call Call Select Select Select Call

This sequence consists of clicking the Hold/DND button, the Select button

(the middle button on the side of the badge), and the Call button (the

big button on the front of the badge). See Navigating in the Badge

Configuration Menu on page 141 for an illustration showing the

button locations.

The screen of the badge displays the following top-level configuration menu

items:
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Figure 15. B2000 configuration menu items

To display B2000 menus when Hide Boot Menus is set to FALSE:

1. Remove the battery from the badge, then insert it again.

The screen displays the name vocera.

Figure 16. B2000 start-up screen

2. Press and hold the Hold/DND button (the triangular button on top of the

badge). When the countdown timer appears (after about 15 seconds),

release the button.

Figure 17. B2000 countdown timer
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3. During the three-second countdown timer, press and release the Hold/DND

button. See Navigating in the Badge Configuration Menu on

page 141 for an illustration showing the button locations.

The screen of the badge displays the following top-level configuration menu

items:

Figure 18. B2000 configuration menu items

Displaying the B1000A Configuration Menu

The B1000A menus can be hidden by the Hide Boot Menus property in the

same way that the B2000 menus can. See Setting General Properties on

page 115. The rest of this section shows you how to display the configuration

menus when Hide Boot Menus is set to either TRUE or FALSE.

To display B1000A menus when Hide Boot Menus is set to TRUE:

1. Remove the battery from the badge, then insert it again.

The screen displays the name vocera.

Figure 19. B1000A start-up screen

2. Within three seconds, use the following special sequence of button presses

to display the badge configuration menus:

DND Select Select Call Call Select Select Select Call
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This sequence consists of pressing the Hold/DND button (the triangular

button on top of the badge), the Select button (the middle button on

the side of the badge), and the Call button (the big button on the front

of the badge). See Navigating in the Badge Configuration Menu on

page 141 for an illustration showing the button locations.

The screen of the badge displays the following top-level configuration menu

items:

Figure 20. B1000A configuration menu items

To display B1000A menus when Hide Boot Menus is set to FALSE:

1. Remove the battery from the badge, then insert it again.

The screen displays the name vocera.

Figure 21. B1000A start-up screen

2. Within three seconds, press the Hold/DND button (the triangular button on

top of the badge). See Navigating in the Badge Configuration Menu on

page 141 for an illustration showing the button locations.

The screen of the badge displays the following top-level configuration menu

items:
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Figure 22. B1000A configuration menu items

Navigating in the Badge Configuration Menu

Because the screen of the badge is small, all the menu items are not visible at

the same time. You can scroll to display more menu items at the same level,

or you can select a menu item to view a nested set of items related to the

upper-level menu choice.

Use the following buttons to navigate in the badge menus:

• The Scroll Up button (the top button on the side of the badge)

Press this button to scroll up through menu items.

• The Scroll Down button (the bottom button on the side of the badge)

Press this button to scroll down through menu items.

• The Select button (the middle button on the side of the badge)

Press this button to select a menu item. Depending on the selection you

make, any of the following things can happen:

• A lower-level set of menu items appears.

• An action occurs (such as connecting to the vconfig utility).

• A value is set (such as TRUE or FALSE).

• The Call button (the big button on the front of the badge)

Press this button to navigate to an upper-level set of menu items. If you

are already in the top-level set of menus, pressing the Call button does not

navigate further.

The following illustration shows the location of the buttons on the badge:
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Figure 23. Badge buttons

Restoring Factory Settings

When you use the Badge Configuration Utility, you download property values

that specify how a badge connects to your network and the way it will behave

when it is connected. If one or more of these values are incorrect, you can

restore all the factory default settings and configure the badge again.

The following topics explain how to restore a badge’s factory default settings.

• About the InstallDone Property on page 142

• How to Restore Factory Settings on page 143

About the InstallDone Property

InstallDone is a hidden property that the Badge Configuration Utility uses. You

cannot set the value of the InstallDone property in the Badge Properties Editor.

By default, InstallDone is set to FALSE in a new badge that you receive from

the factory. The Badge Configuration Utility sets this property to TRUE when it

successfully downloads badge firmware and properties.
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If InstallDone is FALSE, a badge automatically looks for the configuration

computer (the IP address 10.0.0.1) when it powers up. If InstallDone is TRUE,

the badge boots normally and connects to the Vocera server. When you restore

factory settings, you also set InstallDone to FALSE, which lets you use the

Badge Configuration Utility a second time.

How to Restore Factory Settings

Before you can reuse the Badge Configuration Utility on a badge, you must

restore the badge’s factory default settings.

To restore the factory settings on the B2000:

1. Display the badge configuration menu.

Figure 24. B2000 configuration menu items

See Using the Badge Configuration Menu on page 136.

2. Scroll down and select the RESET DEFAULTS menu item.

The screen displays a confirmation menu.

Figure 25. B2000 RESET DEFAULTS confirmation menu

3. Select YES - RESET!
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Any existing badge property values are erased, and the factory default

values are restored. The badge reboots and tries to connect to the

configuration computer at the IP address 10.0.0.1.

Note:  If the Badge Configuration Utility is running, the badge

automatically downloads the current property values when it reboots. If

you are not ready to download properties, make sure you exit the Badge

Configuration Utility before resetting the badge defaults.

4. When you see the Vocera splash screen, remove the battery from the

badge.

To restore the factory settings on the B1000A:

1. Display the badge configuration menus.

See Using the Badge Configuration Menu on page 136.

2. Scroll down to display the RESET DFLTS menu item.

3. Select RESET DFLTS.

Any existing badge property values are erased, and the factory default

values are restored. The badge reboots and tries to connect to the

configuration computer at the IP address 10.0.0.1.

Note: If the Badge Configuration Utility is running, the badge automatically

downloads the current property values when it reboots. If you are not ready

to download properties, make sure you exit the Badge Configuration Utility

before choosing RESET DFLTS.

4. When you see the Vocera splash screen, remove the battery from the

badge.
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 Maintaining Properties and Firmware

You can use the production Vocera Server to change badge properties or

update firmware any time after the initial badge configuration, instead of using

the configuration computer. This is convenient because the Vocera Server can

update connected badges automatically, without requiring you to configure

them manually again.

For example, a service pack may contain firmware updates that you need

to implement, or you may need to change values in badge.properties to

accommodate your evolving network needs. In either of these cases, the Vocera

Server can download the necessary files to any connected badges and update

them.

Note:  Although the production Vocera Server can update your existing

badges, you should continue to maintain the configuration computer after

you complete the initial badge configuration. You will need the configuration

computer to configure any new badges that you receive.

When the Vocera Server downloads firmware or the badge.properties file, the

badge notifies the user by saying, “I am updating the software in your badge. It

may take a few minutes”. When the download finishes, the badge notifies the

user by saying, “Update complete.”

Users cannot place or receive calls while their badges are being updated. Any

badges that are off network at the time will automatically be updated as soon

as they boot and connect to the server.

Best Practice:  Copy the badge.properties file from the \vocera\config

directory on the configuration computer to the same directory on the

production Vocera Server after you complete the initial badge configuration.

You can use this file as a reference to see what property values the badges are

currently using. In addition, if you need to change badge properties later, the

Vocera Server uses this file to update the badges automatically.
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The rest of this chapter explains how to use the Vocera Server to maintain

badges. See Configuring New Badges on page 99 for information about

setting badge properties for the first time.

About Property and Firmware Maintenance

The Vocera Server maintains a copy of the most recent badge firmware in its

own directory structure in the following locations:

• For the B2000 badge, in the \vocera\config\gen2\badge directory tree.

• For the B1000A badge, in the \vocera\config\fci directory.

The Vocera Server can update badge properties and firmware at either of the

following times:

• Immediately after a badge boots.

When a badge boots, it connects to the Vocera Server. The server compares

the badge firmware and properties with its own copies as described in

Updating Properties and Firmware on page 146.

• Immediately after the server starts.

You need to stop the server to install any upgrades or service packs that

may contain new firmware. When you restart the server, it compares the

badge firmware and properties with its own copies as described in Updating

Properties and Firmware on page 146.

The server downloads firmware even if a badge has a more recent version of

the firmware than the server. If you receive a firmware upgrade from Vocera,

install it on the Vocera server as described in the firmware service pack.

Updating Properties and Firmware

Each time the Vocera Server starts, it reads badge.properties into memory.

If property values on the badge don’t match the in-memory values, the server

automatically updates the badges with the values from badge.properties.

Important:  If you edit the badge.properties on the Vocera Server, its values

are not read into memory again until you restart the server. At that time, the

server automatically downloads the new properties to badges that connect to

it.

To update properties and firmware:

1. Use the Badge Properties Editor to update the badge.properties file in the

\vocera\config directory on the computer running the Vocera Server.
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See Using the Badge Properties Editor on page 113.

2. Use the Vocera Control Panel to restart the server, as described in Using the

Vocera Control Panel on page 315.

The Vocera Server does the following:

• Creates the filelist file, hashes it, and creates the

badge.properties.server file.

See The Badge Configuration Utility and the B2000 on page 127.

• Reads badge.properties into memory, hashes it, and appends the hash

value as a virtual property in the version of badge.properties it has in

memory.

See The Badge Configuration Utility and the B1000A on page 130.

3. As badges connect to the server, the following events occur:

• If the badge is a B2000, it downloads filelist and checks the values in

that file, synchronizing itself with the Vocera Server if necessary.

See The Badge Configuration Utility and the B2000 on page 127.

• If the badge is a B1000A, the server makes sure the badge's firmware

and properties are the same as its own. The badge downloads any

firmware and properties that it needs to synchronize itself with the server.

See The Badge Configuration Utility and the B1000A on page 130.

If a badge is offline, these events occur as soon as the badge boots and

connects to the server.
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 Badge Property Reference

This section contains an alphabetical list of the most common badge properties.

These property names appear in the badge.properties file and when you

connect to a badge with the Vconfig utility. The list contains cross-references to

the fields and pages you can use to set these properties in the Badge Properties

Editor (BPE).

Important:  Badges have many properties that are for internal use only. Be

careful using Vconfig. Setting the wrong value or the wrong property can

cause unrecoverable damage to a badge. Use the Badge Properties Editor to set

property values unless you are working with Vocera Technical Support. Do not

use Vconfig to set any properties other than the ones listed in this chapter.

For more information about the Vconfig utility, view its help system by

navigating to \vocera\config\help\vconfig\index.htm in your browser.
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List of Badge Properties

Table 21. Badge properties

Property Name Default Value Description

• B1000A:

AuthenticationType

• B2000:

B2.AuthenticationType

Open Specifies the type of authentication required by your
wireless network:

• Open specifies that your wireless network does
not require authentication.

• LEAP specifies that your wireless network
implements the Cisco LEAP protocol for
authentication.

• WPA-PEAP specifies that your wireless
network uses the WiFi Protected Access
Protected Extensible Authentication Protocol for
authentication.

• WPA-PSK specifies that your wireless network
uses the WiFi Protected Access Pre-Shared Key
protocol for authentication.

• EAP-FAST specifies that your wireless network
uses Extensible Authentication Protocol-Flexible
Authentication via Secure Tunneling for
authentication.

Use the Authentication field on the Security tab of
the Badge Properties Editor to set this value.

• B1000A:

BadgeIPAddr

• B2000:

B2.BadgeIPAddr

Blank Specifies a static IP address for the badge using
standard dotted notation (such as 192.168.3.7).
Leave this value blank if a DHCP server is assigning IP
addresses.

If you are setting up badges for a production Vocera
environment, allow a DHCP server to assign IP
addresses to the badges. Static IP addresses are
feasible only for small evaluation systems.

• B1000A:

BroadcastUsesIGMP

• B2000:

B2.BroadcastUsesIGMP

FALSE

 

TRUE

Vocera broadcast is implemented as IP Multicast. If
broadcast commands need to cross a subnet, IGMP
must be supported in the switch or router, and this
property must be set to TRUE.
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Property Name Default Value Description

• B1000A:

Not available

• B2000:

B2.ChannelsToScan

Blank Allows the B2000 badge to scan up to four arbitrary
channels when the signal quality drops. By default,
the B2000 badge scans only channels 1, 6, and
11 unless the this property is set. To set this
property, enter the specific channel numbers in a
comma-separated list.

For optimal performance of the badge and other
wireless clients, Vocera recommneds that the access
points on your network are set only to the three
non-overlapping channels of 1, 6, and 11.

For the B2000 badge, use the Channels to scan
field on the Advanced tab of the Badge Properties
Editor to set this value.

• B1000A:

ClosedMenus

• B2000:

B2.ClosedMenus

FALSE Specifies whether the badge configuration menus
are hidden, or if they can be easily accessed through
the DND button:

• FALSE specifies that you can access the
configuration menus by pressing the DND button
within three seconds of powering up the B1000A
badge or within three seconds of the B2000
badge displaying the boot countdown timer.

• TRUE specifies that you must use the special
sequence of button presses to display the
configuration menus.

Set this value to TRUE to prevent users from
displaying the configuration menus and
inadvertently causing configuration problems in a
badge.

Use the Hide Boot Menus field on the General tab
of the Badge Properties Editor to set this value.

• B1000A:

Not available

• B2000:

B2.ConfigStaticIP

FALSE Specifies whether your badge has a static IP address,
or whether it receives its address from a DHCP
server.

If a DHCP server is assigning IP addresses, leave this
field blank. This value is necessary only if you are
using static IP addresses.

This property is not available for the B1000A badge.
For the B100A, a static IP address is specified only by
setting the value of BadgeIPAddr.
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Property Name Default Value Description

• B1000A:

DNS1IPAddr

• B2000:

B2.DNS1IPAddr

Blank Specifies the IP address of the DNS server that your
site uses to resolve DNS queries, in standard dotted
notation.

If a DHCP server is assigning IP addresses, leave
this field blank. This value is necessary only if
you are using static IP addresses and the value of
ServerIPAddr is specified as a DNS style name.

Use the Preferred DNS field on the TCP/IP tab of
the Badge Properties Editor to set this value.

• B1000A:

DNS2IPAddr

• B2000:

Not available

Blank Specifies the IP address of the secondary DNS server
that is used if the primary server is not available, in
standard dotted notation.

If a DHCP server is assigning IP addresses, leave
this field blank. This value is necessary only if
you are using static IP addresses and the value of
ServerIPAddr is specified as a DNS style name.

Use the Alternate DNS field on the TCP/IP tab of
the Badge Properties Editor to set this value.

• B1000A:

Not available

• B2000:

B2.Enable80211d

FALSE Specifies whether the badge will take advantage of
the region-based channel selection capabilities of
802.11d.

• FALSE specifies that region-based channel
selection is disabled.

• TRUE specifies that region-based channel
selection is enabled.

In order to take advantage of this standard, your
access points must also support it.

• B1000A:

Not available

• B2000:

B2.EnableAPSD

FALSE Specifies whether the badge will take advantage
of the Automatic Power Save Delivery Subset of
802.11e. APSD improves power management and
potentially increases the talk time of 802.11 clients.

• FALSE specifies that APSD is disabled.

• TRUE specifies that APSD is enabled.

In order to take advantage of this standard, your
access points must also support it.
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Property Name Default Value Description

• B1000A:

Not available

• B2000:

B2.EnableCCKM

FALSE Specifies whether Cisco Certified Key Management
is enabled for Vocera devices.

CCKM is a form of fast roaming supported on
Cisco access points and on various routers. Using
CCKM, Vocera devices can roam from one access
point to another without any noticeable delay
during reassociation. After a Vocera device is initially
authenticated by the RADIUS authentication server,
each access point on your network acts as a wireless
domain service (WDS) and caches security credentials
for CCKM-enabled client devices. When a Vocera
device roams to a new access point, the WDS cache
reduces the time it needs to reassociate.

• FALSE specifies that CCKM is disabled.

• TRUE specifies that CCKM is enabled.

In order to take advantage of this feature, your
access points must also support it, and you must use
either LEAP, WPA-PEAP, or EAP-FAST authentication.

• B1000A:

EnablePrismSleep

• B2000:

B2.EnablePowerSave

TRUE Specifies whether the badge will use 802.11
power-saving mode. Power saving mode improves
the standby time of 802.11 clients.

• FALSE specifies that power saving is disabled.

• TRUE specifies that power saving is enabled.

• B1000A:

Not available

• B2000:

B2.EnableWMM

FALSE Specifies whether the badge will take advantage
of the WiFi Multimedia subset of 802.11e. WMM
provides standards-based QoS to prioritize voice over
data traffic and ensure high level voice quality. The
B2000 badge allows you to use WMM to prioritize
packets.

• FALSE specifies that WMM is disabled.

• TRUE specifies that WMM is enabled.

In order to take advantage of this standard, your
access points must also support it.
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Property Name Default Value Description

• B1000A:

EncryptionType

• B2000:

B2.EncryptionType

None Specifies the type of data encryption your wireless
network requires.

• None specifies your wireless network does not
require encryption.

• WEP64 specifies your network uses 64-bit
(sometimes called 40-bit) WEP keys.

• WEP128 specifies your network uses 128-bit
(sometimes called 104-bit) WEP keys.

• TKIP-Cisco specifies your network uses Cisco’s
proprietary TKIP encryption technique.

• TKIP-WPA specifies your network uses TKIP as
defined by WPA.

• AES-CCMP specifies your network uses
AES-CCMP as defined by WPA2.

Use the Encryption field on the Security tab of the
Badge Properties Editor to set this value.

• B1000A:

GatewayIPAddr

• B2000:

B2.GatewayIPAddr

Blank Specifies the address of your gateway, if your LAN
uses one, in standard dotted notation.

If a DHCP server is assigning IP addresses, leave
this field blank. This value is necessary only if you
are using static IP addresses and the Vocera Server
resides on a different subnet than the badge, or the
badge will cross subnets.

Use the Default Gateway field on the TCP/IP tab of
the Badge Properties Editor to set this value.

• B1000A:

InstallDone

• B2000:

B2.InstallDone

FALSE Specifies whether the Badge Configuration Utility
has performed the initial configuration for a badge:

• If this property is TRUE, the badge boots the
normal Vocera application when it powers up.

• If this property is FALSE, the badge attempts
to connect to a machine at IP address 10.0.0.1
running the Badge Configuration Utility when it
powers up. If successful, the badge downloads
properties and firmware from the Badge
Configuration Utility.
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Property Name Default Value Description

• B1000A:

Not available

• B2000:

B2.ListenInterval

5 An access point broadcasts a management frame
called a beacon at a fixed interval (required to be
set to 100 ms by Vocera). The B2.ListenInterval
property specifies the frequency with which badges
"wake up" and listens for a beacon. When the
beacon interval is 100 ms and B2.ListenInterval is
5, the default listen interval is 500 ms.

The B1000A badge uses PrismSleepTime property,
set to 500 ms by default, to control the same
behavior.

• B1000A:

Password

• B2000:

B2.Password

Blank If AuthenticationType is set to LEAP, WPA-PEAP,
or EAP-FAST, specifies the password the badge
supplies for authentication.

Use the Password field on the Security tab of the
Badge Properties Editor to set this value.

• B1000A:

PreSharedKey

• B2000:

B2.PreSharedKey

Blank If AuthenticationType is set to WPA-PSK,
specifies the pre-shared key the badge supplies for
authentication. Use the PreShared Key field on the
Security tab of the Badge Properties Editor to set this
value.

• B1000A:

RoamingPolicy

• B2000:

B2.RoamingPolicy

2 Specifies how quickly a badge searches for another
access point when signal quality drops. Higher
values cause a badge to search sooner, and may
correct problems with choppy audio. However, a
badge cannot send or receive audio packets while
searching for an access point, so communication
may be interrupted. Lower values allow a badge
to tolerate lower signal quality before searching.
The optimal threshold value varies from one 802.11
network to another, depending on how the network
is configured.

Use the Roaming Policy field on the Advanced tab
of the Badge Properties Editor to set this value.
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Property Name Default Value Description

• B1000A:

ScanDefaultChannels

• B2000:

B2.ScanDefaultChannels

FALSE Allows you to optimize roaming for the B1000A
badge by scanning channels 1, 6, and 11 before
scanning other channels when the signal drops.

• When this property is TRUE, the B1000A first
scans channels 1, 6, and 11 when signal quality
drops. If the badge is unable to connect on one of
these channels, it then scans all available channels.

For optimal performance of the badge and other
wireless clients, Vocera recommneds that the
access points on your network are set only to
the three non-overlapping channels of 1, 6, and
11. If your network uses only channels 1, 6, and
11, setting this property to TRUE results in faster
scans.

• When this property is FALSE, the B1000A scans all
available channels when signal quality drops.

For the B2000 badge, this property is ignored. By
default, the B2000 badge scans only channels 1, 6,
and 11 unless the B2.ChannelsToScan property is
set.

For the B1000A badge, use the Scan Default
Channels field on the Advanced tab of the Badge
Properties Editor to set this value.

• B1000A:

ServerIPAddr

• B2000:

B2.ServerIPAddr

Blank Specifies the IP address of the machine which is
running the Vocera server. Use dotted notation
(such as 192.168.3.7) to specify this value. For a
Vocera Server cluster, enter multiple IP addresses and
separate them with commas. You must specify a
value for this property.

Use the Vocera Server IP Address field on the
General tab of the Badge Properties Editor to set this
value.
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Property Name Default Value Description

• B1000A:

ShortPreamble

• B2000:

Not available

FALSE In the B1000A badge, specifies whether you want
badges to transmit with a short or long preamble.

The 802.11 specification provides for both short and
long preamble settings for frames. Short preambles
use slightly less bandwidth; however, some access
points do not support short preambles.

Set this value as follows:

• Set this property to FALSE, the default, if you
want the Vocera badge to use a long preamble.

• Set this property to TRUE only if you must
optimize bandwidth, and if you are certain that
your access points support this feature.

Use the Short Preamble field on the Advanced tab
of the Badge Properties Editor to set this value.

By default, the B2000 badge transmits with a short
preamble, and this value is no longer configurable.

• B1000A:

SSID

• B2000:

B2.SSID

vocera Specifies the SSID of the wireless network or subnet
the Vocera badges will use. This value is case
sensitive. You must specify a value for this property.

Use the SSID field on the General tab of the Badge
Properties Editor to set this value.

• B1000A:

SubnetMask

• B2000:

B2.SubnetMask

Blank Specifies a subnet mask that indicates which bits
in the IP address correspond to the subnet, using
standard dotted notation (such as 255.255.255.0).
You must specify this property if you are using static
IP addresses. Leave this value blank if a DHCP server
is assigning IP addresses.

Use the Subnet Mask field on the TCP/IP tab of the
Badge Properties Editor to set this value.
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Property Name Default Value Description

• B1000A:

SubnetRoaming

• B2000:

B2.SubnetRoaming

FALSE

 

TRUE

Specifies whether users can roam across subnet
boundaries while using badges.

If subnet roaming is enabled, a badge automatically
obtains a new IP address as a badge user makes the
transition to an access point on a different subnet.
If you enable subnet roaming, you must use a DHCP
server to supply your IP addresses.

Set this property to TRUE only if the access points on
your wireless LAN are divided into multiple subnets,
and if you want to allow users to roam across subnet
boundaries.

If all the access points on your wireless LAN are
within a single subnet, set this property to FALSE
to minimize DHCP traffic and reduce the chance of
a momentary loss of audio when roaming between
access points.

The subnet where the Vocera server is located is not
relevant to this property.

Use the Subnet Roaming field on the Advanced tab
of the Badge Properties Editor to set this value.

• B1000A:

UserName

• B2000:

B2.UserName

Blank If AuthenticationType is set to LEAP, WPA-PEAP,
or EAP-FAST, specifies the user name the badge
supplies for authentication.

Use the User Name field on the Security tab of the
Badge Properties Editor to set this value.

• B1000A:

WEPKey1

• B2000:

B2.WEPKey1

Blank Specifies a WEP key the badge can use to transmit
or receive data, if EncryptionType is set to WEP64 or
WEP128. Enter the value in the following format:

• If EncryptionType is set to WEP64, specify a key
with 10 hexadecimal digits.

• If EncryptionType is set to WEP128, specify a key
with 26 hexadecimal digits.

If either the access points or the badges are using
the first WEP key to transmit data, the value you
specify here must match the first WEP key in the
access point.

Use the WEP Key 1 field on the Security tab of the
Badge Properties Editor to set this value.



List of Badge Properties 

Badge Property Reference ··· 159

Property Name Default Value Description

• B1000A:

WEPKey2

• B2000:

B2.WEPKey2

Blank Specifies a WEP key the badge can use to transmit
or receive data, if EncryptionType is set to WEP64 or
WEP128. Enter the value in the following format:

• If EncryptionType is set to WEP64, specify a key
with 10 hexadecimal digits.

• If EncryptionType is set to WEP128, specify a key
with 26 hexadecimal digits.

If either the access points or the badges are using
the second WEP key to transmit data, the value you
specify here must match the second WEP key in the
access point.

Use the WEP Key 2  field on the Security tab of the
Badge Properties Editor to set this value.

• B1000A:

WEPKey3

• B2000:

B2.WEPKey3

Blank Specifies a WEP key the badge can use to transmit
or receive data, if EncryptionType is set to WEP64 or
WEP128. Enter the value in the following format:

• If EncryptionType is set to WEP64, specify a key
with 10 hexadecimal digits.

• If EncryptionType is set to WEP128, specify a key
with 26 hexadecimal digits.

If either the access points or the badges are using
the third WEP key to transmit data, the value you
specify here must match the third WEP key in the
access point.

Use the WEP Key 3 field on the Security tab of the
Badge Properties Editor to set this value.

• B1000A:

WEPKey4

• B2000:

B2.WEPKey4

Blank Specifies a WEP key the badge can use to transmit
or receive data, if EncryptionType is set to WEP64 or
WEP128. Enter the value in the following format:

• If EncryptionType is set to WEP64, specify a key
with 10 hexadecimal digits.

• If EncryptionType is set to WEP128, specify a key
with 26 hexadecimal digits.

If either the access points or the badges are using
the fourth WEP key to transmit data, the value you
specify here must match the fourth WEP key in the
access point.

Use the WEP Key 4 field on the Security tab of the
Badge Properties Editor to set this value.



 List of Badge Properties

160 ··· Vocera Configuration Guide

Property Name Default Value Description

• B1000A:

WEPKeySlot

• B2000:

B2.WEPKeySlot

Blank If Encryption is set to WEP64 or WEP128, specifies
which of the four WEP keys the badge uses to
transmit data. Valid values are 1-4.

Click a radio button next to a WEP Key field on the
Security tab of the Badge Properties Editor to set this
value.
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 Telephony

The following topics describe how to configure Vocera telephony and integrate

it with your Vocera server:

• Telephony Integration Overview on page 163

Describes the features provided by telephony integration, explains how the

telephony components communicate with each other, and summarizes the

installation procedure. It also provides checklists for telephony installation,

including site requirements, equipment, and configuring the PBX.

• Installing the Telephony Software on page 177

Explains how to install or upgrade the Vocera Telephony Server software.

• Installing the Telephony Hardware on page 183

Explains how to install boards and cables in the Telephony server computer.

• Configuring Vocera Telephony on page 189

Explains how to use the Administration Console to enter information the

system needs to handle various kinds of calls. It also describes how to use the

Telephony Control Panel to control the Telephony server.

• Troubleshooting Telephony on page 215

Describes problems that can arise in a telephony integration and shows you

how to troubleshoot them.

• Working with Pagers on page 221

If your site has the telephony integration option, badge users can issue voice

commands to send numeric pages to anyone with a pager.
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 Telephony Integration Overview

The following topics present concepts to understand and tasks to perform

before you install and configure Vocera Telephony hardware and software.

• About Vocera Telephony on page 163 describes the major components,

features, and benefits of a Vocera telephony integration.

• Hardware for the Analog Integration on page 167 describes the boards

and cables required for an analog telephony integration.

• Hardware for the Digital Integration on page 169 describes the boards

and cables required for a digital telephony integration.

• Steps for Telephony Integration on page 171 summarizes the

installation and configuration process.

• Advance Preparation for Telephony on page 171 outlines tasks to

perform for a smooth telephony integration.

About Vocera Telephony

The Vocera telephony integration includes the following major components:

• The Vocera Telephony Server, the software supporting the telephony

integration. You can install the Telephony server on either the same computer

as the Vocera server, or on a different computer.

• One or more Intel® Dialogic® Boards, the hardware supporting the

telephony integration. You install these boards in the computer running the

Vocera Telephony Server. The drivers for these boards are installed when you

install the Telephony server.

• The company PBX (or switch, or other telephone system). The PBX provides

a group of lines that connect to the public telephone network. You connect

the Dialogic boards to the PBX through specially-prepared cables that patch

to analog or digital station ports on the PBX.

The following figure shows the configuration when the Telephony server and

the Vocera server are installed on the same computer:
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Figure 26. Vocera servers installed on one computer

You can also install the Telephony server and the Vocera server on different

computers. Because you must physically connect the Dialogic boards in the

Telephony server computer to the PBX, it is often most convenient to place the

Telephony server computer in the PBX room and to place the Vocera server

computer in a network closet or a similar location for an analog integration.

Figure 27. Vocera servers installed on separate computers

Outgoing Calls

When the Vocera server receives an outgoing call request, it passes the dialing

sequence to the Telephony server, which performs the call setup. The Dialogic

card connects to the PBX or other telephone system and dials the outgoing call.

Once a call is established, badges participating in the call communicate directly

with the Telephony server without going through the Vocera server.
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Incoming Calls

The Dialogic cards answer incoming calls under the control of the Telephony

server, which routes the calls to the Vocera server. On the Vocera server, the

Genie prompts the caller for the name of a user or group. The Vocera Server

then attempts to route the call to the appropriate badge:

• If the badge user is available, the badge communicates with the telephone

through the Telephony server, without going through the Vocera server.

• If the badge user is not available, the Vocera server checks the forwarding

option for the user or group and processes the call accordingly.

If a call cannot be forwarded, the Genie invites the caller to leave a message.

The Vocera Telephony Solution Software provides seamless calling between

Vocera badges and telephones, expanding the reach of the Vocera system to

people outside the wireless network. When you integrate the Vocera server

with the corporate telephone system:

• Telephone callers outside the Vocera system can place calls to users' badges.

The Vocera Genie answers calls and prompts the callers to speak the name

of the person or group they want to reach. If no one answers, the caller can

leave a message or try someone else.

• Users can call telephones from their badges.

Voice commands let users call internal extensions, local phone numbers, and

long-distance numbers. You control which groups of users have permissions

to make each type of call in the Administration Console.

• Users can forward incoming badge calls to an extension, an outside

telephone number, or a voicemail box.

Callers can reach badge users who are at home, traveling, or telecommuting.

Voice commands let users specify where and when to forward calls. See the

Vocera User Guide for a description of voice commands for forwarding.

• Unanswered calls to a group can be forwarded to a telephone.

The system administrator or a group manager can configure groups to

make Vocera forward their calls to special numbers, such as the switchboard

operator or the telephone number of an individual group member.

For example, if all members of the “Tech Support” group are busy or

off-network, Vocera can forward a call to the cell phone or contact number

of the group member who is “on call.”

• Users can place phone calls through their badges by speaking the names of

people or places, instead of their phone numbers.
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The address book lets you define the names and contact phone numbers

for people and places who are not in the Vocera system. These names are

then available to all users on the system. For example, outside assistance

is immediately available to a badge user who says, “Call Poison Control”.

Individual users can also set up personal outside buddies, and place phone

calls to them by name.

• Users can transfer calls from their badges to telephone extensions.

Users who receive calls on their badges can optionally transfer them to

telephone extensions with a simple voice command. For example, if more

privacy is required, users can transfer a call to a telephone extension in a

more private location.

• Users can send and receive pages.

Users can send pages to other badge users. Users with the proper

permissions can use voice commands to control whether they want to receive

pages at any time.

Vocera Telephony Server Startup

The first time you start the Vocera Telephony Server, it connects to the Vocera

Server and downloads configuration information. The Vocera Telephony Server

uses this information to initialize and start the Dialogic software, which takes

several minutes. It then creates the \vocera\dialogic\configuration.txt file to

cache this information.

The Vocera Telephony Server can lose its connection to the Vocera Server for

a number of reasons. For example, when a failover occurs, the Vocera Server

restarts and the Vocera Telephony Server connects to a new Vocera Server. The

Vocera Telephony Server will also lose its connection during a Vocera Server

backup, restore, or other planned outage that causes it to stop and restart.

When the Vocera Telephony Server loses its connection to the Vocera Server,

it resets its channels and attempts to connect to the same Vocera Server or

another one in its cluster list. After establishing a connection to a Vocera Server,

the Vocera Telephony Server downloads configuration information from it and

compares it to the information in configuration.txt.

If the configuration has not changed, the Vocera Telephony Server is ready

and can begin processing calls with the Vocera Server immediately. If the

configuration has changed, the Vocera Telephony Server must reinitialize the

Dialogic software and restart it, as it does during the initial configuration.
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Hardware for the Analog Integration

The hardware you need to integrate Vocera with your PBX differs according to

whether you perform an analog or a digital integration. This section describes

the hardware you need to perform an analog integration.

Analog Telephony Boards

You can use only the following telephony boards to perform an analog

integration of your PBX and Vocera:

• Intel® Dialogic® D/120JCT-LSU 12-port board.

• Intel® Dialogic®D/41JCT-LS 4-port board.

• Intel® Dialogic® D/120JCT-LSU-EU2 12-port analog Euro board.

• Intel® Dialogic® D/41JCT-LS-EURO 4-port analog Euro board.

The telephony board and the Telephony server computer must be compatible:

• Most new boards have a universal dual-keyed connector that fits into slots

in new servers. Older boards may have a single-keyed connector that is not

compatible with new slots, because the key is at the wrong end of the board.

• All boards are 12.3 inches long (without the edge retainer), 3.87 inches high

(without the edge connector), and .79 inches wide (single-slot width). They

require full-length and full-height PCI or PCI-X slots. They are not compatible

with smaller form factors.

Analog Telephony Cables

This section describes the cables required to use all 12 ports of an Intel

Dialogic D/120JCT-LSU analog telephony board. A four-port board requires

proportionally fewer cables.

Each Dialogic card provides six RJ11 jacks with RJ-14 pin-outs. Because each

jack provides two station lines, each Dialogic card can support a total of 12

station lines.

To connect the Dialogic card to the PBX, you need to do either of the following:

• Procure line splitters and telephone cables.

Procure six line splitters and 12 telephone cables for each Dialogic card (fewer

if you are not using every line on the card)

• Manually prepare CAT 5 cables with crimped ends.

Procure three CAT 5 cables and 18 RJ11 jacks for each Dialogic card (fewer if

you are not using every line on the card)

If you use line splitters, they need to do the following:
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• Split a two-line RJ11 jack (with an RJ-14 pin-out) into two separate one-line

RJ11 jacks (with RJ11 pin-outs).

• Provide a short “pig-tail” so multiple splitters can fit next to each other in the

Dialogic card.

For example, you can use the Omnicron Electronics MTJ-S2 splitter, or

any comparable RJ11 line one/line two splitter, as shown in the following

illustration:

Figure 28. Omnicron Electronics MTJ-S2 splitter

If you manually prepare the cables, you can find the exact RJ-14 pin-out

configuration in the Dialogic documentation that comes with the card. You

need to provide two jacks on the Dialogic end of the CAT 5 cable, and four

jacks on the PBX end of the cable.

The following illustration summarizes the pin configuration of the jacks. You

need to use the inner pair of wires in each jack for the first line and the outer

pair of wires in each jack for the second line.
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Figure 29. Analog pin configuration of RJ11 jacks

On the PBX side, you may connect your cables directly to the analog station

card or to an RJ11 patch panel that is connected to the analog station card.

Hardware for the Digital Integration

The hardware you need to integrate Vocera with your PBX differs according to

whether you perform an analog or a digital integration. This section describes

the hardware you need to perform a digital integration.

Digital Telephony Boards

You can use only the following telephony boards to perform a digital

integration of your PBX and Vocera:

• Intel® Dialogic® D/240JCT-T1 board

• Intel® Dialogic® D/480JCT-2T1 board.

• Intel® Dialogic® D/480JCT-1T1 board.

• Intel® Dialogic® D/600JCT-1E1 board.

Use the following table to determine which telephony board to procure for your

system:
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Table 22. Selecting a telephony board

If your PBX protocol is: And you
want up
to this
many DS0
channels:

Procure this telephony
board:

Wink Start 24 D/240JCT-T1

Wink Start 48 D/480JCT-2T1

ISDN-PRI 23 D/480JCT-1T1

ISDN-PRI 30 D/600JCT-1E1

The telephony board and the Telephony server computer must be compatible:

• Most new boards have a universal dual-keyed connector that fits into slots

in new servers. Older boards may have a single-keyed connector that is not

compatible with new slots, because the key is at the wrong end of the board.

• All boards are 12.3 inches long (without the edge retainer), 3.87 inches high

(without the edge connector), and .79 inches wide (single-slot width). They

require full-length and full-height PCI or PCI-X slots. They are not compatible

with smaller form factors.

Digital Telephony Cables

Connect the T1 board in the PBX to the Dialogic card in the Telephony server.

The cable must have an RJ48C plug on the Dialogic end. Looking into the

connector, the pin configuration of the RJ48C plug is as follows:

• Pins 1 and 2: Receive from PBX

• Pins 4 and 5: Transmit to PBX

• Other pins: Unused

Figure 30. RJ48C plug
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At the PBX end, the type of connector and cabling requirements for individual

switches may vary. Work with the IT manager responsible for the telephone

system to procure the specific type of cable the PBX requires.

Steps for Telephony Integration

Following is a summary of the steps for telephony integration:

1. Complete the advance preparation checklists.

Procure boards, connectors, and cables; then configure the PBX. You cannot

continue with the integration until you have completed these tasks. See

Advance Preparation for Telephony on page 171.

2. Install the Vocera server.

See Running the Vocera Installation Program on page 43.

3. Install the Vocera Telephony Solution Software.

See Installing the Telephony Software on page 177.

4. Install the Dialogic boards.

See Installing the Dialogic Boards on page 183.

5. Connect the PBX to the Dialogic boards.

See Connecting Telephony Cables on page 185.

6. Use the Administration Console to configure the Vocera server to support

the telephony integration.

See Configuring Vocera Telephony on page 189.

7. Test the installation.

See Completing the Telephony Installation on page 186.

Advance Preparation for Telephony

Preparation is the key to a successful telephony integration. This preparation

includes the following tasks:

• Investigating the Installation Site on page 172

• Procuring Equipment on page 172

• Configuring the PBX on page 173

Complete the tasks described in this chapter before beginning the integration.

Note: You typically need to work with the IT or PBX administrator responsible

for the installation site.
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Investigating the Installation Site

Because the Telephony server needs to be in proximity to the PBX for an analog

integration, you need to understand the physical layout of the installation site

before you begin. Complete the following tasks to understand the installation

site requirements for an analog integration:

1. Find out if the computer hosting the Vocera server will be located in

proximity to the PBX.

The IT administrator may want to place the Vocera server computer in

a network closet or another location that is not physically close to the

PBX. In this situation, you need to host the Telephony server on a separate

computer, because the Dialogic cards must physically connect to the PBX.

Ideally, an RJ11 patch panel should be set up next to the computer.

2. Make sure a network drop is available in the PBX room, because the

Telephony server computer requires an IP connection to the LAN.

Procuring Equipment

Complete the following tasks to make sure you have the equipment necessary

for the integration:

1. If you are not going to install the Telephony server on the same computer

as the Vocera server, procure a computer for the Telephony server. See

Investigating the Installation Site on page 172.

2. Consult with the IT administrator to make sure that the desired number and

type (either analog or digital) of station ports are available on the PBX.

If the ports are not available, you will probably need to procure a new

PBX-specific card and install it in the PBX.

3. Procure the required number of Dialogic boards, described in Analog

Telephony Boards on page 167and Digital Telephony Boards on

page 169.

If possible, try to have a back-up board available. Telephony boards are

complex, and they are sometimes defective. In some situations, only certain

ports may be bad.

4. Prepare or procure the cables and adapters that you need to connect the

Dialogic cards and the PBX. See Analog Telephony Cables on page 167

and Digital Telephony Cables on page 170.
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Configuring the PBX

Before installing any hardware or software, you need to configure the PBX to

support the Vocera system. If you are performing an analog integration, you

should also test the PBX configuration. Testing the PBX configuration before

integrating Vocera helps to isolate problems that may arise later.

The configuration tasks differ according to whether you are performing an

analog or a digital integration, as described in the following topics:

• Configuring the PBX for an Analog Integration on page 173

• Configuring the PBX for a Digital Integration on page 174

After completing the tasks in this section, you can continue with the next

step in the telephony integration, as described in Hardware for the Analog

Integration on page 167.

Configuring the PBX for an Analog Integration

In analog telephony, a hunt group is a cluster of lines that have individual

extensions. The hunt group number is a separate extension you assign to the

cluster. People can then call the hunt group number and have their call routed

to an individual extension.

To configure the PBX for an analog integration:

1. Work with the IT or PBX administrator to configure the PBX to provide a

hunt group with an extension for each line in your telephony license. Callers

can dial the hunt group number to connect to any user with a Vocera

badge.

Configure the hunt group to use the “first available line” search method.

The hunt group should roll over from one line to another in a sequential

fashion when lines are busy, always starting with the first line in the group.

Record the list of extensions in the group for customer reference and

troubleshooting.

2. Set up a DID (Direct Inward Dialing) number for the first extension in the

hunt group.

3. Configure each extension in the hunt group to drop loop current to notify

the Telephony server when a disconnect at the remote end occurs.
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Important: Unless you configure each extension to drop loop current upon

remote hang-up, the Dialogic card will not know that the party on the

far end has ended the call, and erratic behavior will result. The method

of configuring loop current drop is PBX vendor-specific. If the PBX at the

installation site does not support loop current drop, see Creating a Tone

Set File on page 215.

4. Prior to connecting to the Dialogic card, use a telephone to test each station

port in the PBX. Check both incoming and outgoing calls, and make sure

the hunt group works properly.

Configuring the PBX for a Digital Integration

You must configure the software for your PBX to allow its T1 card to

communicate with the Telephony server. When you perform this task, provide

a Direct Inward Dialing (DID) number to allow individuals to call into the Vocera

system. This DID number provides functionality that is similar to an analog hunt

group.

The lines within the T1 trunk used by Vocera do not have individual extensions,

as they do in an analog integration. In a digital integration, you assign an access

code to the trunk itself, and the PBX uses that code to access the first available

channel in the trunk. Depending on the switch, this configuration may be called

a trunk steering code, a coordinated dialing plan, a uniform dialing plan, or a

phantom extension.

The specific steps necessary for configuring your PBX vary with the type

of switch in use at your site. This section provides an overview of the PBX

configuration necessary for a digital integration.

To configure the PBX for a digital integration:

1. Work with the PBX administrator to install a T1 card in the PBX and to

configure it with the switch software.

2. Work with the PBX administrator to assign a Vocera access code to the

trunk, and to associate a DID (Direct Inward Dialing number for the Vocera

trunk.

3. Configure the T1 card in the PBX so it provides the master clock for the

Dialogic board.

A 1.544 Mhz clock synchronizes the PBX and the Dialogic card. The T1 card

in the PBX must be the master clock source.
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Unless you have T1 digital test equipment, you cannot test the PBX setup until

you install the Dialogic board and connect it to the T1 board in the PBX. See

Connecting Cables for a Digital Integration on page 186.
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 Installing the Telephony Software

Complete the following tasks before you run the Telephony installation

program:

• Make sure that the Telephony server computer meets the minimum hardware

and software requirements listed in System Requirements on page 33.

• Complete the tasks outlined in Advance Preparation for Telephony on

page 171.

• If your Vocera deployment supports multiple sites, and you are setting

up separate Telephony servers for one or more of those sites, use the

Administration Console to configure the sites before installing the Telephony

servers. See the sections Working with Sites on page 303 and

Telephony in a Multi-Site Environment on page 198.

Running the Telephony Installation Program

The installation program requires the following information:

Table 23. Telephony installation program options

Field Description

Install to Drive Specify the drive that you want the telephony server installed on.
If you are installing the Telephony server on the same computer as
the Vocera server, you cannot change this setting.

Country Specify the country in which the Telephony server will be used. If
you are installing the Telephony server on the same computer as
the Vocera server, you cannot change this setting.
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Field Description

Local IP Address By default, the installation program sets the Local IP Address
field to the IP address of your primary Network Interface Card
(NIC). Do not change this value unless your machine's IP address
has not been assigned or is going to change.

Vocera must bind to the primary NIC. If your computer has more
than one NIC and you do not want to bind Vocera to the address
displayed here, cancel the installation, use the Windows Control
Panel to make your other NIC the primary NIC, and then run the
installation program again.

Note:  You must enter the actual IP address for the machine, not
"localhost" or its equivalent loopback address, 127.0.0.1.

Vocera Server IP
Address

Identify the Vocera Server or cluster nodes this Vocera Telephony
Server will connect to.

You can specify addresses in any of the following ways:

• For a standalone deployment, enter the numeric IP address of
the Vocera Server using dot notation. For example:

192.186.15.10

• For a clustered deployment, enter the IP address of the Vocera
Server that is the initially active node. For example:

192.186.15.10

If you do not know which server will be initially active, enter
the numeric IP address of every Vocera Server in the cluster,
separated by commas. For example:

192.186.15.10,192.186.15.11,10.20.52.10

Important:  The Vocera installer does not validate any IP
addresses you enter. This allows you to install the Vocera
Telephony Server even if the Vocera Server has not been installed
yet. However, if you enter an invalid Vocera Server IP address, the
Vocera Telephony Server will be unable to start.
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Field Description

Site If the Vocera server supports multiple sites, specify the name of
the site the Telephony server supports as follows:

• If the Vocera server does not support multiple sites, leave this
field blank.

The installation program does not set the value of the
VOCERA_SITE environment variable.

• If the Vocera Telephony Server supports one Vocera site, enter
the name of the site.

The installation program sets the value of the VOCERA_SITE
environment variable to the name of the site.

• If the Vocera Telephony Server is shared by multiple sites, enter
the name of the principal site.

The installation program sets the value of the VOCERA_SITE
environment variable to the name of the site. See Telephony
in a Multi-Site Environment on page 198.

See Working with Sites on page 303 for more information
about sites.

Note:  After installation, you can associate the Vocera Telephony
Server with a different site by changing the value of the
VOCERA_SITE environment variable.

If you are installing the Vocera Telephony Server on the same machine as the

Vocera Server, you can install both components at the same time. See Running

the Vocera Installation Program on page 43.

During the installation, Windows might display a dialog box like the one

shown in the following figure. Click Cancel to close the dialog box. The Vocera

Telephony Installation program will install the appropriate software for you.

Figure 31. Found New Hardware Wizard
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During installation on a computer running Windows Server 2003, Windows

might display a dialog box like the one shown in the following figure. Click Yes

to allow the installation program to install the driver for your telephony board.

Figure 32. Security Alert - Driver Installation dialog

To install a stand-alone Vocera Telephony Server:

1. Log in to the Vocera Telephony Server computer with administrator

privileges.

2. Insert the Vocera Server Software DVD in the drive.

The Welcome screen of the installation program appears automatically.

If this screen does not appear, choose Run from the Windows Start menu,

navigate to \setup\VSInstall.exe on the DVD drive, then click OK to run

this file and display the Welcome screen.

3. Click I Agree to start the installation program.

The Available Features screen appears.

4. Uncheck every item except Vocera Telephony Server, and then click Next.

5. Continue following the prompts in the installation program to install the

Vocera Telephony Server.

Use the Help button on any screen for further information.

6. When the installation is complete, restart the computer.

The Vocera Telephony Server launches and displays the Telephony Server

Control Panel. See Controlling the Telephony Server on page 210 for

information about controlling the Vocera Telephony Server.
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Removing the Vocera Telephony Server

When you uninstall the Vocera Telephony Server, the installation program

removes most of the files and subdirectories in the \vocera and \Dialogic

directories. The installation program or the Vocera Telephony Server uses the

remaining files when you upgrade.

Important:  Do not remove any remaining files or subdirectories after you

uninstall.

If the Vocera Server is installed on the Vocera Telephony Server computer,

remove it also. See Removing the Vocera Server on page 47.

To remove the Vocera Telephony Server:

1. Log in to the Vocera Telephony Server computer with administrator

privileges.

2. If the Vocera Telephony Server is running, shut it down.

See Shutting Down the Telephony Server on page 211.

3. Choose Start > Control Panel > Add or Remove Programs.

The Add or Remove Programs dialog box appears.

4. Select Vocera Telephony Server.

5. Click Remove.

A dialog box asks you to confirm.

6. Click Yes.

The uninstaller removes the program, then prompts you to reboot.

7. Reboot your computer.

Upgrading Vocera Telephony

If you are currently using Vocera 3.x (Vocera 3.0, or 3.1), you can upgrade

to Vocera 4.0 with minimal effort. If you are using an earlier version of the

product, you must upgrade to version 3.x before installing version 4.0.

Upgrading to Vocera 4.0 from a version earlier than 3.x may cause unexpected

results.

The Vocera 3.x Telephony installation program created directories and files for

the Telephony server and the Dialogic drivers needed by the telephony cards.

The installation program created some directories at the root of the hard disk,

and if the Telephony server was installed on the same machine as the Vocera

server, the installation program also copied files into directories created during

the Vocera server installation.
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To upgrade the Vocera Telephony Server:

1. Uninstall the existing Vocera Telephony Server.

See Removing the Vocera Telephony Server on page 181.

2. If necessary, upgrade your tone set file.

See Upgrading a Tone Set File on page 182.

3. Install the new Vocera Telephony Server.

See Running the Telephony Installation Program on page 177.

4. If you have a customized Vocera Telephony Server properties file

(vocera\dialogic\telproperties.txt) from a previous deployment, merge

the changes into your current telproperties.txt file. See Upgrading

Properties Files on page 59.

Upgrading a Tone Set File

As described in Creating a Tone Set File on page 215, your PBX may require

a tone set (.tsf) file to notify the Dialogic board that a far-end disconnect occurs.

Tone set files created in Vocera 3.x are not compatible with Vocera 4.0. If you

are upgrading from an earlier version of Vocera, and you have a tone set file

from an earlier release, you must create a new one to replace it.

To upgrade an existing tone set file:

1. Rename the existing tone set file.

Rename the file from \vocera\dialogic\pbx.tsf to

\vocera\dialogic\pbx_old.tsf.

2. Use the PBXpert utility to create a new tone set file.

See Creating a Tone Set File on page 215.



Installing the Telephony Hardware ··· 183

 Installing the Telephony Hardware

The following topics show you how to configure the Dialogic boards, install

them, and connect them to the PBX:

• Installing the Dialogic Boards on page 183

• Connecting Telephony Cables on page 185

• Completing the Telephony Installation on page 186

Important: Before you begin installing the hardware, make sure you are

following the overall telephony integration procedure described in Hardware

for the Analog Integration on page 167.

Installing the Dialogic Boards

The manufacturer’s installation instructions for the Dialogic boards contain

steps that are not applicable to the Vocera telephony integration, such as

autoconfiguration for IRQ and memory addresses and determining precedence

in mixed PCI/ISA systems. Ignore those instructions and use the following

procedure to install the boards for use with the Vocera Telephony server.

To install the Dialogic Boards:

1. Read the compliance and warranty statements included with the Dialogic

boards.

2. Follow the manufacturer’s precautions, which are described in the section

called “Protect the Boards from Damage” in the manufacturer’s installation

instructions.

These instructions require you to wear a grounded wrist strap and work

at a static-guarded workstation to protect the board from damage during

installation. Failure to follow the instructions may void the warranty on the

board.

3. Turn off all power to the computer and unplug the power cord.

4. Open the computer’s cover.
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5. Remove the cover plate on each PCI expansion slot you are going to use.

You may need to remove a screw or plastic retention bracket before you

can remove the cover plate. See the documentation included with your

computer for instructions.

6. Use the SW100 rotary switch on the first board to set its board ID to 1.

The default switch setting is 0. For the Vocera telephony integration, you

must set the switch on the first board to 1.

Figure 33. SW100 rotary switch

7. If you need additional boards for analog telephony, set the switch on the

second board to 2, set the switch on the third board to 3, and so forth.

Use a permanent marker to write the switch setting on the rear bracket of

each board so it is easier to connect the telephone lines correctly.

8. Insert the connector on the board into the PCI bus slot and press down

gently until the board is seated.
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Figure 34. Inserting the Dialogic board

Repeat this step for all additional boards.

9. Replace the screws or retention brackets you removed previously.

10. Close the computer cover.

You are now ready to connect the telephone lines to the boards.

Important: If you install the boards at a remote location and then transport

the computer to the site, re-seat the boards after the computer arrives.

Because the Dialogic boards are larger than most PCI boards, they are easily

unseated during transport.

Connecting Telephony Cables

The procedures in this section refer to each Dialogic board by its hardware

switch setting (see Installing the Dialogic Boards on page 183). For

example, the first Dialogic board is the board that has its rotary switch set to 1.

The cabling procedures differ slightly for an analog integration and a digital

integration.
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Connecting Cables for an Analog Integration

To connect cables for an analog integration:

1. Use the cables you prepared as described in Analog Telephony Cables on

page 167 in either of the following ways:

• Insert the telephone cables into the line splitters, and insert the line

splitters into the appropriate jacks on the first Dialogic board.

• Insert the RJ11 plugs that you crimped on to the CAT 5 cable into the

appropriate jacks on the Dialogic card.

The board bracket displays the numbers 1 and 6 next to the jacks at either

end of the bracket, indicating the first and last jacks on the board. Connect

the cables to the Dialogic board starting with jack 1.

Fill the jacks in each board consecutively. Make sure board 1 is completely

filled before you cable board 2, and so on. You do not need to fill all the

jacks in the final board.

2. Connect the other ends of the cables to the appropriate ports of the analog

cards in the PBX. If you use a patch panel (recommended), connect the

cables to the patch panel, and then run patch cords from the panel to the

PBX.

Connect the plug corresponding to the first Dialogic port (the inner pair of

the first RJ-14 jack on the Dialogic card) to the PBX port representing the

first extension in the hunt group. Connect the plug corresponding to the

second Dialogic port (the outer pair of the first RJ-14 jack) to the PBX port

representing the second extension, and so on.

Connecting Cables for a Digital Integration

To connect the cables for a digital integration:

1. Connect one end of the cable to the PBX T1 board and the other end to

the RJ48C jack on the Dialogic board. See Digital Telephony Cables on

page 170.

2. Examine the LEDs on the plate in the back of the Dialogic board. A green

status LED lights up to indicate a successful connection. Yellow or red LEDs

light up to indicate a problem. Consult your board documentation for more

information.

Completing the Telephony Installation

1. Turn on the Telephony server computer.
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If the Found New Hardware wizard appears, use it to navigate to the

\dialogic\DRVR directory where the drivers are stored.

Figure 35. Found New Hardware Wizard

The Found New Hardware wizard usually does not appear if you install the

telephony software before you install the telephony hardware.

2. Use the Telephony screen in the Administration Console to configure the

Vocera server to support telephony.

3. Test each port by placing calls from a phone to each of the extensions in the

hunt group (analog integration) or DID number for the Vocera trunk (digital

integration).

4. Use a badge to place the following types of calls:

• Calls to internal extensions

• Calls to external numbers

See the Vocera User Guide for descriptions of the badge commands that let

users place calls and control forwarding.

Congratulations! The Vocera telephony integration is now complete.
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 Configuring Vocera Telephony

This chapter describes how to configure telephony settings, and how to control

the Telephony server.

You configure Telephony server settings through the Administration Console's

Telephony screen. You also use the Administration Console to configure other

data and settings related to your telephony integration. For example, user

profiles can include phone numbers and pager numbers, group profiles can

specify phone numbers and telephony permissions, and address book entries

can include phone numbers and pager number.

The following topics will help you use the Administration Console to configure

Vocera telephony:

• Working with Phone Numbers on page 190

• Configuring Access Codes on page 191

• Configuring Toll Info on page 192

• Configuring Direct Inward Dialing on page 193

• Configuring Telephony PINs on page 194

• Configuring Dynamic Extensions on page 196

• Telephony in a Multi-Site Environment on page 198

• Additional Setup on page 208

The Telephony Control Panel displays status messages that the Telephony

server generates, and lets you control the Telephony server. See Controlling

the Telephony Server on page 210 for information about how to use the

Telephony Control Panel.
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Working with Phone Numbers

When a user issues a voice command to dial a telephone number, or when

Vocera forwards a badge call to a telephone or to voicemail, the Vocera server

sends a sequence of digits to the Telephony server. In addition to the phone

number itself, the sequence can contain access codes needed to obtain an

outside line, to authorize a long distance call, or to access company voicemail.

You can enter phone numbers, extensions, and access codes in various places

in the Administration Console. For example, when you add a user to the

Vocera system, you can specify the user's desk extension, cell phone number,

pager number, and home phone number. Users can also enter or update this

information in the User Console.

A field that requires a phone number, an extension, or an access code may

contain any of the following characters:

• Digits. 1234567890

• Special dialing characters. A special dialing character is a non-numeric

character that you can enter in an Administration Console field that requires

an access code, phone number, or extension. For example, you can use an

asterisk ( * ) to simulate pressing the star key on a touch-tone phone, or

enter an X at the beginning of a number to tell Vocera to treat that number

as an extension.

• Special dialing macros. A dialing macro represents a dialing sequence. In data

entry fields where you cannot enter a specific number—because the number

varies with the user who accesses the feature—you can enter a dialing macro.

Vocera replaces that dialing macro with the actual number on demand.

Dialing macros are especially useful when editing Company Voicemail Access

Codes and Address book entries. For example, the Company Voicemail

Access Code field specifies the dialing sequence that Vocera uses to forward

an incoming call to company voicemail. As part of the dialing sequence, you

typically need to specify a desk phone extension to identify the voicemail

box you want to access. You cannot enter a specific desk extension in this

field, because the number will vary depending on which user is forwarding

calls. Instead, you use the %D macro as part of the dialing sequence.

Vocera replaces that macro with the actual desk extension of the user who

is forwarding calls. See Vocera Administration Console Reference for a

complete list of dialing macros.
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• PIN template macros. Each PBX has different rules for adding a PIN to a

dialing sequence. Some require the phone number followed by the PIN. Some

require the PIN before the phone number. Some require an access code for

an outside line, or a feature code to indicate that a number is a PIN. Some

require a separator character between the PIN and the number. A telephony

PIN template can use macros to specify and format the information in a

PIN. See Vocera Administration Console Reference for a complete list of PIN

macros.

Vocera ignores any other character that you enter in these fields. For example,

you can enter (408) 790-4100, to make a number more readable, instead of

4087904100. Vocera ignores the extra spaces, dashes, and parentheses when

the number is actually dialed.

Configuring Access Codes

An access code is a sequence of digits that the system must prepend to a

telephone number in order to dial it. The access codes in use at your site are

determined by they way your PBX is set up. When you configure Vocera, you

need to identify these access codes so the Telephony server can communicate

properly with the PBX. Use the Access Codes page of the Telephony screen in

the Administration Console to configure access codes.

Your PBX may use many different access codes. For example, it may require

different access codes to get an outside line for local calls, to get an outside line

for toll calls, and to access your company's voicemail system.

Exceptions to Access Codes

By default, Vocera assumes that any number within your local area code

requires the Default Local Access Code and that any other number requires the

Default Long-Distance Access Code. You use the list on the Access Codes page

to specify exceptions to this rule.

For example, if your location has a toll-free area code in addition to your local

area code, you may need to dial it with the Default Local Access Code instead

of the Default Long-Distance Access Code. You can specify exceptions such as

this, or any other exception, in the Access Codes page.

Adding Access Code Exceptions

By default, Vocera uses the following rules to determine what access code to

use with a telephone number:
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• Any number within your local area code requires the Default Local Access

Code.

• Any number that begins with a Q, begins with an X, or has fewer than seven

digits does not require an access code. Vocera treats numbers with fewer

than seven digits as extensions.

• Any other number requires the Default Long-Distance Access Code.

If your organization uses any phone numbers that violate these rules, you must

add entries that provide the access codes they require in the exception list. For

example, you need to create an exception if an area code in addition to your

local area code requires the Default Local Access Code instead of the Default

Long-Distance Access Code.

Use the Add Access Code Exception dialog box to add an entry to the list of

exceptions on the Access Codes page. The Add Access Code Exception dialog

box appears when you click the Add button on the Access Codes page.

Configuring Toll Info

By default, Vocera assumes that any number within your local area code is a

toll-free number, and any number outside your local area code is a toll number.

You can, however, specify exceptions to this rule as needed. For example, many

locations have an additional area code that is a toll-free calling area, or an

exchange within the local area code that is a toll area. In Australia, for example,

the area code 04 is reserved for mobile phone numbers, and calls to mobile

phones are toll-free.

The distinction between toll-free and toll numbers can be important, because

Vocera requires separate permissions for making toll calls, forwarding calls to

toll numbers, making toll-free calls, and forwarding calls to toll-free numbers.

To specify whether specific area codes and ranges of phone numbers are

toll-free, use the Toll Info page of the Telephony screen in the Administration

Console.

To configure Toll Info:

1. Click Telephony in the Administration Console's navigation bar.

The tabs for the telephony pages appear. By default, the Basic Info page is

visible.

2. Click the Toll Info tab.

The Toll Info page appears.
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3. Make sure the Select Site field displays the name of the site you want to

configure.

If you specified a site on another Telephony page and have not yet left the

Telephony section, the Select Site field preserves your previous choice.

The list on the Toll Info page displays the telephone numbers that are

exceptions to the toll-free rule—that is, all numbers within the local area code

are toll-free numbers, and all numbers outside the local area code are toll

numbers, unless they appear in the list of exceptions on the Toll Info page.

Configuring Direct Inward Dialing

In traditional telecommunications, Direct Inward Dialing (DID, or DDI in Europe)

is the ability of a person outside an organization to call an internal PBX

extension without going through an operator or intermediate interface of any

kind. In Vocera, DID is the ability of a caller anywhere to place a telephone call

directly either to a user's badge or to a group, without going through the hunt

group Genie or any speech recognition prompts.

Beginning with version 4.0, Vocera supports DID for the digital ISDN-PRI

protocol. This feature is powerful because it allows callers who are not aware of

Vocera or its features to contact users directly on their badges. DID extends the

benefits of Vocera to telephone callers who do not necessarily even belong to

the organization that is deploying Vocera.

To enable DID, your PBX administrator must reserve a range of DID numbers

for Vocera to use, and you must identify that range to Vocera. Use the DID

Info page of the Telephony screen in the Administration Console to specify the

range of DID numbers reserved for Vocera. The DID numbers that you specify

must be full 10-digit telephone numbers with area code in the US locale (or full

numbers with city and region codes, in other locales).

If your PBX administrator provides a hunt group number as part of the DID

range, enter it as the hunt number in Vocera, but do not include it in the

range of DID numbers that you configure on the DID info page. User and

group profiles may be assigned the DID numbers that you specify in the

Administration Console, and you do not want a user or group to have the same

extension as the hunt number.

If an incoming call arrives on a number that is within the specified DID range,

but the number is not assigned, Vocera automatically directs the call to the hunt

group Genie.
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When multiple sites are sharing a PBX, they also share the single pool of DID

numbers that are enabled in the primary site. You cannot distribute different

ranges of DID numbers to individual sites that share a PBX.

When multiple sites are using different PBXs, each PBX may provide a different

range of DID numbers, or even none at all. The way each PBX is configured

determines whether its associated sites have access to DID.

Note:  DID numbers may be more expensive and more difficult to obtain than

other PBX extensions. You do not need to have a dedicated DID number for

every badge to receive some of their benefits. See Configuring Dynamic

Extensions on page 196.

See the Administration Console help or the Vocera Administration Console

Reference for complete information on setting up DID.

Configuring Telephony PINs

A telephony PIN (Personal Identification Number) allows an organization to

authorize telephone usage and to distribute telephone costs among different

users, departments, or sites. Some organizations use the term FAC (Forced

Authorization Code or Forced Access Code) to describe this feature.

For example, a company might require employees to enter a PIN along with

a phone number to make a long distance or toll call. Vocera's telephony PIN

feature automatically adds a PIN to the dialing sequence when a user places

a call that requires one. In addition to long distance and toll calls, a PIN is also

used for long distance forwarding, transferring, and paging.

Note: A user cannot make toll calls—and telephony PINs have no

effect—unless he or she belongs to a group that allows toll calls.

Use the PIN page of the Telephony screen in the Administration Console to

configure PINs.

Telephony PINs can be assigned at one or more of the following levels, listed in

descending order of precedence:

1. User profile. If a user's profile specifies a telephony PIN, it is used each

time the user places a call that requires a PIN.

2. Department group. If a telephony PIN is not specified in the user's

profile, but the user belongs to department group to which a PIN has been

assigned, then that PIN is used.
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When a user belongs to more than one department that has a telephony

PIN assigned, a PIN is chosen at random from among those departments.

Thus, costs are shared evenly among the user's various departments. To

override this behavior, specify a PIN in the user's profile; for example, you

could enter the PIN of the department to which the user's long-distance

calls are billed.

3. Site. If a telephony PIN is not specified in the user's profile and the user

does not belong to a department group that has a PIN, then the PIN

specified for the user's site is used.

If there is no user PIN, no department PIN, and no site PIN, then no telephony

PIN is used.

Specifying Telephony PIN Information for a Site

In a deployment that uses PINs, the dialing sequence for a toll call must include

a PIN and a phone number to dial. More information (such as an access code

or a feature code) may be needed, depending on the PBX or organizational

requirements.

Use the PIN page in the Telephony screen to specify the following information

for a site:

• PIN for Long Distance Calls. This optional value defines a telephony PIN

for a site. If a telephony PIN is not specified in the user's profile and the user

does not belong to a department group that has a PIN, then the PIN specified

for the user's site is used.

The site-level telephony PIN is used for long distance numbers specified in

address book entries, as well. It is also used for group forwarding numbers,

unless the group is department group with a PIN number specified, in which

case the department group PIN is used.

• PIN template. When a dialing sequence includes a PIN, this value defines the

format that the Vocera system uses to send it to the PBX. Every site that has

its own PBX can define a PIN and a PIN template. Sites that share a PBX use

the PIN and PIN template defined for the principal site. If you do not have a

multi-site environment, choose the Global site.
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Configuring Dynamic Extensions

As described in About Vocera Paging on page 222, Vocera uses the value in

the Desk Phone or Extension field as a unique identifier to enable recipients

of a numeric page to place a return call to the badge. To allow a user to receive

paging call-backs on the badge, you must enter a value in the user's Desk

Phone or Extension field. You can assign these values manually, or you can let

Vocera assign them as dynamic extensions.

Dynamic extensions are artificial telephone numbers that Vocera associates with

users automatically, on an as-needed basis, if they need a number to enable a

paging call-back on the badge. You can use dynamic extensions in either of the

following situations:

• Badge users do not have actual desk extensions, but you want them to have

desk extensions in Vocera.

For example, you may want to assign desk extensions to users because

Vocera uses the Desk Phone or Extension field as a unique identifier to

enable recipients of a numeric page to place a return call to the badge.

• You are using DID, but you don't have enough DID numbers to dedicate one

to each badge user.

You can use dynamic extensions to share a small amount of DID numbers

among a greater number of badge users, enabling recipients of a numeric

page to place a return call directly to a user's badge, without going through

the hunt group Genie.

Use the Dynamic Extensions page of the Telephony screen to enable and

configure dynamic extensions. Vocera determines which of the above two

situations apply based on the Extension Range you enter:

• If the range of numbers you enter for dynamic extensions is equal to or a

subset of the range you entered for DID, Vocera assumes you are distributing

DID numbers among your badge users.

• If the range of numbers you enter for dynamic extensions is outside the range

of numbers you entered for DID, Vocera assumes that you want to assign

desk extensions to users independently of DID.

Best Practice:  If you are using DID, set the dynamic extension range to be the

same as the DID range. If the dynamic extension range is a subset of the DID

range, some DIDs will not be used.
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If you enter a range of numbers that include both DID numbers and non-DID

numbers, Vocera still distributes all of them on an as-needed basis, starting

from the beginning of the range. However, users may unpredictably have DID

numbers some times and non-DID numbers other times. Vocera recommends

that you avoid this configuration unless you need to use it to solve a specific

communication problem.

You do not need to keep track of which users have which dynamic extensions;

Vocera automatically tracks and allocates all numbers in the dynamic range. For

example, if a user is deleted from the system, Vocera automatically returns that

dynamic extension to the pool of available extensions.

If a user already has a desk extension, Vocera will never assign him or her a

dynamic extension. Instead, Vocera will always use the desk extension for

paging or DID. In a mixed environment where some users have desk extensions

and others don't, Vocera assigns dynamic extensions on demand to anyone

who does not have a desk extension.

Duration of Dynamic Extensions

When you configure dynamic extensions, you determine whether users will

lease them for a specified duration or keep them permanently. When an

assigned extension reaches the end of its lease, it expires and can be reassigned

to another user.

However, Vocera avoids reassigning a dynamic extension as long as possible,

even after it expires, in a manner analogous to a DHCP server assigning IP

addresses:

• You specify a range of extensions to populate the pool of available values.

• When extensions are leased, the duration specifies the minimum amount of

time that an extension will be assigned to a user. By default, the lease is set to

seven days to allow safe paging callbacks several days later.

• If a user has a lease that has not expired and needs an extension again (for

example, when sending another page), Vocera automatically renews the lease

on the same extension for a new default duration.

• If a user has a lease that has expired, Vocera will not assign that extension to

another user until all other available extensions have been exhausted.

• If a user with an expired lease requests an extension again, Vocera will assign

the same lease, if it is still available.
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As Vocera assigns dynamic extensions, they appear in the Dynamic Extension

field on the Phone page of the Add/Edit User dialog box. The Dynamic

Extension field is read-only and is displayed for informational purposes only. As

extensions are renewed and expire, Vocera automatically updates this field.

Because extensions are assigned on-demand, the Dynamic Extension field

may be empty even after you enable the dynamic extensions feature. Similarly,

the Dynamic Extension field will continue to display an expired number that

has not been reassigned, indicating that the user will keep the number as long

as it is available.

Sites and Dynamic Extensions

If multiple sites are sharing a Vocera Telephony Server, they also share the single

pool of dynamic extensions that are enabled in the primary site. You cannot

distribute different ranges of dynamic extensions to individual sites.

If multiple sites are using different Vocera Telephony Servers, you may assign

each site a different range of dynamic extensions, or even none at all.

Telephony in a Multi-Site Environment

Vocera uses a Vocera Telephony Server to communicate with a PBX. You must

install and configure a Vocera Telephony Server for each PBX that Vocera

will use. When your Vocera deployment supports multiple sites, you can

accommodate any of the following configurations:

• An environment where each site has its own PBX.

Enable and configure a Vocera Telephony Server for each site.

• An environment where sites that do not have their own PBX share with sites

that do have a PBX (the principal sites).

Enable and configure a Vocera Telephony Server for the principal sites only.

• A mixed environment where some sites (the principal sites) have their own

PBX, and other sites share a PBX with a principal site.

Enable and configure a Vocera Telephony Server for each principal site.

If you do not enable telephony for a site, you are telling Vocera one of the

following things:

• The site will share a telephony server with another site (if you configure the

principal site to allow sharing).

• The site will not have telephony access (if you do not configure any sharing).
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When you install a Vocera Telephony Server, you specify the IP address of the

Vocera Server or the list of nodes in a cluster and the name of the site it is going

to connect to. The installation program sets the VOCERA_SITE environment

variable based on the site name that you specify.

If you do not specify a site, the VOCERA_SITE environment variable is not set,

and the Telephony server is associated with the Global site. As each Telephony

server boots, it associates itself with the Vocera server and site specified during

the installation.

Note:  After installation, you can associate the Vocera Telephony Server with

a different site by changing the value of the VOCERA_SITE environment

variable.

About Shared Telephony

Vocera allows sites to share a PBX and its associated Vocera Telephony Server;

however, each physical location that is large enough to have its own PBX should

also typically have its own Vocera Telephony Server unless one of the following

situations is true:

• The total number of badges in use at that location is very low.

• The total number of badge-to-telephone and telephone-to-badge calls at that

location is very low.

In general, the potential problems that can occur when sites share a Vocera

Telephony Server are similar to the types of problems that occur when locations

share a PBX. For example, if the number of calls exceeds the number of

available lines, incoming callers will receive a busy signal, and outgoing callers

will hear a message telling them to try again later. Carefully consider your call

volume if you plan to share a Vocera Telephony Server.

The use of sites partitions the recognition space and improves speech

recognition for large deployments, as described in Site Grammars on

page 281. When multiple sites share a PBX, however, you must configure

separate hunt numbers and specify separate ranges of incoming lines for each

site to realize those speech recognition benefits for incoming callers.

Because separate hunt numbers require coordination with the PBX

administrator and possible user re-training, these speech recognition

enhancements for incoming callers come with a certain price. There are no firm

rules for determining whether the overhead incurred by multiple hunt numbers

outweighs the speech recognition benefits they provide; however, following are

some guidelines to consider:
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• If you are upgrading an existing deployment and the sites sharing the PBX

are relatively small, setting up independent hunt numbers provides relatively

minor speech recognition benefits compared to the user retraining that

would be necessary.

• If you are setting up a new deployment, the user training and PBX

administrator coordination required by multiple hunt numbers is essentially

the same as that required by a single hunt number, making it relatively easy

to take advantage of their speech recognition benefits.

Important:  Independent hunt numbers and line ranges are optional for

shared telephony servers. Vocera provides a backward-compatible telephony

configuration that allows the Vocera Telephony Server in version 4.0 to behave

as it did in previous versions of Vocera. See Previous Versions of Telephony

Sharing on page 204.

Shared Telephony and Incoming Calls

When an incoming telephone call arrives at the hunt group Genie, the caller

can respond to the Genie by saying a name or by using the keypad to enter

an extension (DTMF tones). When the telephony server is not shared, Vocera

searches the combined grammars of the called site and the Global site to match

caller responses.

When the telephony server is shared, Vocera determines the set of grammars to

search in either of the following ways:

• If the caller entered DTMF tones, Vocera searches the combined databases of

the Global site and every site that shares the telephony server.

• If the caller provided a spoken response, Vocera searches the combined

grammars of the Global site and any sites associated with the line that the

call arrived on.

For example, suppose a deployment has three sites: West Philadelphia, South

Philadelphia, and Center City (the principal site). The following table shows the

grammars searched for speech recognition at the hunt group prompt when

each site has a separate hunt number and group of lines for incoming calls:

Table 24. Shared telephony with dedicated incoming lines

Site Hunt Number Lines Grammars Searched

West
Philadelphia

215-549-1300 0-5 • West Philadelphia

• Global
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Site Hunt Number Lines Grammars Searched

South
Philadelphia

215-549-2300 6-11 • South Philadelphia

• Global

Center City 215-549-3300 Remainder • Center City

• Global

As shown in the above table, Vocera searches the site grammars independently

because each site has a different range of dedicated lines. That is, when a

call arrives at the 1300 number, Vocera searches only the grammar for West

Philadelphia and Global.

However, if the West Philadelphia and South Philadelphia sites at the same

deployment share a single pool of incoming lines, the following table shows the

grammars searched for speech recognition at the hunt group prompt:

Table 25. Shared telephony with a shared pool of lines

Site Hunt Number Lines Grammars Searched

West
Philadelphia

215-549-1300 0-5 • West Philadelphia

• South Philadelphia

• Global

South
Philadelphia

215-549-2300 0-5 • West Philadelphia

• South Philadelphia

• Global

Center City 215-549-3300 Remainder • Center City

• Global

As shown in the above table, even though West Philadelphia and South

Philadelphia have different hunt group numbers, Vocera searches their

combined grammars because they share the same pool of incoming lines. That

is, when a call arrives at either the 1300 or the 2300 number, Vocera searches

the combined grammars for West Philadelphia, South Philadelphia, and Global.

Important:  To allow maximum flexibility for unusual configurations, Vocera

does not check the range of line numbers you specify to see if it overlaps or

conflicts with the range assigned to another shared site. Check your work

to confirm that the values you specify create the calling behavior that you

intended.
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For example, overlapping line ranges at a deployment can cause users to

experience inconsistent behavior, as shown in the following table:

Table 26. Shared telephony with overlapping ranges of lines

Site Hunt Number Lines Grammars Searched

West
Philadelphia

215-549-1300 0-5 • West Philadelphia

• South Philadelphia

• Global

South
Philadelphia

215-549-2300 0-11 Either of the following:

• If the call arrived on
lines 0 through 5, West
Philadelphia, South
Philadelphia, and Global

• If the call arrived on lines
6 through 11, South
Philadelphia and Global

Center City 215-549-3300 Remainder • Center City

• Global

As shown in the previous table, callers can experience seemingly unpredictable

behavior because calls to the 2300 number will search different grammars,

depending on the line that the call happened to arrive on.

Shared Telephony and Outgoing Calls

Unlike the lines associated with incoming calls, Vocera does not reserve any

lines for outgoing calls. Outgoing calls from any site sharing telephony will

use the next available line, and they do not decrement the number of lines

remaining for incoming calls

For example, suppose the Buckhead site is sharing telephony with the principal

Midtown Atlanta site, and you reserve five lines for Buckhead's incoming calls

out of the total 23 lines that are available to the Vocera Telephony Server. If

Buckhead has four incoming calls and one outgoing call in process concurrently,

a fifth line is still available for an incoming call—the outgoing call does not

decrement the number of lines set aside for incoming calls.

Similarly, if Buckhead has five simultaneous incoming calls, multiple badge users

can still call out, providing any of the 23 lines are still available.
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Shared Telephony and Desk Extensions

When a user responds to the hunt group Genie by entering the keypresses

for a desk extension, Vocera searches the database of every site that shares a

telephony server and also the Global site to find the appropriate user or group

for the extension.

Consequently, when you share a telephony server, desk extensions must be

unique across all the shared sites and also the Global site, regardless of whether

the hunt numbers and range of lines used by those sites are unique.

Configuring Shared Telephony

When you configure two or more sites to share a Telephony server, enable

telephony for one site only. The site for which telephony is enabled is

considered the "principal site." Do not enable telephony for sites that share

with the principal site; instead, use the Sharing page of the Telephony screen

of the Administration Console to configure the principal site to share the

Telephony server with the other sites.

On the Sharing page of the principal site's Telephony screen, click the Add

button to display the Add Shared Telephony Info dialog box. Specify the name

of the site that is sharing the principal's telephony server, then do either of the

following:

• Leave the Hunt Group Number and Reserve Range of Lines fields blank

when the sharing site has the same hunt group number as the principal site.

This configuration specifies that Vocera will search the combined grammars

of the principal and sharing site when incoming callers respond to the hunt

group Genie.

• Enter values in both the Hunt Group Number and Reserve Range of

Lines fields when the principal and sharing sites have different hunt group

numbers.

This configuration specifies that Vocera will search only the grammars specific

by the line numbers when incoming callers respond to the hunt group Genie.

See the Administration Console online help or the Vocera Administration

Console Reference for complete information.
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Previous Versions of Telephony Sharing

In previous versions of Vocera, all telephony sharing was done through the

Global site. To allow multiple sites to share a PBX, you enabled telephony for

the Global site and disabled telephony for any site that was going to use the

shared PBX. If telephony was enabled for the Global site, any site that did not

have telephony enabled automatically shared the PBX associated with Global.

In version 4.0, to enable telephony for sites that do not have a dedicated PBX,

you must explicitly share the PBX of a site that has one. To take full advantage

of the new speech recognition features in Vocera 4.0, you should also configure

separate hunt numbers and specify separate ranges of incoming lines for each

site sharing a PBX, as described in About Shared Telephony on page 199.

However, because multiple hunt numbers require coordination with the PBX

administrator and user re-training, Vocera provides a backward-compatible

telephony configuration that allows the Vocera Telephony Server to behave as it

did in previous versions of Vocera.

To set up a backward-compatible telephony configuration:

1. Perform the upgrade as described in Upgrading from a Standalone

Server on page 51.

2. On the Basic Info page of the Telephony screen, choose Global in the

Select Site list.

If you have upgraded from a version 3.x deployment with a shared Vocera

Telephony Server, Enable Telephony Integration is already checked, and

your existing configuration is preserved.

3. Click the Sharing tab of the Telephony screen.

The Sharing Telephony Server Across Sites page appears. Notice that the

Select Site list still displays Global, the principal site. While Global is

selected, you must explicitly add the names of the sites that will share the

Vocera Telephony Server.

4. Click Add to display the Add Shared Telephony Info dialog box.

5. Use the Select button next to the Site field to specify the name of a site

that shares the Vocera Telephony Server.

Do not enter any values in the Hunt Group Number or Reserve Range of

Lines for Incoming Calls fields.

6. Do either of the following:
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• Click Add & Continue to add the name to the Sharing Telephony

Server Across Sites list and clear the dialog box so you can choose

another site.

• Click Add to add the name to the Sharing Telephony Server Across

Sites list and close the dialog box.

7. Repeat the previous two steps until you enter the name of each site that is

sharing the Vocera Telephony Server.

The Sharing Telephony Server Across Siteslist displays the complete list

of sites that are sharing the Vocera Telephony Server for the Global site.

8. Click Save Changes.

The Vocera Telephony Server is now configured to be backward-compatible

with version 3.x.

Example of Telephony Sharing

In the following example, the North Beach site is a corporate headquarters with

its own PBX and the Mission site is a small satellite. The Mission will share the

North Beach PBX, and because it is small, it does not require many lines.

The PBX supports DID, and its administrator allocated 125 numbers for the

two sites to share. Because the DID numbers are in two discontinuous ranges,

you've decided to assign the smaller range manually to users as permanent desk

extensions, and the larger range dynamically to any user who needs a number

for a paging call-back.

Finally, you've decided to provide each site with an independent hunt group

number. You're going to use the number at the beginning of each DID range

as a hunt group number to provide apparent "separation" of the numbers

assigned to each site.

You could plan the telephony needs for North Beach and The Mission as

follows:

Table 27. Shared telephony plan for The Mission and North Beach sites

Site Hunt Group Number DID Ranges Dynamic
Extensions

Reserved
Lines

The Mission (415) 790-3675 N / A N / A 0 - 4

North Beach (415) 790-4100 (415) 790-3676 - 3699

(415) 790-4101 - 4199

4101-4199 Remainder



 Example of Telephony Sharing

206 ··· Vocera Configuration Guide

In the above table, notice that North Beach is the principal site and that The

Mission consequently does not have its own set of DID numbers or dynamic

extensions—it shares the pools assigned to North Beach.

Also in the above table, notice that the hunt number immediately precedes

the DID range for each site, but is not included in the DID range. The PBX

administrator assigned you the DID ranges 3675-3699 and 4100-4199.

You want to reserve the first number in each range as a hunt number for the

two sites. Consequently, you need to configure DID ranges within Vocera that

begin with 3676 and 4101. In Vocera, the extensions in the DID range that you

specify in the Administration Console are assigned to user profiles, and you do

not want a user to have the same extension as a hunt number.

Also in the above table, notice that numbering for the lines starts with 0, and

that The Mission is assigned five lines (0-4). You do not need to specify the

lines assigned to the principal site; Vocera assigns the remaining lines to it

automatically.

To share telephony between North Beach and The Mission:

1. On the Basic Info page of the Telephony screen, choose North Beach in

the Select Site list.

2. Check Enable Telephony Integration.

North Beach is the principal site; do not enable telephony for The Mission.

3. Enter (415) 790-4100 in the Vocera Hunt Group Number field.

4. Enter 23 in the Number of Lines field.

This deployment is using a 1T1 board to support ISDN-PRI.

5. Set the Integration Type to Digital and complete the remaining fields

based on information provided by the PBX administrator.

See the Vocera Administration Console Reference or the Administration

Console online help.

6. Click the Access Codes tab of the Telephony screen.

The Access Codes page appears. Notice that the Select Site list still displays

North Beach, the principal site.

7. Enter 415 in the Local Area Code field, and complete any other fields

based on information provided by the PBX administrator.

8. Click the DID Info tab of the Telephony screen.
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The Direct Inward Dialing (DID) page appears, and the Select Site list

still displays North Beach. Because North Beach is the principal site, the

numbers you enter form a single pool of DID numbers shared by both North

Beach and The Mission.

9. Click Add.

The Add DID Range dialog box appears.

10. Enter the following values to specify the first DID range:

Table 28. First DID range

Field Value

Prefix (415) 790

Match Desk Extensions in Range 3676-3699

11. Click Add & Continue to leave the Add DID Range dialog box open to

enter another range.

The first range of DID numbers appears in the table on the Direct Inward

Dialing (DID) page.

12. Enter the following values to specify the second DID range:

Table 29. Second DID range

Field Value

Prefix (415) 790

Match Desk Extensions in Range 4101-4199

13. Click Add to close the Add DID Range dialog box.

The second range of DID numbers appears in the table on the Direct Inward

Dialing (DID) page.

14. Click the Sharing tab of the Telephony screen.

The Sharing Telephony Server Across Sites page appears, and the Select

Site list still displays North Beach. While North Beach is selected, you will

add The Mission to the list of sites that share the North Beach telephony

server.

15. Click Add to display the Add Shared Telephony Info dialog box.
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16. Enter the following values to share the North Beach server with The Mission,

then click Add.

Table 30. Shared telephony information

Field Value

Site The Mission

Hunt Group Number (415) 790-3675

Reserve Range of Lines for Incoming
Calls

0 - 4

The Mission and its information appears on the Sharing Telephony Server

Across Sites page for North Beach. You do not need to add any additional

information for North Beach.

17. Click Save Changes.

The Basic Info page for the North Beach site appears, and all your telephony

settings are saved.

Additional Setup

The Telephony pages in the Administration Console provide the basic

information that enables Vocera and the PBX to communicate with each other.

However, for users to take full advantage of the telephony integration, you

must also perform the following tasks:

• Configuring the Hunt Group on page 208

• Additional Telephony Configuration Tasks on page 209

• Additional Telephony Configuration by Users on page 209

Configuring the Hunt Group

You need to configure a telephone number that people can call to access the

Vocera system. In an analog integration, this number is called the hunt group

number. In a digital integration, a Direct Inward Dialing (DID) number serves

the same purpose. When a caller dials the number, the Genie says, “Good

morning. Say the full name of the person or group you want to reach or enter

an extension.”

You configure a hunt group or DID number for Vocera when you install the

telephony integration option. Callers can then connect to a badge in any of the

following ways:
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• Speak the name of a person to connect to that user's badge.

• Enter a desk extension to connect to that user's badge.

• Speak the name of a group to connect to the badge of the first available

group member.

• Enter the group's telephone extension to connect to the badge of the first

available group member.

• Enter the number 555 to receive an additional Genie prompt that allows

them to send a voice message to a badge.

• Enter the number 0 (for Operator) to connect to the badge of the first

available member of the Operator group, if one exists.

• Enter the sequence 666 followed by a group's telephone extension to make

an urgent broadcast to the badges of all members of a group.

Note:  Vocera provides additional options for configuring hunt groups in a

deployment that implements multiple sites. See About Shared Telephony on

page 199 for more information.

Additional Telephony Configuration Tasks

Use the Administration Console to set up permissions and phone numbers as

follows:

• Specify which groups have calling and forwarding permissions.

• Specify the desk phone extension, home phone number, and cell phone

number of badge users.

• Specify a range of phone numbers to use for dynamic extensions. This feature

is useful when badge users do not have physical desk phones but still need

to supply a call-back number when paging someone. See Configuring

Dynamic Extensions on page 196 for more information.

• See Working with Pagers on page 221 for details about configuring

Vocera to work with pagers.

• Specify the telephone extension and forwarding information for groups.

• Create address book entries that all users can share.

Additional Telephony Configuration by Users

Users can create or modify their own phone numbers in the User Console as

follows:

• Specify their desk phone extension, home phone number, cell phone number,

and pager number.
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• Specify a telephone number for forwarding badge calls.

• Specify telephone numbers to contact outside buddies.

• Specify the telephone extension and forwarding information for groups that

they manage.

See the Vocera User Console Guide for complete information.

Customizing the Prefix Used for Urgent Broadcasts

By default, Vocera Telephony Server uses the prefix 666 for urgent broadcasts.

A user can enter the sequence 666 followed by a group's telephone extension

to make an urgent broadcast to the badges of all members of the group.

To change the prefix for urgent broadcasts, add the following property to the

\vocera\server\properties.txt file:

Table 31. TelBroadcast property

Property Description

TelBroadcast Prefix used for urgent broadcasts to the desk
extension for a group. The default value is 666.

For example, the following entry in \vocera\server\properties.txt sets the

prefix for urgent broadcasts to 557:

Example 3. TelBroadcast example

# Prefix for urgent broadcasts
TelBroadcast = 557
   

Controlling the Telephony Server

The following topics describe how to manage the Telephony Server:

• Stopping and Starting the Telephony Server on page 210

• Shutting Down the Telephony Server on page 211

• Changing the Vocera Server IP Address on page 212

• Preventing Access to the Telephony Control Panel on page 213

Stopping and Starting the Telephony Server

Like the main Vocera server, the Telephony server starts automatically when

the computer boots. When the Telephony server starts running, the following

windows appear on the desktop:

• A command window called \vocera\server\Telephony.exe
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• The Telephony Control Panel

Important: Do not close the command window or control panel. Closing

these applications will shut down the server. You can block access to the

control panel or hide it as described in Preventing Access to the Telephony

Control Panel on page 213.

In certain situations, you may need to stop and restart the Telephony server.

You may want to restart the server when only a few people are using the

system. When you stop the server, users will not be able to communicate

with the telephone system until you start it again. The server stops and starts

fairly quickly, so if few people are using the system, there will be very little

interruption.

Use the following procedure to start the Telephony server only. See Shutting

Down the Telephony Server on page 211 for information about shutting

down the Telephony server, the Telephony Control Panel, and the command

window that it uses.

To stop and start the Telephony server:

1. Choose Stop from the Run menu in the Telephony Control Panel, or hold

down the Alt key and press Q.

The Control Panel displays the message Stopping telephony server to

indicate that the server has stopped.

2. Choose Start from the Run menu in the Telephony Control Panel, or hold

down the Alt key and press S.

The Control Panel displays the message Vocera Telephony Server 4.0

followed by the build number to indicate that the server has started.

Shutting Down the Telephony Server

When you shut down the Telephony server, you stop the server, close the

command window, and close the Control Panel.

To shut down the Telephony Server:

1. Choose Exit from the Run menu in the Telephony Control Panel, or hold

down the Alt key and press X.

The Control Panel displays a dialog box, asking you to confirm that you

want to shut down the Telephony server.

2. Click OK.

The dialog box closes. The Telephony server stops, the Control Panel closes,

and the command window closes.
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Shutting Down Telephony when the Control Panel is hidden

You can still shut down the Telephony server when the Control Panel is hidden.

Use the Windows Services dialog box to stop the Vocera Telephony service. (If

the Vocera server command window is hidden, you can shut it down in the

same manner.)

To shut down the Telephony server when the Control Panel is hidden:

1. From the Windows Start menu, select Settings > Control Panel >

Administrative Tools > Services.

The Services dialog box appears, displaying the list of installed Windows

services.

2. Right-click the Vocera Telephony service and select Stop.

The Vocera Telephony service stops, shutting down Vocera and its related

services.

Changing the Vocera Server IP Address

The Telephony server needs to know the IP address of the Vocera server. You

enter this IP address when you install the Telephony server software; however,

you can use the Telephony Control panel to change the address.

To change the IP address of the Vocera server:

1. Choose IP Address from the Server menu.

The IP Address dialog box appears.

2. Use the Server IP Address field to provide the address of the Vocera server.

Enter the numeric IP address using dot notation. For example:

192.186.15.10

For a Vocera Server cluster, enter a comma-separated list of IP addresses. For

example:

192.186.15.10,192.186.15.11,192.186.15.12

3. Click OK.

The dialog box closes, and the Telephony server begins using the new IP

address immediately.
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Preventing Access to the Telephony Control Panel

After the Telephony server is up and running, you may want to prevent the

Telephony Control Panel from appearing on screen. For example, you may

want to block access to the Control Panel to prevent people from inadvertently

disrupting service by interacting with them.

The following topics describe techniques for preventing access to the Telephony

Control Panel:

• Logging Off and Blocking Access on page 213

• Hiding the Telephony Control Panel on page 213

Note:  If the Vocera server is installed on the same computer as the Telephony

server, you can hide its command window in the same manner. See Preventing

Access to the Vocera Server Control Panel on page 320.

Logging Off and Blocking Access

You can log off the computer that is running the Telephony server to prevent

access to the Telephony Control Panel.

To log off and block access to the Telephony Control Panel:

1. From the Windows Start menu, select Log Off.

A confirmation dialog box appears.

2. Click Yes.

Windows logs you off and blocks access to the Telephony Control Panel.

The Log on to Windows dialog box appears.

3. To log in again, enter your User name and Password in the Log on to

Windows dialog box, and then click OK.

Hiding the Telephony Control Panel

Vocera Telephony is the Windows service that starts the Telephony server.

By default, the Vocera Telephony service allows the Telephony Control Panel

and its command window to appear on screen. You can disable the Allow

service to interact with desktop property in the Windows Services dialog box,

which hides the Telephony Control Panel and its command window. When

this property is disabled, the Telephony server runs quietly in the background

without displaying any windows.
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To hide the Telephony Control Panel and its command window:

1. From the Windows Start menu, select Settings > Control Panel >

Administrative Tools > Services.

The Services dialog box appears, displaying the list of installed Windows

services.

2. Right-click the Vocera Telephony service and select Properties.

The Vocera Telephony Properties dialog box appears. By default, the General

pane is visible.

3. Click the Log On tab.

The Log On pane of the Vocera Telephony Properties dialog box appears.

4. Uncheck the box labelled Allow service to interact with desktop.

5. Click OK.

The Vocera Telephony Properties dialog box closes, saving your changes.

6. Restart the computer for the new settings to take effect.

When the computer boots, the Telephony server starts, but the Telephony

Control Panel and its command window remain hidden.
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 Troubleshooting Telephony

The following topics can help you solve problems that can occur during the

telephony integration:

• Creating a Tone Set File on page 215

• Separating the Telephony and Vocera Servers on page 218

• Enabling ISDN Debugging Features on page 220

• Minimizing Glare on page 220

Creating a Tone Set File

In an analog telephony integration, the PBX must generate a loop current drop

to notify the Dialogic board when a far-end disconnect occurs. Otherwise, the

board does not know when to hang up, and the display screen of the badge

continues to blink Phone after the telephone disconnects.

If you cannot configure your PBX to generate a loop current drop, use the

PBXpert/32 utility to learn the tone definitions your PBX uses for call signaling.

In most cases, the PBX generates a fast busy, a modified fast busy, or a dial tone

to signal a far-end disconnect. PBXpert/32 saves the tone definitions in a file

that the Telephony server can use to detect far-end disconnects.

To create a tone set file:

1. Make sure the Dialogic board and the Vocera Telephony server are fully

installed and cabled to the PBX.

2. Make sure the Dialogic board is initialized in either of the following ways:

• If the Telephony server is running, the board is already initialized. Stop the

Telephony server so it does not interfere with PBXpert. See Stopping and

Starting the Telephony Server on page 210.

• If the Telephony server is not running, choose Programs > Vocera >

Telephony > Dialogic Configuration Manager from the Start menu.

The Dialogic Configuration Manager appears.
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Click the green Start Service button to start the Dialogic system service,

then close the Dialogic Configuration Manager.

3. From the Start menu, choose Programs > Vocera > Telephony >

PBXpert.

The PBXpert wizard appears.

4. Click Next.

The PBX Information screen appears.

5. Complete the PBX Information screen as follows, then click Next.

Table 32. PBX Information fields

Field Description

Manufacturer Enter the name of the PBX manufacturer.

Model Enter the model of the PBX.

File Name Click Browse and navigate to the \vocera\dialogic folder,
then enter the file name pbx.tsf.

By default, PBXpert uses a combination of the manufacturer
and model as a file name. You must change the default value
to pbx.tsf, which is the file name the Telephony server uses.

You must save this file in the \vocera\dialogic directory so
the Telephony server can find it.

The TAPI information screen appears.

6. Select none in the list on the TAPI Information screen (the default), then

click Next.

The Select a Board screen appears.

7. Make sure that the Board # field displays the following, then click Next.

#:1, Type: SPAN, Channels:4

The Select the Calling Resource screen appears.

8. Complete the Select the Calling Resource screen as follows, then click Next.

Table 33. Select the Calling Resource fields

Field Description

Select the Channel Enter 1.
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Field Description

Phone Number Enter the phone number that the PBX assigns to the first
Dialogic port. This is Line A.

The Select the Called Resource screen appears.

9. Complete the Select the Called Resource screen as follows, then click Next.

Table 34. Select the Called Resource fields

Field Description

Select the Channel Enter 2.

Phone Number Enter the phone number that the PBX assigns to the
second Dialogic port. This is Line B.

The Settings Confirmation screen appears.

10. Review the information summary, make sure the Run Wizard Auto-Test

check box is checked, then click Next.

The Learning Tones screen appears, and PBXpert starts running the Auto

Line Test.

11. After the six tests (3 for each line) complete successfully, click OK to close

the Auto Line Test dialog box, then click Next in the wizard.

PBXpert begins learning the tone definitions your PBX uses for five signaling

tones: dial tone, ringback, busy, reorder, and disconnect.

12. Make sure PBXpert displays a green dot next to each tone in the Tone

column to indicate that it successfully learned the tones, then click Keep

Data.

The Verifying the Learn dialog box appears.

13. Click Next to verify the learned tones.

PBXpert displays a dialog box and begins verifying the tones.

14. After the verification completes, click OK to close the dialog box.

The Summary of Results screen appears.

15. Click Finish to close the wizard.

The tone summary sheet displays definitions for all of the tones.

16. Close the PBXpert window.
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17. Run the Telephony server.

The Telephony server loads the pbx.tsf file automatically.

18. Test a badge-to-telephone call and make sure the Dialogic board hangs up

properly after a far-end disconnect:

• If the board hangs up properly, the screen of the badge displays the user

name.

• If the board does not hang up, the screen of the badge continues to

display Phone after the far-end disconnect.

Separating the Telephony and Vocera Servers

If you install the Vocera server and the Telephony server on the same computer,

you can later move the Telephony server to a different computer. For example,

you may want to move the Telephony server to improve performance as the size

and use of your installation grows.

This section shows you how to separate the Telephony and Vocera servers after

they have been installed on the same computer. In this section, the phrase

“new computer” refers to the new Telephony server you are setting up and

“old computer” refers to the existing computer that has both servers installed

on it.

To move the Telephony server to a separate computer:

1. Install the Telephony software on a new computer.

Follow the steps in Running the Telephony Installation Program on

page 177 until the Configuration Information screen appears.

2. Specify the following values, then click Next.

Table 35. Configuration Information fields

Field Description

Vocera Server IP
Address

Enter the IP address of the Vocera server computer in dot
notation.Do not use the computer name. If the Vocera
server computer has multiple network interface cards, make
sure you enter the IP address of the interface that receives
Vocera traffic. Make sure you enter the IP address correctly,
because the Installation program does not validate it.
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Field Description

Site If the Vocera server supports multiple sites, specify the name
of the site the Telephony server supports as follows:

• To associate the Telephony server with a single physical
site, enter the name of the site.

The installation program sets the value of the
VOCERA_SITE environment variable to the name of the
site.

• To associate the Telephony server with multiple sites, leave
this field blank.

The installation program does not initialize the
VOCERA_SITE environment variable.

If the Vocera server does not support multiple sites, leave
this field blank. See the Vocera Administration Console
Reference for more information about sites.

Telephony Server
IP Address

Specify a value in either of the following ways:

• If your computer has dual Network Interface Cards (NICs)
that are not using a virtual IP address, enter the physical
IP address of the card you want the Telephony server to
bind to.

You must specify this value in dot notation. Make sure
you enter the IP address correctly, because the Installation
program does not validate it.

• If your computer has a single Network Interface Card, or
if it has dual NICs with a virtual IP address, leave this field
blank.

3. Continue to the end of the Installation program and restart the new

computer when prompted.

The Telephony server launches automatically when the computer reboots,

and the Telephony Server Control Panel appears. The installation program

automatically installs the drivers for the Dialogic cards.

4. Use the Telephony Server Control Panel to exit the Telephony server on the

new computer.

5. Shut down the new computer, then install a Dialogic card in it. Make sure

the Dialogic card is identical to the card in the old computer.

See Installing the Telephony Hardware on page 183.

6. On the old computer, use the Telephony Control Panel to exit the Telephony

server.
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7. Move the PBX cables from the Dialogic card on the old computer to the

Dialogic card on the new computer.

8. On the old computer, open the \vocera\server\vm_config.txt file in a text

editor.

9. Use # marks to comment out the following section in this file:

PROCESS.4 = TELEPHONY TELEPHONY.STARTCMD = net start

vTelephony TELEPHONY.SHUTCMD = net stop vTelephony

10. Change PROCESS.5 to PROCESS.4, then save and close this file.

11. Start the new computer.

The Telephony server launches automatically.

12. Place some calls to make sure the Vocera server, Telephony server, and PBX

are communicating properly.

Enabling ISDN Debugging Features

You can enable ISDN debugging features from the Basic Information page

of the Telephony screen in the Administration Console. In general, though,

you should not enable ISDN debugging features unless instructed to do so by

Vocera support engineers. For example, you can enable D-channel tracing for

a specified number of calls. The trace data can help Vocera support engineers

troubleshoot telephony problems.

Minimizing Glare

A glare condition occurs when the Vocera Telephony Server tries to access

a trunk for an outgoing call and the PBX simultaneously attempts to access

the same trunk for an incoming call. Glare potentially affects any digital PBX

integration and causes the Vocera Telephony Server to restart if it occurs.

To minimize the likelihood of a glare condition occurring, set the trunk selection

order of the trunk group configuration in the PBX to reverse order.
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 Working with Pagers

If your site has the telephony integration option, badge users can issue voice

commands to send numeric pages to anyone with a pager. For example, a

badge user can speak the command “Page Dr. Shostak” to send a numeric

page to someone who is either another user or an address book entry. Similarly,

the “Dial a Pager Number” command allows users to send a numeric page to

any arbitrary number.

Vocera supports both inside and outside pagers:

• An inside pager is used with a service that allows employees to send each

other numeric pages internally. These pages typically go through the

company’s PBX, preventing outside users from sending pages. The numbers

employees use to send an inside page are often fewer than seven digits.

• An outside pager is used with a service that allows employees to send

numeric pages to full-length phone numbers.

Templates in the Vocera Server’s \vocera\server\properties.txt file define the

dialing patterns Vocera uses to call inside and outside pager numbers. These

templates also determine the way any callback information is formatted on the

pager’s display.

The following topics describe how to configure Vocera to work with pagers:

• About Vocera Paging on page 222

• Configuring Paging on page 223

• Pagers and Subscriber IDs on page 224

• Customizing Pager Strings in the Properties File on page 225
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About Vocera Paging

Vocera uses the value in a user's Desk Phone or Extension field as a unique

identifier to enable recipients of a numeric page to place a return call to that

user's badge. Regardless of whether a user has an actual desk phone or not,

you must enter a value in this field to allow paging callbacks to reach the

badge.

For example, in environments such as hospitals, many users may not have a

personal desk phone. In these environments, you can assign a unique number

to each user in the Desk Phone or Extension field in the user profile to allow

the pager-to-badge interaction to work correctly.

If users do not have desk phones and you want to enable paging callback, you

can optionally allow Vocera to issue these unique numbers automatically. See

Configuring Dynamic Extensions on page 196.

When a badge user issues one of the “Page” commands, Vocera dials the pager

number, pauses briefly, and then passes the pager a formatted string to display.

The information the recipient sees depends on the type of integration:

Table 36. How Vocera paging works

Type of
Integration

What the Page Recipient
Sees

What Page Recipient Does

Analog Hunt group number, followed
by the user's desk extension

1. Dials the hunt group
number.

2. At the telephony Genie
prompt, enters the user's
desk extension.

Call is connected to the
user's badge.

Digital where
user has DID
number

DID number of the Vocera user • Dials the DID number of the
Vocera user.

Call is connected directly to
the user's badge without any
Genie prompts.

Digital where
user does
not have DID
number

DID number of the Vocera
system, followed by the user's
desk extension

1. Dials the DID number of the
Vocera system.

2. At the telephony Genie
prompt, enters the user's
desk extension.

Call is connected to the
user's badge.
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Regardless of the integration type, Vocera always routes the return call to the

user’s badge, not the desk extension, because the callback went through the

Vocera Telephony Server. Vocera uses the desk extension only to identify the

user and route the call appropriately.

Pagers and DID Numbers

If possible, assign DID numbers to users who frequently send pages when

you have an ISDN Vocera Telephony Server integration. When users have DID

numbers, recipients of pages can return calls directly to the badge without

going through the Vocera telephony Genie.

DID numbers provide a more convenient paging callbacks for recipients. In

addition, some pagers cannot properly format a message containing a phone

number with more than 10 digits, so DID numbers may be less confusing to the

recipient of the page.

See Configuring Dynamic Extensions on page 196.

Pagers and Dynamic Extensions

As described in About Vocera Paging on page 222, Vocera uses the value in

the Desk Phone or Extension field as a unique identifier to enable recipients

of a numeric page to place a return call to the badge. If users have an actual

desk extension, you should enter this number. If users do not have a desk

extension, you can assign unique numbers manually, or you can let Vocera

assign them automatically on an as-needed basis.

See Configuring Dynamic Extensions on page 196.

Configuring Paging

To allow paging interactions to take place, you must provide some

configuration information in the Administration Console.

To enable users to send pages:

1. Specify a desk phone number in each user’s profile. Use either an actual

desk phone number, a unique number that you enter manually, or an

artificial number that Vocera provides through dynamic extensions.

The desk phone number allows the user to receive a callback on the badge

from the recipient of the page.

2. Users do not require explicit permission to send pages to other users. Any

user can send a page to any other user who has a pager number defined.
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To enable users to receive pages:

1. Specify a pager number in the profile of each user who has a pager.

2. Assign users have pagers either the Have Toll-Free Pager Number or the

Have Toll Pager Number permission.

Users who have permission to receive numeric pages can use the following

voice commands to specify whether they want to receive pages:

• Enable pages

• Disable pages

3. Specify a pager number for address book entries who have pagers.

No permissions are required for address book entries.

Pagers and Subscriber IDs

Some paging services provide subscriber IDs to distinguish among different

individuals. In this situation, subscribers typically share a single phone number

issued by the paging service, and individual users are identified by their unique

subscriber IDs.

For example, to send a numeric page to a person who uses this system you

could call a phone number such as 1-800-555-1111, listen to a message

prompting you to provide a subscriber ID, and then enter an ID such as 4545.

Some services also require you to enter a special character such as the pound

symbol (#, also called a hash symbol) to indicate the end of the ID.

When you specify the pager phone number for users or address book entries

that have such a paging service, you must enter both the phone number of the

paging service and the subscriber ID in the Pager field of the Administration

Console. Use a semicolon to separate the toll-free number from the subscriber

ID, and provide a special character to terminate the subscriber ID, if required.

(The semicolon causes Vocera to pause until the pager is ready to receive the

numbers to display.)

For example, if the number of the paging service is (800) 555-1111, the

subscriber ID of the recipient is 4545, and the paging service requires a pound

(hash) symbol to terminate the subscriber ID, enter the following value in the

Pager field:

(800) 555-1111 ; 4545 #
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When a badge user issues the Page command, Vocera dials the pager number,

waits until the connection is established, and then passes the service the

subscriber ID of the person being paged followed by the pound (hash)

symbol to indicate the end of the PIN. At the end of this sequence, Vocera

automatically passes the pager the hunt group/DID number of the Vocera

system followed by the desk extension of the user who called, or simply the

user's DID number, if he or she has one. The pager displays everything following

the pound symbol.

The pager’s owner returns the call by doing any of the following:

• Dialing the hunt group number and then entering the badge user’s desk

extension at the telephony Genie prompt.

• Dialing the DID number of the Vocera system and then entering the badge

user’s desk extension at the telephony Genie prompt.

• Dialing the user's DID number.

In all cases, Vocera then connects the return call to the user’s badge—not to

the desk phone.

Customizing Pager Strings in the Properties File

Properties in \vocera\server\properties.txt allow administrators to configure

the strings that the Vocera server uses to dial pagers and the strings that the

pagers display. For example, some environments require trunk access codes to

enable a call to an inside pager; other environments may want the pager to

display only the extension of the Vocera hunt group or DID number, not the full

dialing string. You edit these templates to allow Vocera to support the paging

requirements of your environment. In a multi-site installation, these properties

apply to all sites.

The following properties format the values passed to pagers.
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Table 37. Pager properties

Property Description

TelOutsidePageSetUp Formats the string passed to a pager outside the
Vocera system.

The default value of this property is %N;%V%D.

%N refers to the pager number Vocera will call,
based on one of the following values:

• An outside number specified in the voice
command, “Dial a pager number.”

• The value entered in the Pager Number field of
an address book entry

• The value specified in Pager Number field of a
user profile, if the number is not preceded by
an X.

%V refers to the Vocera hunt group number
(analog integration) or DID number (digital
integration).

%D refers to the user’s desk phone number.

Administrators will not typically need to modify
this default value.
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Property Description

TelInsidePageSetUp Formats the string passed to a pager inside the
Vocera system.

The default value of this property is %N;%V%D.

%N refers to the pager number Vocera will call,
based on one of the following values:

• A number specified in a voice command such
as, “Page number 4321.”

• The value entered in the Pager Number field of
an address book entry

• The value specified in Pager Number field of a
the user profile, if the number is 1 to 6 digits
long, or 7 digits long and preceded by an X.

%V refers to the Vocera hunt group or DID
number.

%D refers to the user’s desk phone number.

Administrators may want to modify the default
value. Imagine the following scenario:

• An organization’s telephony system requires a
user to dial 64 to get to the trunk.

• Users want pagers to display only the 4-digit
extension of the Vocera hunt number, not the
full ten-digit number. For example, if the Vocera
hunt number is 408-790-4170, the pager
should display 4170.

• The paging system uses an asterisk to indicate a
call-back number.

In this situation, an administrator would provide
the following value for this property:

64%N;4170*%D
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Property Description

TelOutsidePageSetUpForDialIn Formats the string passed to an outside pager by
a person calling into the Vocera hunt group or
DID number.

The default value is %N;%X.

%N refers to the pager number Vocera will call
(the value entered in the Pager Number field of
the user profile or address book entry).

%X refers to the call-back number the user enters
when prompted by the Genie.

Administrators will not typically need to modify
this default.

TelInsidePageSetUpForDialIn Formats the string passed to an inside pager
when a person calls into the Vocera hunt group or
DID number.

The default value is %N;%X.

%N refers to the pager number Vocera will call
(the value entered in the Pager Number field of
the user profile or address book entry).

%X refers to the call-back number the user enters
when prompted by the Genie.

Administrators will not typically need to modify
this default value.

The following figures show how these properties can be used.

The first figure shows the flow of events that occur when a badge user pages

someone whose pager number is outside the Vocera system. This example uses

the default value of the TelOutsidePageSetUp property.
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Figure 36. Paging an outside number

The next figure shows the flow of events that occur when a badge user pages

someone whose pager number is inside the Vocera system. In this example, the

value of TelInsidePageSetUp has been changed to meet the following criteria:

• The organization’s telephony system requires a user to dial 64 to get to the

trunk.

• Users want pagers to display only the 4-digit extension of the Vocera hunt

number, not the full ten-digit number. For example, if the Vocera hunt

number is 408-790-4170, the pager should display 4170.

• The paging system uses an asterisk to indicate a call-back number.
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Figure 37. Paging an inside number
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 Users and Groups

The following topics describe how to work with users and groups:

• Setting Up Users and Groups on page 233

Describes how to set up users and groups in the Vocera database after you

install the Vocera server.

• Managing User Profiles on page 243

Describes user profiles. In addition to a user’s name and contact information,

the profile stores preferences, such as which Genie persona will prompt the

user and whether warning tones will be played when the badge is out of

range of the wireless network,.

• Working with Groups on page 253

Describes what you can do with groups. In Vocera, groups are more than just

collections of users—they are powerful, flexible sets that provide different

features to different members of your organization.

• Working with Permissions on page 265

Describes how permissions control the ability of users to issue certain

commands or to perform specific operations.

• Using the Address Book on page 269

Describes the Vocera address book, a convenient way for badge users to

contact places and people who are not badge users. For example, if people in

your organization frequently need to contact local businesses, you can enter

the business names and nicknames in the address book.

• User Console Overview on page 275

Gives an overview of the User Console, a browser-based application that

allows users to customize their personal information and some of the settings

in their user profiles.
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 Setting Up Users and Groups

After you install Vocera software and configure badges, you must set up profiles

for users, groups, and (optionally) sites in the Vocera database. Depending

on how you set them up, these profiles can either limit or enhance Vocera’s

flexibility.

The following topics describe how to use the Administration Console and other

tools to manage profiles for users, groups, and sites:

• Setting Up Profiles on page 233

• Completing the Configuration on page 236

• Testing the Configuration on page 239

Setting Up Profiles

Vocera supports the following profile types:

• A user profile determines who can log in and use a badge

• A group profile provides a way for users to communicate based on

roles, allows you to direct call traffic based on roles, and specifies a set of

role-based permissions

• A site profile associates users and groups with specific physical locations.

Although you can use the Administration Console to enter profile data into

Vocera, it is faster and easier to load data directly from comma separated value

(CSV) files when you configure the database. Backup the database before

you import each CSV file so you can restore the database easily if the CSV file

introduces errors. You can then fix errors in the CSV file and import again.

Setting up profiles involves the following tasks:

• Collecting Site Data on page 234

• Collecting User Name Data on page 234

• Collecting Group Data on page 235
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Collecting Site Data

If you are deploying a single Vocera server to support multiple sites, your site

configuration is very important. Each site that you define contains its own users,

groups, locations, and address book entries.

You can set up all your users and groups in the Global site, then transfer them

to individual sites later when you define them. It may be more convenient,

however, to define your sites in advance and assign users and groups to their

appropriate home sites.

Note: Do not configure site settings if your installation has only one physical

location—by default, data is associated with the Global site. Similarly, do not

configure site settings if you have a multi-server deployment. See Working

with Sites on page 303 for more information about sites.

Collecting User Name Data

The speech recognition component of the Vocera system requires that users

be addressed by their first and last names in commands to the Genie. The

recognition engine works by matching the spoken name utterances to the first

and last name entries that are registered in the Vocera database. It is therefore

essential that the user data you load into the database accurately reflect these

first and last names.

A person’s formal name may differ from that person’s spoken name, which

is the name other users say to refer to that person in practice. For example,

people often go by their middle names in place of their first names. Be wary of

formal name lists printed directly from employee databases. Name lists obtained

in this way should be checked by an employee supervisor, for example. When

loading the Vocera database, use the spoken first and last names rather than

the formal ones.

If a user goes by more than one name, specify one or more Alternate Spoken

Names for that user. Alternate Spoken Names can also be useful when the

pronunciation of the first or last name is uncommon or of non-English origin.

For example, a user named John Vignes who pronounces his name in the

French way will require an Alternate Spoken Name along the lines of John

Veenya.
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If two users have the same or very similar first and last names, provide a way to

distinguish between them. For example, you could make these users members

of different department groups or specify an Identifying Phrase for each of

them. If you specify the department, a caller can contact a badge user by saying

a combination of the user’s name and department, such as “Call John in Tech

Support” or “Call John Smith in Tech Support”.

Department groups are more powerful and versatile than identifying phrases.

Departments are especially useful when a caller knows the first name and

department, but not the last name, of other people in the organization.

Name conflicts can also arise when users have different names with identical

or very similar pronunciations (“Gene Doe” and “Jeanne Dough,” or “Tom

McNamara” and “Tom MacNamara,” for example). The voice recognition

engine will not be able to distinguish between these names when the users try

to log in. Often, only one form of the name will be recognized. For example, if

Jeanne Dough tries to log in, she may find that the system always recognizes

her as “Gene Doe.” In such cases, a nickname or a variation on either the first

or last name must be registered.

Important: Communicate nicknames or variations to all users of the system.

Collecting Group Data

Groups are more than just collections of users—they are powerful, flexible sets

that provide many different features:

• To the administrator, groups provide a streamlined method of administering

user permissions based on their roles.

• To the badge user, groups provide a way to communicate with other users

based on their roles.

• To the organization itself, groups provide a way to direct and forward call

traffic based on user roles.

When you collect group data, think about the various functions that groups

serve so you can set them up appropriately. See Working with Groups on

page 253 for complete information.

Create two separate lists for groups:

• A list of the group names

• A list of the users who are members in each group
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Setting Up Users and Groups

Setting up Vocera users and groups involves research at the customer site,

interviews with users and managers, and data entry in the Administration

Console. This section summarizes the procedure.

To set up users and groups:

1. Work with users or managers to make a list of the department names

that are most commonly used. Record the names that are actually spoken,

not the official names (for example, “Tech Support” instead of “Technical

Support”). This list will help you determine the groups that you need and

help you name them appropriately.

See Working with Groups on page 253.

2. Collect the user name data.

Collect official names, spoken names, nicknames, phone numbers, and

other information that you need to populate the database.

See Collecting User Name Data on page 234 and Managing User

Profiles on page 243

3. Collect the group data.

Create two separate lists for groups: a list of group names and a list of the

members of each group. See Collecting Group Data on page 235 and

the “Working with Groups” chapter.

4. Enter the user, group, and group member data into the following

spreadsheet templates, then save them in CSV format:

• users-template.xls

• groups-template.xls

• members-template.xls

See Importing Data on page 338.

5. Load the data from the spreadsheets into Vocera.

See Importing Data on page 338.

Completing the Configuration

After you set up users and groups, a few configuration tasks remain:

• Specify permissions
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Permissions define whether users can issue certain commands or to perform

specific operations. You assign Vocera permissions to groups of users—you

do not assign permissions to individuals, and you do not override permissions

on an individual basis.

• Specify settings that apply to the entire Vocera system

• Define locations and assign them to access points

• Configure email settings

• Schedule automatic backups

• Record name prompts for the groups and locations

Use the badge to record name prompts for groups and locations. Perform the

other configuration tasks in the Administration Console.

To complete the group configuration:

1. Log in to the Administration Console.

The default user ID/password is Administrator/admin.

2. Configure the default permissions that all users will have:

• If you are supporting multiple sites, assign permissions to the Everyone

Everywhere group.

• If you are not supporting multiple sites, assign permissions to the

Everyone group for the Global site.

See Default Permissions on page 266 for more information.

3. Assign permissions to the groups you have created.

Users accumulate permissions from every group they belong to. If necessary,

you can also use membership in groups to revoke specific permissions.

See Accumulating Permissions on page 266 for more information.

4. Specify global settings for the Vocera system.

See System Settings on page 334 for more information.

5. Define location names and neighbors in either of the following ways:

• Specify the names directly in the Administration Console.

See Working with Locations on page 309 for more information.

• Enter the names in a spreadsheet, then import Vocera data in a CSV file.

See Importing Data on page 338 for more information.

The location names you choose should be meaningful to users who use the

“Locate” command on the badge.
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6. Take a walking tour to assign access points to the locations.

See Working with Locations on page 309 for more information.

7. Configure SMTP settings for incoming and outgoing email.

See Email Setup on page 349 for more information.

8. Schedule automatic system backups to occur at designated times and days,

and a maximum number of backup files to maintain.

See Backing Up and Restoring Data on page 337 for more

information.

To record names for sites, groups, and locations:

1. Log in to the Administration Console.

The default user ID/password is Administrator/admin.

2. Click the Users button on the navigation bar.

The Add, Edit, and Delete Users page appears and displays a list of users.

3. Press the Call button on a badge. When the Genie greets you and asks you

to say your first and last name, log in as any user.

4. Click Sites in the Administration Console navigation bar.

The Sites page displays a list of sites.

5. Using the list of sites as a reference, record a name prompt for each site

with the badge.

6. Click Groups in the Administration Console navigation bar.

The Groups page displays a list of groups.

7. Using the list of groups as a reference, record a name prompt for each

group with the badge.

For example, press the Call button on the badge and say “Record name for

Technical Support.”

8. Click Locations in the Administration Console navigation bar.

The Locations page displays a list of locations.

9. Using the list of locations as a reference, record a name prompt for each

location with the badge.

For example, press the Call button on the badge and say “Record name for

Front Lobby.”
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Testing the Configuration

After you complete the system configuration, use the badge to test the

configuration:

• Check user and group name recognition

• Send messages for users and groups

• Back up the complete system configuration

To test the configuration:

1. Log in to the Administration Console.

The default user ID/password is Administrator/admin.

2. Click the Users button on the navigation bar.

The Add, Edit, and Delete Users page appears and displays a list of users.

3. Press the Call button on a badge. When the Genie greets you and asks you

to say your first and last name, log in as any user.

4. Perform the following tasks for each user to check the system’s name

recognition:

• Issue a command from the badge that names that user.

For example, say “Call John Smith.”

• Issue a command from the badge for each alternative spoken names.

For example, say “Play Messages from Johnny Smith”.

• Issue a command from the badge that names the user and the

department.

For example, say “Call Lin in Tech Support”.

• Test the identifying phrase, if you have defined one.

For example, say “Call John Smith on the third floor”.

Make a list of the names that the system fails to recognize, or confuses with

some other name.

5. Click the Groups button on the navigation bar to see the list of groups.

The Add, Edit, and Delete Groups page appears and displays a list of

groups.

6. Use the badge to check the system’s name recognition for each group, as

follows:

• Test the group name

• Test the group member name-singular
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• Test the group member name-plural

• Test the alternative group name

Make a list of the names that the system fails to recognize, or confuses with

some other name.

7. If the system failed to identify any user or group names, use the

Administration Console to make sure the name is spelled correctly.

• If the name is not a common English name or seems difficult to

pronounce, try adding a phonetic spelling as a variant. For example,

you might spell Bauer as “Bower”. The variant should be added as an

alternate spoken name.

• If the name is consistently interpreted as another name in the database,

it may be that the two names are too close for the recognition engine to

differentiate between them reliably.

To see if this is the problem, temporarily alter the second name through

the Users page of the Administration Console so it does not conflict, and

then try the problem name again. If the problem name is now recognized

consistently, the names were too close for the speech recognition engine.

Otherwise, the system is just having difficulty with your pronunciation of

the name.

• If the names are too close, differentiate them by requiring that one of

the users be called by the first name and department, first name and last

initial, by a nickname, or an identifying phrase. Communicate any such

changes to all users.

• If the system is having trouble with the pronunciation, and supplying

a phonetic spelling as an alternate spoken name does not help, it

may mean that a custom dictionary entry is required. Contact Vocera

Customer Support (support@vocera.com).

8. If necessary, use the badge to check the system’s name recognition for each

site. For example, say “Connect to Santa Cruz”, then say “Call Maya Shui”.

To send messages to users and groups:

1. Log in to the Administration Console.

The default user ID/password is Administrator/admin.

2. Click the Users button on the navigation bar.

The Add, Edit, and Delete Users page appears and displays a list of users.

3. Press the Call button on a badge. When the Genie greets you and asks you

to say your first and last name, log in as any user.
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4. Use the badge to send a message to individual users.

For example, say “Send a message to Randy Cochran”.

5. Log in as the message recipient and make sure the message was recorded

properly.

For example, log in as the recipient and say, “Play messages”.

6. Use the badge to send a message to a group.

For example, say “Send a message to Tech Support”.

7. Log in as a group member and make sure the message was recorded

properly.

For example, log in as a group member and say, “Play messages”.

To back up the system configuration:

1. Log in to the Administration Console.

The default user ID/password is Administrator/admin.

2. Click the Maintenance button on the navigation bar.

The Backup page appears.

3. Click the Backup button.

Vocera displays a dialog box indicating that your data is being backed up,

then prompts you when the back up is complete.

4. Click OK to close the dialog box.

See Backing Up and Restoring Data on page 337 for complete

information.
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 Managing User Profiles

Adding new users to the system and updating information for existing users are

two primary tasks of a Vocera system administrator. When you add a user (or

when a user self-registers), the Vocera system creates a profile for that user in

the Vocera server database.

You can use any of the following methods to add user profiles to the Vocera

system:

• To manage one user profile at a time, work with the Users page in the

Administrations Console.

• To save time when adding a large number of users, import them directly from

a CSV (comma separated value) file to the Vocera database.

• To allow users to add themselves via the User Console, see Allowing Users

to Register Themselves on page 248.

After a user has had some time to work with the badge, you may need to edit

the user's profile to add features that may be useful or remove features that the

user does not want. In addition to a user's name and contact information, the

profile stores user preferences, such as which Genie persona will prompt the

user, whether warning tones are played when the badge has a low battery, or

when the user has a new voice or text message.

The following topics describe how to manage user profiles:

• Before You Add Users on page 244

• Enabling Login/Logout Voice Commands on page 244

• Recording Name Prompts for a User on page 245

• About Users and Telephone Numbers on page 246

• Managing the Inner Circle on page 247

• Allowing Users to Register Themselves on page 248

• About Temporary Users on page 249

• Removing User Profiles on page 251
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Before You Add Users

Complete the following tasks before you add users to the system:

1. If necessary, create individual sites so you can select them when you create

each new user.

Create individual sites only if you one Vocera server supports users at

multiple physical locations. Otherwise, leave the Site field blank and Vocera

will assign the user to the Global site automatically.

2. Create departments and other groups so you can select them when you

create each new user.

3. Develop a systematic method for assigning a unique login name to each

user. Users enter their own login names to access the User Console, and

they enter the login names of other users to send an email message from a

mail client to a badge.

When you enter names into the system, use the character set of the locale.

For example, Celine would not be pronounced the same way in French as

Céline. It may therefore be necessary to add alternate spoken names (for

example, "Sailine") or new dictionary entries.

One possible strategy for assigning login names is to make them the same

as existing email addresses, but without the domain reference. For example,

if a user's email address is zrohina@yourcompany.com, the login name

could be zrohina.

Another possibility is to combine the initial of the first name and the full last

name of a user to create a login name. For example, if a user's name is zami

rohina, the login name could be zrohina.

You can use any combination of alphanumeric values to create a

login name. Pure alphabetic values are typically easier for users to

remember. However, in certain situations, you may need to use numeric or

alphanumeric values for login names.

For example, Vocera uses the login name as a PIN to uniquely identify users

to a nurse call management system. if you are integrating Vocera with a

nurse call management system that requires numeric or alphanumeric PINs,

you can provide these values as user login names.

Enabling Login/Logout Voice Commands

Voice commands for logging in and out from a badge are enabled and disabled

via the Preferences page of the System screen in the Administration Console.
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The commands work like this:

• If no one is currently logged in when you power up a badge, the badge

prompts you to say or spell your first and last name the first time you press

the call button.

The system logs you in when you respond to this prompt. The screen of the

badge then displays your name, and your user profile is updated to reflect the

Badge ID (MAC address) of that badge.

If voiceprints are enabled, the Genie may ask you to repeat your first and

last name or to recite a series of digits as part of the login procedure. If the

system does not recognize your voice, it does not allow you to log in.

• If you are already logged in to a badge, the screen displays your name. If you

press the Call button and say “Log out,” the system removes you as an active

user and deletes the Badge ID from your user profile. The screen on your

badge then displays “Logged Out.”

If users share badges, you should enable Login/Logout Voice Commands.

If each user is permanently assigned a badge, you may wish to disable

Login/Logout Voice Commands. In this case, you must manually set the

Badge ID for each user in the Edit User dialog box on the Users page of the

Administration Console.

Recording Name Prompts for a User

If you record a name for a user, the recorded name is played when the Genie

needs to say the user's name; for example, when the user logs in, when the

Genie confirms a call to the user, and when a call is announced.

If a user does not have a recorded name, the Vocera server uses its

text-to-speech software to announce the user's name. Your system can process

only a certain number of text-to-speech operations at one time. To ensure that

users do not experience delays, you may want to record users' names as you

add the individuals to the system. You can then encourage the new users to

record their names in their own voices when it is convenient for them.

To record a name prompt for a user:

1. Log in with a badge.

2. Press the Call button, wait for the Genie to answer, and then say, “Record a

name for user's name.” (For example, “Record a name for Mary Hill.”)

The Genie will prompt you to record variations of the user's proper name.
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Note: If multiple sites, users, groups, locations, and address book entries

have the same name or alternate spoken name, you can record a name

prompt for only one of them.

About Users and Telephone Numbers

If your site has the telephony integration option enabled, entering telephone

numbers for users provides a wide range of connectivity between the badge,

on- and off-site telephones, and pagers.

You can provide any of the following telephone numbers when you add users

to the Vocera system:

Table 38. Vocera telephone number fields

Telephone Number Description

Desk phone or
extension

Allows a user to forward or transfer calls from a badge to a
desk phone.

In addition, outside callers can connect to a user's badge
by entering the user's desk extension at the Vocera Genie
prompt, instead of saying the user's name.

Finally, this number also allows a user who pages anyone
from a badge to receive the return phone call on the badge.

You can also use the Dynamic Extension feature, introduced
in version 4.0 of Vocera, to assign desk phone numbers or
extensions to users. This feature is useful when badge users
do not have physical desk phones but still need to supply a
call-back number when paging someone. See Configuring
Dynamic Extensions on page 196 for more information.

Cell phone Allows a user to forward calls from a badge to a mobile
phone.

Home phone Allows a user to forward calls from a badge to a home
phone. It also allows a user to take advantage of the “Call
My House” address book entry.

Pager Allows a user to receive calls on a pager from other badge
users who issue the “Page” voice command.

If you do not enter values for these numbers, the Genie informs users who try

to access these features that the number is not available.

You must set permissions to allow users to forward calls to telephones and to

allow users to have toll or toll-free pager numbers.
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Managing the Inner Circle

In Vocera, the inner circle refers to a small set of names that an individual user

is most likely to contact. The inner circle improves speech recognition because

users are statistically more likely to contact that small set of names than they are

to contact names outside that set. Each user has his or her own inner circle that

may include the names of other users, groups, and address book entries.

For example, the Genie may have trouble distinguishing between the

phonetically similar commands “Call Phil Rains” and “Call Phil Ray.” If Phil Rains

is in the inner circle of a user who issues this Call command, the Genie gives

preference to the “Call Phil Rains” interpretation. Similarly, if Phil Ray is in the

inner circle of another user, the Genie gives preference to the “Call Phil Ray”

interpretation for that user.

Users can continue to contact parties outside their inner circle. When users

want to contact someone outside their inner circle whose name is phonetically

similar to someone in their inner circle, they can spell the name, use a

department to qualify it, or use an alternate spoken name.

For example, if a user wants to contact Levon Crowder, but the phonetically

similar name Lee von Krauder is in the inner circle, the user can give preference

to the intended interpretation by spelling the name (Call C-R-O-W-D-E-R) or

referencing a department (Call Levon Crowder in Pediatrics) in the command.

The following topics describe how to manage the inner circle:

• Enabling the Inner Circle on page 247

• Adding Members to the Inner Circle on page 247

• Removing Members from the Inner Circle on page 248

Enabling the Inner Circle

Vocera enables the inner circle functionality by default. You can change this

system preference in the Inner Circle section of the Preferences page of the

System screen in the Administration Console. Additional settings in that section

specify whether to include department members automatically and whether to

maintain inner circle membership through automatic adaptation.

Adding Members to the Inner Circle

Each user's buddies (private address book entries that a user can reference in

voice commands) are always included in the user's inner circle. In addition, you

can use any combination of the following techniques to add members to a

user's inner circle:
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• Automatic adaptation

A system preference specifies whether to include a name in the inner circle

when the name is recognized in a voice command. For example, if a user

issues the command “Call Amy Wong,” and Amy Wong is not already in the

Inner Circle, the Genie prompts the use to confirm the name, then adds it to

the Inner Circle. If Amy Wong is already a member of that user's inner circle,

the Genie connects the call immediately without prompting.

• Department configuration

A system preference specifies whether to include the names of a user's fellow

department members in that user's inner circle data. For example, if a user is

in the Tech Support department, you can specify to automatically include all

members of Tech Support in that user's inner circle.

• Explicit configuration

You can use the Administration Console to add the names of users, groups,

and address book entries to any user's inner circle explicitly. Users can also

maintain membership through the User Console.

Removing Members from the Inner Circle

You cannot remove a user's buddies from the inner circle. You can remove any

other members as follows:

• Enable aging to clean up inner circle members that have been added through

automatic adaptation when they have not been mentioned in a voice

command recently. You can specify the number of days that elapse before

aging occurs and the time of day when aging removes the members.

You can also use the Administration Console to remove members that were

added through automatic adaptation.

• Turn off the system preference to remove all department members. You

cannot remove department members individually.

• Use the Administration Console to remove members that were explicitly

added. Users can also add and remove members through the User Console.

Allowing Users to Register Themselves

When you check Self Registration in the Preferences page of the System tab in

the Administration Console, people can use the User Console to add themselves

to the Vocera system. Each person who registers is given one of the available

user licenses.
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To allow users to register themselves:

1. Specify permissions for the “Everyone” group and the defaults that you

want to assign to all users. After users register, they can change their

announcement settings and other options.

2. Enable Self Registration on the Preferences page. To do this, click System

in the navigation bar, click the Preferences tab, and then check Self

Registration.

3. Assign the login names yourself. To make login names more predictable, it

is best to give users the login names you want them to have, rather than

allow them to create login names themselves.

4. Give new badge users the User Console URL, and tell them to click the

Register button.

The User Console URL is http://vocera_machine_name/console/index.jsp,

where vocera_machine_name is the name or IP address of the Vocera server.

5. Tell users that all names they enter in the User Console must begin with a

letter or digit. They must contain only letters, digits, spaces, apostrophes ('),

underscores (_), or dashes (-). No other characters are allowed.

About Temporary Users

A temporary Vocera user is a user account that expires at the first system sweep

that occurs following a date that you specify. When a temporary user account

expires, Vocera deletes all information about the user from the database, and

the user can no longer log in. See Sweep on page 335.

Because unnecessary user accounts increase the size of the speech recognition

space significantly, you should always delete them. Temporary users simplify

maintenance because Vocera automatically deletes them when they are no

longer necessary. See The Dynamic Grammar on page 280 for complete

information about how user accounts increase the size of the recognition space.

Use the Add/Edit User dialog box to create a temporary user. See the

Administration Console help or the Vocera Administration Console Reference

for more information.
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Generic User Profiles

A generic user profile is a user name that you add to the Vocera database with

a person's role instead of with the person’s first and last name. For example,

the names "Temp Nurse One" and "Manager on Call" are both generic profiles

if they are configured as users. Multiple people typically use a generic user

profile to log in at different times, instead of only a single person.

Generic user profiles hinder or defeat the following Vocera features:

• Inner circle

The inner circle improves speech recognition by giving preference to the

small set of names that an individual user is statistically most likely to contact.

Vocera automatically adds names to a specific user’s inner circle as they are

called. When multiple people use a generic profile, Vocera populates the

inner circle with all the different names they call. Because different people

call different users, the inner circle grows too large and gets the wrong set of

names for each of the individuals using the generic profile.

• Personal messages

Users cannot leave personal messages for an individual who is using a generic

profile. Anyone using the profile can listen to the message and delete it.

• Learned names and commands

Individual users can train the Genie to recognize the way they say names and

commands. When multiple users share a single profile, the system learns the

way one person speaks, but the other users will have bad speech recognition

and may be unable to place basic calls.

• Asset management

When a badge is lost, the Vocera Report Server helps you find it by

identifying the last user that logged in with it. When the most recent user is

a generic profile, you cannot determine which person last used the missing

badge.

• Call by name

You cannot call a person with a generic profile by name, locate that person,

or even find out if he or she is on site.
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Vocera recommends that you avoid creating generic user profiles because they

interfere with basic badge usage and unintentionally cause user confusion.

Instead, set up roles as groups, use first and last names to configure user

profiles, and then assign users to a role by adding them to the appropriate

group. Individual badge users then have access to all Vocera features, and

callers can find them by using either their names or roles.

Removing User Profiles

A Vocera system may be licensed for a certain number of users. For this

reason, when individuals no longer work for your company or institution, it is

important to delete their profiles from the system. Use the Users page of the

Administration Console to remove user profiles, as described in the Vocera

Administration Console Reference and the Administration Console's online

help.
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 Working with Groups

Vocera groups organize users into roles such as Floor Manager, Cashier, Nurse,

Cardiologist, Executive, and so forth. Groups provide different features to

different members of an organization:

• To the administrator, groups provide a streamlined way to manage user

permissions based on their roles.

• To the badge user, groups provide a way to communicate with users based

on their roles.

• To the organization itself, groups provide a way to direct and forward call

traffic based on user roles.

Group membership can change over time, and in some environments it can

change frequently. A user can be a member of multiple groups at the same

time. An administrator can add and remove group members either with

voice commands or through the Administration Console. Users can remove

themselves from groups, and if you enable the proper permission, they can add

themselves or other users to groups.

The following topics will help you work with Vocera groups:

• About Group Properties and Permissions on page 254

• About Groups and Sites on page 255

• Group Managers on page 255

• Groups with Temporary Membership on page 256

• About the Built-In “Everyone” Group on page 257

• About the “Operator” Group on page 258

• Recording a Name for a Group on page 258

• About Groups and Departments on page 259

• About Call Forwarding on page 261

• About Instant Conferences on page 262
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About Group Properties and Permissions

When you create or modify a group, you specify values for properties that

control the way the group behaves and the way users interact with it. Groups

provide a way to leave messages for many users at once (“Send a message to

Nurses Assistants”), or to call someone who fits a specific role (“Call a sales

person”), belongs to a certain department (“Call Accounts Receivable”), or has

some other skill or authority that the caller requires (“Call a manager”).

The following list summarizes the properties available in Vocera groups:

• Identification properties specify the group name and contact information.

• Speech recognition properties specify the names that users can speak to call a

group, and the names that the Genie can use to prompt users.

• Scheduling properties specify how calls are routed to members when users

call a group.

• Department properties determine whether a group is used as a department,

and optionally specify a telephony PIN or Cost Center ID for accounting

purposes.

• Membership properties define the set of users who are members in a group

and the order in which Vocera routes calls to them, if you specify the round

robin scheduling option.

• Forwarding properties determine the flow of calls from one group to another,

potentially through your entire organization.

• Permissions determine the ability of users to issue certain commands or

perform specific operations.

• Conference properties determine which users are in an instant “push-to-talk”

conference that simulates the behavior of a walkie-talkie.

In some situations, it is useful to include a group as a member of another

group. For example, in a health care environment, you may want the Nurse

group to include the Head Nurse and Charge Nurse groups. In this example,

Head Nurse and Charge Nurse are nested groups.

The permissions that you specify for a group flow down to the members of any

nested groups. For example, if the Communications group is nested within the

Marketing group, the members of Communications receive the permissions

that you specify for Marketing, unless you revoke a specific permission for

Communications.

While it is often beneficial to nest groups to establish permissions and call

flows, it is usually better to avoid nesting groups that are used as departments.
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About Groups and Sites

Groups are associated with a home site, which represents the home site where

the users in the group typically work. For example, cardiologists who work at

the Society Hill site could belong to a group called Cardiologists whose home

site was also Society Hill.

Members of a group do not have to belong to the same site, however. For

example, you could create an Anesthesiology group with members from

the Society Hill site, the West Philadelphia site, and the Old City site. In this

situation, you typically assign the Cardiology group to the Global site to indicate

that its members span multiple sites.

If you are not working in a multi-site deployment, you can associate all your

groups with the Global site.

Group Managers

Every group that you create can be managed by members of a different group.

For example, a member of the Charge Nurse group may need to manage the

Code Blue group in a hospital, or a member of the Head Cashier group may

need to manage the Cashier group in a retail store.

Members of a group with management capabilities can perform any of the

following tasks for the groups they manage:

• Change all of the basic information except the group name and the site.

The basic information includes alternate spoken names and other speech

recognition features, scheduling options, and the group phone extension.

• Specify whether to use the group as a department, enter a PIN for telephony,

and enter a cost center ID.

• Add and remove group members, change their order, and specify whether

the group has only temporary membership.

• Change the forwarding options.

• Specify a group whose members can add themselves to the managed group.

• Maintain the list of members in the associated conference group.
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Group managers use the User Console to change and review group capabilities.

Group managers who are also tiered administrators can use the Administration

Console to perform both group management and tiered administrator tasks.

Group managers do not have system administration permission. Only a system

administrator can create a group, delete it, or assign permissions to it. See

the Vocera User Console Guide or Tiered Administrators on page 326 for

additional information.

Members of a group with management capabilities can also use voice

commands to add and remove members from the managed group. For

example, a member of the Head Nurse group that manages the Code Blue

group could say “Add Lin Ma to Code Blue.”

See the Vocera User Guide for more information.

Groups with Temporary Membership

When the membership of a group is very dynamic, you may want to specify

that it contains only temporary members. For example, suppose a hospital

uses a Code Blue group to respond to patient emergencies. Membership in

this group changes with every shift, and membership also changes from day

to day—that is, users who are in Code Blue on Monday are not necessarily

members of the group on Tuesday.

Groups with such requirements can cause a maintenance problem, because

users typically forget to remove themselves from the group at the end of

their shifts. Temporary membership solves this problem, because Vocera

automatically removes users from the group when they log out, while leaving

them in the database. Users are not added into the group automatically when

they log back in.

To minimize maintenance, you typically specify a separate group of users who

can add themselves to the group with temporary membership. Users can then

add themselves to the temporary group at the beginning of their shifts, and

have Vocera remove them automatically at the end of the shift. For example,

you can specify that members of the Nurses group can add themselves to the

Code Blue group.



About the Built-In “Everyone” Group 

Working with Groups ··· 257

Check the Remove Users on Logout box on the Member page of the

Add/Edit Group dialog box to specify that membership in the group is

temporary. Use the Group of users permitted to add themselves to this

group field on the Permissions page of the same dialog box to specify a group

whose members can add themselves to the group with temporary members.

See the Administration Console help or the Vocera Administration Console

Reference for complete information.

Note:  Users are only removed from the group when they log out. Keep in mind

that users may place badges in the charger or simply leave the site without

logging out when their shifts end. To accommodate this behavior, consider

enabling the following options:

• The Auto Logout When Badge In Charger setting.

• The Enable Auto-Logout Period setting.

See the Administration Console help or the Vocera Administration Console

Reference for additional information.

About the Built-In “Everyone” Group

Vocera automatically creates and maintains a special group called Everyone for

each of your sites:

• If you have a single-site deployment, Vocera maintains the Everyone group

for the Global site.

• If you have a multi-site deployment, Vocera maintains a separate Everyone

group for each physical site as well as an Everyone group for the Global site.

Whenever you add a new site to the system, Vocera automatically creates an

Everyone group for that site. When you create or delete a user, Vocera adds

or removes that user from the appropriate Everyone group automatically. By

default, the Groups tab in the Administration Console displays an Everyone

group for each of your sites.

You cannot delete an Everyone group, add members to it, remove members

from it, or change the site it is associated with—only Vocera maintains these

features. You can, however, specify all the other properties for an Everyone

group, such as its call forwarding properties, its scheduling, and its permissions.

An Everyone group is a special group—the Vocera administrator creates and

deletes all other groups through the Administration Console.
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The order of names in a group affects the group scheduling properties, which

determine how calls are routed. Because Vocera automatically adds new users

to the end of the Everyone group, you may want to manually rearrange this

order to optimize scheduling.

The Everyone group determines the default set of permissions for the users at

its site.

The “Everyone Everywhere” Group

Vocera also creates an Everyone Everywhere group when you complete

your installation or upgrade. Each Everyone group is a member of Everyone

Everywhere.

Like an Everyone group, Vocera automatically maintains membership in

Everyone Everywhere, but you can specify all other properties for it. Unlike

the Everyone group, there is only one Everyone Everywhere group, and it is

associated with the Global site.

The Everyone Everywhere group determines the default set of permissions

for users across all sites.

About the “Operator” Group

You can optionally create a group named Operator and populate it with

members—either groups or users—who are always available, such as store

operators or the front desk.

Vocera provides quick access to an Operator group for callers who dial the

Vocera hunt group or DID number. If a caller enters 0 (for Operator) when

prompted by the Genie, Vocera directs the call to the Operator group. If you

specify a forwarding number for the Operator group, you can redirect the call

if no group member is available. For example, you can forward calls to the 0

extension on your PBX.

Recording a Name for a Group

When the Genie interacts with users, it often speaks the name of a group.

For example, the Genie speaks the name of a group or the singular member

name when it prompts users who call the group to leave a message for group

members. The Genie can synthesize name prompts for a group. However, if you

record name prompts yourself, the Genie can use them to provide more natural

sounding speech and to avoid mispronunciations.
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Note: If multiple sites, users, groups, locations, and address book entries have

the same name or alternate spoken name, you can record a name prompt for

only one of them.

To record a name for a group:

1. Log in on a badge as a user with system administration privileges or as

a member of a group with management permission for this group. See

Group Managers on page 255 and Permissions for Administrators

on page 268 for details.

2. Press the Call button, wait for the Genie to answer, and then say, “Record a

name for group name.” (For example, “Record a name for Nursing.”)

The Genie will prompt you to record variations of the group name.

About Groups and Departments

A department group, also called a department, is a group that corresponds to

a department within the organization using the Vocera system. By designating

a group as a department, you provide accounting features and speech

recognition enhancements that are not available to other Vocera groups.

For example, suppose the Midtown Medical Center has units such as Radiology

and Pediatrics. If your Vocera configuration has corresponding groups, it makes

sense to designate those groups as departments. Users at Midtown Medical

Center can then take advantage of the extended accounting and speech

recognition features of these Vocera departments.

To help you identify a department group, Vocera displays an asterisk (*) next to

its name throughout the Administration Console.

Department Membership

In Vocera, department membership determines the following features:

• Inner circle membership.

• How users can be referenced in voice commands.

• PINs for telephony access.

• The cost center ID.

• The data set used by many of the reports created by the optional Vocera

Report Server.

In general, departments provide the greatest benefit when you:

• Do not nest department groups.
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Vocera treats nested departments systematically, as explained below, but

users who do not understand that system may perceive unexpected results.

For example, users may be uncertain about which Vocera department they

are in, who is in their inner circle, and which sets of people should show up in

various reports created by the Vocera Report Server.

• Create relatively small departments.

By default, department membership helps determine inner circle membership

that is used for speech recognition. The inner circle is most useful when it is

small.

Size is a relative concept, however. For example, if 100 members are in a

user’s inner circle, and the database contains only 500 users, the inner circle

will not be very effective. However, an inner circle of that size could be very

effective with a 5000-user database.

If you do need to create nested departments, Vocera determines department

membership as follows:

• Immediate members of a department group are always members of that

department.

• When a department group contains other groups, the members of the nested

groups are members of the nearest department above them, unless the

nested group itself is a department.

For example, suppose Pediatrics is a department group that contains the

Pediatric Nurses group, and suppose Maddie Hall is an immediate member of

Pediatric Nurses.

• If Pediatric Nurses is also a department group, Maddie is a member of the

Pediatric Nurses department, but not the Pediatrics department.

• If Pediatric Nurses is not a department group, Maddie is a member of the

Pediatrics department.

Make sure you consider any unintentional side-effects if you create nested

department groups.

Departments and Accounting

Implementing Vocera departments optionally allows an organization to

distribute system usage and telephony costs among different divisions:

• A telephony PIN authorizes members of a Vocera department to make phone

calls and allows an organization to charge departments for those calls.
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• A Cost Center ID enables Vocera to track system usage by department and

potentially allows an organization to charge its departments for relative

usage.

Departments and the Inner Circle

In Vocera, the inner circle refers to a small set of names that an individual user

is most likely to contact. Vocera automatically favors members of a user’s inner

circle when the Genie is unsure of a name referenced in a voice command. The

inner circle improves speech recognition because users are statistically more

likely to contact that small set of names than they are to contact names outside

that set. Each user has his or her own inner circle.

You can optionally configure the Vocera server to include department members

in each user’s inner circle automatically.

Departments and Voice Commands

Departments are a convenient way to let badge users contact each other with

voice commands. When a caller specifies a department in a voice command,

Vocera can:

• Differentiate among users with the same first and last names.

For example, if your organization has two individuals named John Smith, a

user can issue the voice command “Call John Smith in Tech Support.”

• Identify a badge user when the caller knows the first name and department,

but not the last name, of other people in the organization.

For example, a caller can issue the voice command “Call John in Tech

Support.”

In addition to departments, you can also use identifying phrases to differentiate

among users. However, departments are usually easier to set up than identifying

names, and more natural for users to work with.

About Call Forwarding

The groups you set up determine the call forwarding that is possible within your

organization. When you create or modify a group, you can specify any of the

following call forwarding options:

• No forwarding

• Forward to another badge, group, or address book entry

• Forward to another number
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The forwarding option you choose determines the action Vocera takes when no

member of a group is available to receive a call.

For example, suppose a call—either an internal call from a badge, or an external

call, when telephony is enabled—is directed to the Plumbing group in a retail

store. If no one in the Plumbing group is available, you may want to forward

the call to the Hardware group. Similarly, if no one in Hardware is available, you

may want to forward the call to a general group that is always available, such as

Customer Support.

Do not confuse the call forwarding options you can specify for a group with

the call forwarding options an individual user can specify. Call forwarding for a

group determines the call flow through an entire organization; call forwarding

for an individual user is more of a courtesy or convenience.

Call forwarding for a group occurs only when a call is directed to a group (“Call

Plumbing”), not to one of its members (“Call Roberta Verdi”). If Roberta Verdi is

a member of Plumbing, calls that are placed directly to her are not forwarded to

Hardware—her own calls are forwarded according to the options she specifies

through voice commands or the User Console. Similarly, when a call is placed to

a group, the group properties determine where the call is forwarded, and the

forwarding options specified by individual users are ignored.

You can indirectly configure Vocera to forward a group’s calls to a pager. For

example, you may have a “Doctor on call” group that frequently needs calls

forwarded to a pager. In this situation, create an address book entry for the

pager, and forward the groups calls to the address book entry.

About Instant Conferences

The conference feature provides badges with “push-to-talk” communication

that simulates the behavior of a walkie-talkie. Users in a conference can

instantly communicate with others in the same conference by pressing and

holding the Call button—they don’t have to wait for speech recognition or

Genie interactions.

The Vocera System Software supports a practically unlimited number of

conferences. Many conferences can be active at the same time, with different

users in each one. Users within the same conference can interact with one

another.

Every group has a conference associated with it. For example, if your site

has groups called Managers and Cashiers, users automatically have access

to conferences with those names. Although users can be in multiple groups

simultaneously, each user can be in only one conference at any time.



About Instant Conferences 

Working with Groups ··· 263

Users do not need to be group members to use a conference; however, they

need the Conference permission to enter or leave a conference. Users can

issue voice commands or access the User Console to enter or leave conferences.

You can use the Administration Console to assign users to conferences. Group

managers can also maintain the user list for the conferences associated with

their groups.
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 Working with Permissions

Permissions control the ability of users to issue certain commands or to perform

specific operations. For example, you can allow certain users to make toll calls,

but prevent other users from doing so.

For ease of use and flexibility, you assign Vocera permissions to groups of

users—you do not assign permissions to individuals, and you do not override

permissions on an individual basis. When you add or edit a group, the

Permissions page in the Groups screen of the Administration Console lets you

manage the permissions that you grant or deny to the members of that group.

Because you specify permissions at the group level, you can associate a

permission with a role, rather than an individual user. For example, suppose

you want the floor manager who is working at any given time to have the

Record Name Prompts for Another User permission. You can create a group

called Manager On Duty and grant the group that permission. Then the current

floor manager will always have the Record Name Prompts for Another User

permission, regardless of who that user is.

For a complete description of each permission, see “Permissions Reference”

in the Administration Console’s online help or in the Vocera Administration

Console Reference.

This chapter presents the following topics:

• Accumulating Permissions on page 266

• Default Permissions on page 266

• Revoking Permissions on page 267

• Permissions for Administrators on page 268
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Accumulating Permissions

The complete set of permissions available to any single user is the total list

of permissions granted to all the groups of which he or she is a member. For

example, suppose the Staff group grants the Call Internal Numbers and the

Call Toll-Free Numbers permissions and the Manager group grants the Call Toll

Numbers permission. If a user is a member of both Staff and Manager, that user

has the Call Internal Numbers, Call Toll-Free Numbers, and Call Toll Numbers

permissions.

Table 39. Permissions for Staff and Manager groups

Permission Staff Manager Staff & Manager

Call Internal Numbers Yes  Yes

Call Toll-Free
Numbers

Yes  Yes

Call Toll Numbers  Yes Yes

Changes to permissions take effect immediately. For example, if you edit the

Manager group to grant the Have VIP Status permission, everyone in the

Manager group immediately gains that permission. You do not need to apply

the permission or require users to log in again.

Default Permissions

Because the Everyone Everywhere group includes every user on the system,

this group establishes the default permissions for all your Vocera users. For

example, suppose you want to grant every user across all sites certain basic

permissions, such as Call Internal Numbers and Call Toll-Free Numbers. You

can specify these permissions in the Everyone Everywhere group, then grant

additional permissions by providing membership in additional groups.

Similarly, an Everyone group establishes a set of default permissions for the

specific site it is associated with. For example, suppose you want to grant

all sites the Call Internal Numbers and Call Toll-Free Numbers permissions,

but grant only the North Beach site the Call Toll Numbers permission. Grant

Everyone Everywhere the Call Internal Numbers and Call Toll-Free Numbers

permissions, then grant the North Beach Everyone group the Call Toll Numbers

permission.
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If your Vocera deployment does not implement multiple sites, you can ignore

the Everyone Everywhere group and set default permissions in the Global

Everyone group.

Permissions for the “Everyone” Group

When you first install or upgrade Vocera, you have only a single Everyone

group—the one associated with the Global site. The permissions you assign

to this Global Everyone group act as a template and provide an initial set of

permissions for successive site-specific Everyone groups.

For example, suppose the Global Everyone group has the Record your

Voiceprint and Erase your Voiceprint permissions. When you create the North

Beach site, Vocera automatically creates an Everyone group for North Beach

and gives it the Record your Voiceprint and Erase your Voiceprint permissions.

You can change the initial set of permissions that new Everyone groups

acquire to enforce different policies at different sites. The permissions of the

Global Everyone group act only as a convenient template, providing an initial

set of permissions for the site-specific Everyone groups that follow.

Do not confuse the permissions template provided by the Global Everyone

group with the permissions users inherit from the Everyone group for their

site. Users do not inherit permissions from the Global Everyone group; they

inherit permissions from their site-specific Everyone groups.

See About the Built-In “Everyone” Group on page 257 for more

information.

Revoking Permissions

The Revoke button cancels a permission that a user would otherwise have by

virtue of membership in another group. You can revoke a permission to ensure

that a group of users does not have a specific permission, even if membership

in another group grants that permission.

For example, if your site issues courtesy badges to visitors, you can use Revoke

to make sure that visitors do not have certain Vocera permissions. Suppose

the Everyone group grants the Call Toll Numbers permission. Because Vocera

automatically adds all users to the Everyone group, visitors are also granted that

permission automatically.



 Permissions for Administrators

268 ··· Vocera Configuration Guide

To disable this permission for visitors, you can create the Guest group, then

revoke the permission for Call Toll Numbers in it. When you add all visitors with

courtesy badges to the Guest group, they will have all the permissions granted

by membership in Everybody except Call Toll Numbers, which is revoked by

membership in Guest.

Permissions for Administrators

Vocera provides a special permission for system administrators that

automatically grants every other permission and overrides any revoked

permission. In addition, Vocera provides a range of permissions for tiered

administrators, granting different levels of access to administrative features. See

System and Tiered Administrators on page 324.



Using the Address Book ··· 269

 Using the Address Book

The address book is a convenient way for badge users to contact places and

people who are not badge users. For example, if people in your organization

frequently need to contact local businesses, you can enter the business names

and nicknames in the address book. Then, getting a price quotation from

Northwestern Hardware can be as simple as using the badge to say “Call

Northwestern.”

The distinction between whether a name is maintained in the address book or

in the directory is usually transparent to badge users. In either situation, badge

users can simply say “Call Michelle Spangler” to reach the person to whom

they want to speak.

Address book entries are available to anyone who has access to the Vocera

system; they do not require permissions. For example, a user does not need the

Call Toll Numbers permission to call an address book entry that you define with

a toll phone number.

Incoming phone calls from outside the Vocera system that reach the Genie

prompt (“Please say the name of the group or person you want to reach”) can

ask for an address book entry also.

Using Voice Commands with Address Book Entries

Badge users can issue the following voice commands with address book entries:

• Call

• Conference

• Forward

• Invite

• Learn

• Send Email

• Send a Page
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• Transfer

• Unlearn

Recording a Name for an Address Book Entry

The Genie speaks the name of address book entries when interacting with

users. For example, the Genie speaks the name of a person or place in the

address book when confirming a call that a user makes to an address book

entry.

The Genie can synthesize name prompts for an address book entry. However,

if you record name prompts yourself, the Genie can use them to provide more

natural sounding speech and to avoid mispronunciations.

To record a name for an address book entry:

1. Log in with a badge as a user with system administration privileges. See

Permissions for Administrators on page 268 for details.

2. Press the Call button, wait for the Genie to answer, and then say, “Record a

name for person or place name.” (For example, “Record a name for Poison

Control.”)

The Genie will prompt you to record the name.

Note: If multiple sites, users, groups, locations, and address book entries

have the same name or alternate spoken name, you can record a name

prompt for only one of them.

The Address Book for the Global Site

If you have multiple sites, you can use the address book associated with the

Global site to store contact information for people and places that users from all

sites need to access.

The address book associated with the Global site is equally accessible to all

users, regardless of the physical site they are working at. That is, if an entry is in

the global address book, users at any site can access it by name only—they do

not have to specify the site name.

For example, suppose all the sites in your organization frequently place orders

from a wholesaler outside the company. Because the wholesaler is not within

the Vocera system, you should place its contact information in an address

book; in addition, because users at any site may need to call the wholesaler, its

information belongs in the address book for the Global site.
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In this situation, any user can call the wholesaler by saying “Call Spangler

Supplies”. If Spangler Supplies were associated with a site-specific address book

such as San Jose, users outside San Jose would have to say, “Call Spangler

Supplies in San Jose”.

See About the Global Site on page 305.

Sample Address Book Entries

Dialing macros let you create certain address book entries that are not possible

otherwise. This section shows you how to use the address book to take

advantage of these dialing macros. It also provides examples of some other

address book entries that you may want to implement.

Calling Home

You can use the built-in dialing macros to create a single address book entry

that any badge user can access to call home.

Vocera interprets the %H dialing macro in this example as the value you

provided in the Home Phone field on the User Information page of the Add

User dialog box. A user can also enter or change the Home Phone value in the

User Console.

To create an address book entry for home:

1. Click the Address Book tab in the navigation bar.

The Add, Edit, and Delete Entries page appears.

2. Click the Add New Entry button.

The Add New Entry dialog box appears.

3. Check Place in the Entry Type section.

4. Enter a name such as My House in the Name field. Make sure you use at

least two words in the name for optimal speech recognition.

Do not use the name “My Home” for this address book entry. Badge users

can issue the command “Forward calls to my home phone” to forward

calls when they are off-site. If users instead accidentally forward calls to the

address book entry called “My Home”, other badge users who call them

will experience unexpected results. Users should not forward calls to an

address book entry that evaluates to the %H macro.

5. Enter %H in the Phone field.

6. Click Save to close the dialog box and save the entry.
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When a user issues the voice command “Call My House,” Vocera automatically

dials the specific user’s home phone number.

Forwarding Calls to a Pager

Vocera does not allow users or groups to forward calls directly to a pager,

because callers do not typically expect that behavior. Sending a page usually

implies a sense of urgency or importance, and callers would be surprised

if Vocera automatically forwarded a less critical call to a pager without

opportunity for intervention.

However, some sites may have specific situations that warrant forwarding

calls to a pager. For example, suppose you have a "Doctor on call" group that

frequently needs calls forwarded to a pager. In this situation, you can set up an

address book entry for the pager itself, and then forward the group's calls to

this address book entry.

You cannot simply enter a phone number in the Pager field of an address book

entry to achieve this effect. Supplying a value in the Pager field allows a user to

issue the "Send a Page" voice command—it does not permit forwarding.

The rest of this section shows you how to use the built-in dialing macros to

create an address book entry that permits indirect forwarding. Set the group

properties to forward calls to this address book entry; when the recipient

returns the call, it is connected directly to the original caller’s badge.

Note:  Use the technique in this section only if a group or a user at your

site needs to forward a call to a pager. To allow ordinary badge-to-pager

interactions, enter a pager number directly in the user profile and in the

address book entry. See the Vocera Administration Console Reference or the

Administration Console online help.

To forward calls to a pager:

1. Click the Address Book tab in the navigation bar.

The Add, Edit, and Delete Entries page appears.

2. Click the Add New Entry button.

The Add New Entry dialog box appears.

3. Check Place in the Entry Type section.

4. Enter a name such as Doctor on Call Pager in the Name field.

5. In the Phone field, enter the following values in this order:

• A Q to indicate that the value in this field is a literal.

• The access code that is needed for an outside line.
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• The long distance access code, if necessary.

• The area code, if necessary.

• The phone number of the pager.

• A semicolon to separate the pager number from the numbers the pager

will display.

The semicolon causes Vocera to pause until the pager is ready to receive

the numbers to display.

• The Vocera hunt group dialing macro (%V).

• The desk phone dialing macro (%D).

• Any special characters, such as the # character, that the pager requires to

end the sequence.

For example, if the pager’s number is (408) 555-1313, and it is a toll call,

enter the following value in the Phone field (assuming the access code for

an outside line is 9 and the access code for long distance is 1):

Q 9, 1-(408) 555-1313 ; %V %D #

Note:  Do not use a comma when you are connecting to a digital PBX. The

comma character is not recognized by a digital PBX, and it may prevent a

connection if it occurs after the access code.

6. Click Save to close the dialog box and save the entry.

When the Doctor on Call group forwards a call to this address book entry,

Vocera dials the pager number, pauses briefly, and then passes the pager the

hunt group number and the desk extension of the user who called. The pager

displays the hunt group number and the desk extension. If the caller does not

have a desk extension, the pager displays only the hunt group number.

The pager's owner returns the call by dialing the hunt group number and then

entering the badge user's desk extension at the hunt group Genie prompt.

Vocera then automatically connects the return call to the user's badge.

Vocera interprets the %V dialing macro in this example as the value you

provided in the Vocera Hunt Group Number field on the Basic Info page of

the Telephony tab. Vocera interprets the %D dialing macro as the value you

provided in the Desk Phone or Extension field on the User Information page

of the Add User dialog box when you set up the user. A user can also enter or

edit this value in the User Console.



 Night-Bell Pickup

274 ··· Vocera Configuration Guide

Night-Bell Pickup

If your PBX uses a special code for after-hours pickup, create an address book

entry for a place—for example, call it Night Bell or After Hours—and enter

the code in the Phone field. See Working with Phone Numbers on page 190

for information about the characters you can enter in the Phone field.
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 User Console Overview

The User Console is a browser-based application that enables users to display

and edit profile information and settings stored on the Vocera server. The User

Console provides additional capabilities, such as the ability to create buddies,

forward calls, send text messages to badge users, and manage groups. Users

can log in to the User Console from any computer that meets the criteria

specified in Administration and User Console Requirements on page 36.

This chapter presents the following topics:

• Logging In to the User Console on page 275

• Granting Access to the User Console on page 276

To learn more about the User Console, see the Vocera User Console Guide. You

can also log in to the User Console and click the  button on any page.

Logging In to the User Console

As the system administrator, you can log in to the User Console as any user on

the system and change the settings for that user.

To log in to the User Console:

1. Open an Internet Explorer browser window.

2. Enter the following URL to open the User Console:

http:// vocera_machine_name /console/index.jsp

where vocera_machine_name is the name or IP address of the Vocera server.

3. In the Login Name field, enter the login name of the user whose settings

you want to change.

4. In the Password field, enter the Administrator Password.

5. Click Log In. The User Console displays the Personal Information page of

the user whose login name you used.
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Granting Access to the User Console

To allow a user to access the User Console:

1. Give the user the login name and password that you entered in the user’s

profile. As an alternative, you can enable Self Registration (see Allowing

Users to Register Themselves on page 248), which allows users to enter

this information themselves.

2. Tell the user to open an Internet Explorer browser window and enter the

User Console URL:

http:// vocera_machine_name /console/index.jsp

where vocera_machine_name is the name or IP address of the Vocera server.
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 Speech Recognition

The following topics describe Vocera features and settings that control speech

recognition:

• Troubleshooting Speech Recognition on page 279

Describes techniques that administrators can use to resolve speech

recognition problems.

• Voiceprint Authentication on page 297

Describes how to use voiceprint authentication as implemented by Vocera.

Voiceprint authentication verifies the identity of a badge user by the sound of

his or her voice.
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 Troubleshooting Speech Recognition

This section explains the basics of the system grammar and describes techniques

for resolving speech recognition problems.

• About Speech Recognition on page 279

• Using Departments to Improve Speech Recognition on page 284

• Using Alternate Spoken Names on page 285

• Buttons-Only Answering on page 286

• Recording Utterances on page 286.

• Specifying Fixed-Length Numbers on page 293

• Speech Recognition Tips for Badge Users on page 293

About Speech Recognition

When a user issues a verbal command to the Genie or responds to a question

the Genie asks, Vocera attempts to process the utterance by finding a match in

the recognition space. The recognition space has the following components:

• A static grammar, which includes commands such as "Call" and "Broadcast"

as well as possible responses such as "Yes" and "No", digits such as "One"

and "Two", and so forth. The static grammar is installed by Vocera and

cannot be changed by a customer.

• A dynamic grammar, which includes all the spoken names a user can possibly

utter. The dynamic grammar includes the names of users, groups, sites,

locations, address book entries, and all their possible alternates, such as

spellings of user names and the singular and plural names of groups.

Each site has its own dynamic grammar. It is completely determined by values

that you enter in the database.

• A personal grammar, which includes the buddies of an individual user, as well

as any personal learned names, learned commands, and voiceprints.

Each user has his or her own personal grammar.
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The recognition space varies according to the user issuing the command and

the site the user is calling. That is, because each site has its own grammar, and

each user has a personal grammar, the actual recognition space is likely to be

slightly different for any individual making a call.

The Dynamic Grammar

The dynamic grammar is the largest component of the recognition space. The

dynamic grammar is always considerably larger than the total number of users,

groups, sites, locations, and address book entries, because it also includes all

the possible alternates. In some situations, you explicitly add alternate names

yourself, such as when you enter the plural name of a group. In other cases, the

system itself automatically adds them, such as the spellings of a user name.

For example, each user you enter in the system adds a minimum of four spoken

names to the dynamic grammar, and possibly as many as thirteen names, as

follows:

• The user name itself (Call Patrick Curtis)

• The spelling of the user's first name (Call P-A-T-R-I-C-K)

• The spelling of the user's last name (Call C-U-R-T-I-S)

• The spelling of the user's combined first and last names (Call

P-A-T-R-I-C-K-C-U-R-T-I-S)

• The first name, last name, and department, if the associated field on the

System|Preferences page is selected (Call Patrick Curtis in Managers)

• The first name and department, if the associated field on the

System|Preferences page is selected (Call Patrick in Managers)

• The three alternate spoken names on the Speech Recognition page of the

Add/Edit User dialog, if specified (Call Pat Curtis)

• The spellings of each of the alternate spoken names, if specified (Call

P-A-T-C-U-R-T-I-S)

• The identifying phrase on the Speech Recognition page of the Add/Edit User

dialog, if specified (Call Patrick Curtis in the basement)

Similarly, groups, sites, locations, and address book entries can all potentially

have alternate names. The following table summarizes the impact of each

database entry on the recognition space:
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Table 40. Spoken names for dynamic grammar entries

Database Entry Minimum
Spoken Names

Maximum
Spoken Names

Empty System 12 N/A

User 4 13

Group 3 6

Site 8 9

Location 2 4

Address Book Entry (Person) 4 11

Address Book Entry (Place) 2 9

Site Grammars

As mentioned in About Speech Recognition on page 279, partitioning

a deployment into sites improves speech recognition, because each site has

its own dynamic grammar, which is the largest component of the recognition

space.

When a badge user speaks a command, Vocera attempts to process it by

combining the dynamic grammar of a single site with several smaller grammars.

Specifically, Vocera searches the following grammars while processing a badge

user utterance:

• Either of the following dynamic grammars:

• The dynamic grammar of the caller's current site

• The dynamic grammar of the site the caller explicitly connects to

• The Global site grammar

• The static grammar

• The badge user's personal grammar

Vocera always includes the static grammar, the grammar of the Global site,

and the badge user's personal grammar while processing voice commands.

However, Vocera includes the dynamic grammar of only a single site, not the

grammars of every site, while processing the command.
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For example, suppose the Central Pacific Resort deployment has two

sites—Carmel and Monterey—in addition to the Global site. If a badge user in

Carmel issues the command, "Call Adda Turner", Vocera uses the following

grammars to process it:

Figure 38. Grammars used at the Carmel site

Contacting a badge user at a remote site is a two-step process. For example,

suppose the Carmel user in the previous example wants to call Adda Turner, but

Adda's home site is Monterey. The user needs to speak two commands to place

this call:

1. Connect to Monterey.

2. Call Adda Turner.

Vocera searches the dynamic grammar of the Carmel site—the current site of

the user placing the call—to process the first command. After receiving the

"Connect to" command, however, Vocera searches the dynamic grammar of

the Monterey site, as shown in the following illustration:
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Figure 39. Grammars used after connecting to the Monterey site

When a person places a telephone call to the hunt group number or the DID

number of the Vocera system, the telephony Genie prompts the caller to say

the name of the person or group, or enter an extension. Vocera processes the

caller's response to the telephony Genie as follows:

• If the site is not sharing a telephony server, Vocera searches the Global site

grammar and the grammar of the telephony server's site.

• If the site is sharing a telephony server and the caller spoke a response,

Vocera searches the combined grammars of the Global site and any sites

associated with the line that the call arrived on.

• If the site is sharing a telephony server and the caller entered a touch-tone

response, Vocera searches the combined databases of the Global site and

every site that shares the telephony server.

See Shared Telephony and Incoming Calls on page 200 and Working with

Sites on page 303 for additional information.

Spoken Name Count

The spoken name count is the total number of items in the dynamic grammar.

Vocera displays the following spoken name counts:
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• The spoken name count for a site is the total number of names in the

dynamic grammar of that site. This count appears in the Spoken Name

Count field on the Add/Edit Site page.

• The spoken name count for the system is the total number of names in the

dynamic grammars of all the sites in the system. This count appears in the

Spoken Name Count field on the System|License Info page.

Because the dynamic grammar is both the largest component of the recognition

space and also the component administrators can control, it is important to

monitor the spoken name count. As the spoken name count grows:

• The load on the system increases. A large recognition space requires greater

processing power to search efficiently.

• The likelihood of mis-recognized speech increases. A large recognition space

is more likely to contain similar sounding names.

Using Departments to Improve Speech Recognition

A department group, also called a department, is a group that corresponds to a

department within the organization using the Vocera system. Departments are

a convenient way to let badge users contact each other with voice commands.

When a caller specifies a department in a voice command, Vocera can:

• Differentiate among users with the same first and last names.

For example, if your organization has two individuals named John Smith, a

user can issue the voice command “Call John Smith in Tech Support.”

• Identify a badge user when the caller knows the first name and department,

but not the last name, of other people in the organization.

For example, a caller can issue the voice command “Call John in Tech

Support.”

You can optionally configure the Vocera server to include department members

in each user’s inner circle automatically. The inner circle improves speech

recognition because users are statistically more likely to contact that small set of

names than they are to contact names outside that set. Each user has his or her

own inner circle.

See About Groups and Departments on page 259 for more information
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Using Alternate Spoken Names

When a user asks the Genie to contact a person or place in the address book

(“Call Poison Control”), the speech recognition software in Vocera tries to

match the spoken name to a name in a user profile or an address book entry.

People may not always use the name that you entered, however, or they may

pronounce it in a way that the Vocera system does not recognize. For example,

you may identify an address book entry as “Easton Medical Clinic,” but users

may refer to it as “The medical clinic.”

Several pages in the Administration Console provide fields where you can enter

data that can help you prevent speech recognition problems in these situations.

For example, when you add or edit a user profile or an address book entry, you

can enter data in the Alternate Spoken Names and Identifying Phrase fields.

Alternate Spoken Names Fields

Use the Alternate Spoken Names field to provide alternative names, phonetic

spellings, or additional identifying information so the speech recognition

software can recognize variations of a name:

• If users refer to a person or place in various ways, enter each variation in a

different field.

For example, enter Bob Jones and Rob Jones in addition to Robert Jones.

Similarly, enter a nickname that the person or place is known by, such as Skip

Jones.

The names you provide must start with a letter or digit. They must contain

only letters, digits, spaces, apostrophes ('), underscores (_), or dashes (-). No

other characters are allowed.

• If people use an acronym or initials to refer to an address book entry, provide

them as a series of letters separated by spaces.

For example, if users refer to Easton Medical Clinic as EMC, enter E M C.

Similarly, enter A C Hoyle for A.C. Hoyle.

• If a name has an unusual or confusing pronunciation, enter a name that is

spelled as it is pronounced.

For example, if the system does not recognize the name Jodie Dougherty, you

could enter Jodie Dockerty.

• If users refer to a person by his or her title, provide the full spelling of the

title.

For example, enter Doctor Shostak instead of Dr. Shostak.
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Identifying Phrase Fields

Use the Identifying Phrase field to enter a description that distinguishes a

person or place from another with the same name.

For example, if there are two users named Mary Hill on the system, but one is

on the third floor and the other is on the first floor, you might enter Mary Hill

in the Main Cafeteria as the Identifying Phrase for one user and Mary Hill in the

North Wing Cafeteria for the other.

As a result, when callers asks for Mary Hill, the Genie prompts them, “Do you

mean Mary Hill in the Main Cafeteria?” If the caller says “no,” the Genie then

prompts, “Do you mean Mary Hill in the North Wing Cafeteria?”

Vocera can also use departments to differentiate among users with the same

names. Departments are usually easier to set up and use than identifying

phrases, but are applicable only if the users belong to different departments.

Buttons-Only Answering

By default, Vocera allows users to accept and reject calls with either voice

commands or buttons. In some situations, background noise can cause poor

speech recognition, resulting in the Genie repeatedly saying "I'm sorry, I didn't

understand". In other situations, background noise can cause the Genie to

prematurely accept or reject calls without user input.

In high-noise environments, you can optionally require users to accept and

reject incoming calls by pressing the Call or DND/Hold button. To specify

this option, check the Accept Calls Using Button Only setting on the

Defaults|Miscellaneous page of the Administration Console. Selecting this

feature disables the use of "Yes" and "No" voice commands to accept and

reject incoming calls.

By default, this feature is disabled. Enabling it establishes a new system-wide

default and may require re-training. Users can optionally override this default, if

you allow it. See System Defaults on page 333.

Recording Utterances

Vocera lets you selectively record the spoken utterances of individuals when

they interact with the Genie. You can use these recorded utterances to help

identify and resolve speech recognition problems.

Vocera lets you record utterances during the following Genie interactions:

• Interactions that logged-in users have with the Genie.
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See Recording Badge User Utterances on page 288.

• Interactions that users have with the Genie while trying to log in.

See Recording Login Utterances on page 291.

• Interactions that telephone callers have with the hunt-group Genie.

Recording Telephone System Utterances on page 291.

Important: Vocera records only the utterances individuals make while

interacting with the Genie, not the utterances they make during personal

interactions with other individuals.

Vocera creates a directory named \call-log at the root of the drive where the

Vocera server is installed, creates subdirectories for the year, month, and day,

then records utterances in subdirectories under this structure. Each subdirectory

under the day represents a single Genie session.

The directory path looks similar to the following:

\call-log\2004\06June\09\10-39-22-vserver-2-1983-Barb_Miller

This sample directory path contains the following information to help you

identify the call:

Table 41. Call log directory path fragments

Directory Path
Fragment

Description

\call-log The main directory for utterances at the root of the Vocera
drive.

\2004 The subdirectory for the year.

\06June The subdirectory for the month, as follows:

• The month in numeric format

• The name of the month

\09 The subdirectory for the day.

\10-39-22 The time of the Genie session, as follows:

• The hour, in 24-hour format

• The minute

• The second

vserver The host name of the Vocera server.
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Directory Path
Fragment

Description

2-1983 Speech port information for internal Vocera purposes.

Barb_Miller Information to identify the individual, as follows:

• If the Genie interaction is with a user who is logged in, you
see the first and last names of the user from the user profile
you created in the Administration Console.

• If the Genie interaction is with an individual who is trying to
log in, you see nothing here.

• If the Genie interaction is with a person outside the Vocera
system who dialled the hunt group or DID number, you see
the word PHONE.

Each Genie session subdirectory contains .WAV files for the user utterances and

a log file. The log file contains information that Vocera can use to troubleshoot

problems. However, the .WAV files frequently reveal information you can use to

troubleshoot speech recognition problems.

Note: Recording utterances can potentially create a very large subdirectory

structure on the Vocera server. Vocera will continue recording until you

stop it or until one gigabyte of free space remains on the drive (the

default threshold set as the value of TestFreeDiskRecordUtterances in

\vocera\server\properties.txt). Use utterance recording selectively.

Recording Badge User Utterances

When users are in a group that has the Record Utterances permission, Vocera

records all the utterances they make during Genie interactions and saves them

as audio files in the .WAV format. You can then listen to the .WAV files to

determine the problems specific users have, such as speaking the wrong forms

of commands, mispronouncing user and group names, holding the badge while

speaking, and so on.

You should record the utterances only of the specific individuals who are having

voice recognition problems, not all the users in an existing group. Create a

special group that is only used for troubleshooting voice recognition issues and

assign it the Record Utterances permission. You can then add users who have

voice recognition problems to this group. After you solve the problems these

users have, remove them from the group so you don’t continue to record them.
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For example, you can create a group called Voice Recognition and assign

it the Record Utterances permission. When users report voice recognition

problems, add them to the Voice Recognition group. Whenever users in the

Voice Recognition group issue a command or respond to a Genie prompt,

Vocera records their spoken utterances.

Here are some problems you can typically resolve by listening to the .WAV files

in the Genie utterance subdirectories:

Table 42. Troubleshooting recorded utterances of badge users

Symptom Possible Cause Solution

You hear puffing,
breathing, or distorted
sounds while user is
speaking.

The badge is too close
to the user’s mouth,
possibly because the
user is holding it instead
of wearing it.

Make sure the user wears the
badge with an attachment
that keeps it 6-8 inches from
the chin.

You hear muffled
sounding speech.

The user is holding the
badge and covering the
microphone.

Make sure the user wears the
badge with an attachment
that keeps it 6-8 inches from
the chin.

You hear distant
sounding speech.

The badge is too far
away from the user’s
mouth.

Make sure the user wears the
badge with an attachment
that keeps it 6-8 inches from
the chin.

You hear incorrect
forms of commands or
keywords that Vocera
does not recognize.

The user does not
remember the exact
form of the command.

Retrain the user with the
correct commands.

Distribute supplementary
learning material, such as the
Vocera User Guide, the Vocera
Quick Reference Guide, or the
Vocera Command Poster.

You hear incorrect user
and group names.

The user does not
remember or know
the exact name of the
person he or she is
calling.

Show the user how to call
other users with the first
name and department.

See About Groups and
Departments on page 259
for information about
creating departments. See the
section called “Calling with
Department Names” in the
Vocera User Guide.
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Symptom Possible Cause Solution

You hear
mispronounced user
and group names.

The user cannot say the
exact name of the user
or group accurately, or
the user has an accent
that Vocera cannot
understand.

Show the user how to train
the Genie to recognize his or
her own voice. See the section
called “Training the Genie” in
the Vocera User Guide.

You hear very rapid
speech or unusual
pauses in the
utterances.

The user has forgotten
introductory badge
training or has not
received it.

Retrain the user. Remind the
user to speak clearly and with
an even cadence for optimal
speech recognition.

You hear clipped words
at the beginning of a
command or reply.

The user starts issuing
a command or replying
before the Genie is
finished speaking.

Retrain the user. Remind the
user to wait for the Genie
to finish speaking before
replying.

When the Genie is speaking,
the badge is transmitting. If
the user interrupts the Genie,
the badge is not yet ready to
receive, and the beginning of
the user utterance is clipped.

You hear talking after
the command or reply is
finished.

The user is not pausing
at the end of a
command or reply,
but is possibly trying
to speak before the
badge connection has
been established, or
speaking to someone
in a conversation
unrelated to the badge
command.

Retrain the user. Remind the
user to pause briefly after
issuing a command or reply.

The Genie uses a pause at the
end of a command or reply
as a cue that the command
is complete. Continuing to
speak effectively creates a
lengthy command that the
Genie cannot interpret.

You hear dropouts or
choppy sounding voice.

Network problems. Make sure the access point
coverage is adequate for voice
in the location where the
problem occurred.

Make sure the DTIM value of
access points on the badge
subnet is set to 1. See the
Vocera Infrastructure Planning
Guide.
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Recording Login Utterances

Before users log in, they don’t have Vocera permissions. Consequently, you

cannot use the Record Utterances permission to capture speech recognition

problems that occur during login interactions.

To troubleshoot these login problems, you can optionally record all the

utterances users make when they interact with the Genie’s login prompts.

Vocera records these utterances in the subdirectory structure described in

Recording Utterances on page 286.

To record login utterances:

1. Open the \vocera\server\properties.txt file in a text editor.

2. Search for the following property:

TestRecordLoginUtterances

3. Set the value of the property to True.

4. Restart the Vocera server.

You must restart the Vocera server before changes you make in the

properties.txt file take effect.

You can resolve many login problems by listening to the .WAV files in the

Genie utterance subdirectories. These problems are the same as the problems

that appear for logged in users. See the table in Recording Badge User

Utterances on page 288 for information on how to troubleshoot these

problems.

Make sure you record utterances only while you are trying to troubleshoot login

issues; otherwise, the subdirectory structure of recorded utterances will grow

extremely large. Set the value of TestRecordLoginUtterances back to false as

soon as you are done troubleshooting.

Recording Telephone System Utterances

Telephone callers outside the Vocera system can place calls to user’s badges by

dialing the Vocera hunt group number (in an analog telephony integration) or

DID number (in a digital telephony integration). These callers hear the Genie

prompt, “Say the full name of the person or group you want to reach or enter

an extension.”

To troubleshoot problems with the telephony interface, you can optionally

record all the utterances phone callers make when they interact with the Genie

at the hunt group or DID number. Vocera records these utterances in the

subdirectory structure described in Recording Utterances on page 286.
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To record phone system utterances:

1. Open the \vocera\server\properties.txt file in a text editor.

2. Search for the following property:

TestRecordPhoneUtterances

3. Set the value of the property to True.

4. Restart the Vocera server to make changes in properties.txt take effect.

Here are some problems specific to telephony that you can typically resolve by

listening to the .WAV files in the Genie utterance subdirectories:

Table 43. Troubleshooting recorded utterances of phone users

Symptom Possible Cause Solution

You hear dropouts in
the utterances.

Network problems
between the Telephony
server and the Vocera
server, if they are
running on separate
computers.

Work with the IT administrator
to confirm the network
connection is functioning
properly.

You hear static or
distortion.

The trunk line coming
into the PBX from
outside has problems.

If you hear static or distortion
on all calls coming into the
PBX from outside—not just
calls into the hunt group or
DID number—you may be
experiencing problems in the
trunk line. Notify the PBX
administrator of the situation.

You hear distant
sounding speech.

A speaker phone is
too far away from the
caller or a cell phone
is breaking up. An
inadequate volume level
is set in the PBX.

If you notice low levels on
only some outside calls, the
phones placing these calls
may be at fault. If specific
callers regularly have these
problems, suggest that they
call in from a different phone.

If you notice low levels on
all outside calls, the PBX
volume may be at fault.
Compare volume of telephone
utterances to badge user
utterances. If telephone
utterances are distinctly
quieter, the PBX volume level
may be too low.
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Problems that appear in badge user utterances also appear in telephone system

utterances. For example, you may hear clipped speech from an individual

talking before the Genie is finished speaking.

Because individuals who call the hunt group or DID number are typically outside

the Vocera system, the training that solves these problems may not be possible.

If you can identify specific callers who regularly have these problems, suggest

the solutions described in Recording Badge User Utterances on page 288.

Make sure you record utterances only while you are trying to troubleshoot

telephony issues; otherwise, the subdirectory structure of recorded utterances

will grow extremely large. Set the value of TestRecordPhoneUtterances back

to false as soon as you are done troubleshooting.

Specifying Fixed-Length Numbers

Speech recognition problems can occur when people use the badge to send

and respond to pages from inside and outside lines. The following properties

specify the number of digits in fixed-length phone extensions and pager

numbers. Fixed-length numbers can improve speech recognition, because they

eliminate from the grammar all possibilities that are not of the specified length.

Table 44. Telephony properties for fixed-length numbers

Property Description

TelExtensionLength Specifies the number of digits in an extension.

The default value is 0, which means that a
variable length is accepted. A value of 1 through
7 specifies an extension of the given length.

TelPagerNumberLength Specifies the number of digits in an internal
pager system number.

The default value is 0, which means that a
variable length is accepted. A value of 1 through
7 specifies a pager number of the given length.
It can be used in conjunction with the Page
Number voice command (for example, “Page
number 1234”).

Speech Recognition Tips for Badge Users

Here are some things a badge user can do to improve speech recognition:

• Make sure the badge is close enough to your mouth.
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The microphone at the top of the badge must be directed toward your

mouth, and it should be no closer than 6 inches and no farther than 8 inches

(15 to 20 cm) away from your mouth.

• Wait for the Genie to finish speaking before giving a command or responding

to a prompt.

If you press the Call button and begin speaking immediately, your command

may not be recognized. You must wait for the Genie to greet you before you

give a command. (The Genie will say “Vocera” or will play a tone, or both,

depending on your badge settings.)

Sometimes, when the Genie gives a prompt that requires a “yes” or “no”

answer (for example, “Should I save that message?”), the Genie will

not “hear” you if you answer too quickly. Try waiting a moment before

answering. You can also press the Call button to answer “yes,” or press the

Hold/DND button to answer “no.”

• Speak a valid command in the proper format.

The Genie recognizes specific commands, and these must be in the format

verb-noun. Say the command first, and then give the details. Here are a few

examples:

“Call Jim Olsen.”

“Record a greeting.”

“Block all calls”

“Play old messages.”

• Train the Genie.

If you think the Genie doesn’t recognize a name or a command because of

the way you pronounce it, you can train the Genie to understand you.

To train the Genie, press the Call button, wait for the Genie to answer, and

then say “Learn name” or “Learn command.” You can also say “Learn group

name” or “Learn location name” to train the Genie for other names.

For detailed instructions, see “Training the Genie” in the Vocera User Guide.

• Use the Speak or Spell feature.

In addition to speaking the full name, you can spell either the first name, the

last name, or both names to contact users, groups, or address book entries.

For example, you can use any of the following commands to place a call to

the user or address book entry Jesse Hart:

• Call Jesse Hart



Speech Recognition Tips for Badge Users 

Troubleshooting Speech Recognition ··· 295

• Call J-E-S-S-E

• Call H-A-R-T

• Call J-E-S-S-E-H-A-R-T
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 Voiceprint Authentication

Voiceprint authentication verifies the identity of a badge user by the sound of

his or her voice. A voiceprint is analogous to a fingerprint in that it captures

biometric properties that distinguish one person from another. Voiceprints

encapsulate the physical characteristics of a person's vocal tract, as well as

certain characteristics of the person’s manner of speaking.

Vocera's use of voiceprints prevents a person from logging in under another

person's name. Potential impostors are thereby prevented from accessing

someone else's voice and text messages, or from issuing commands for

which they are not authorized. In addition, the system can be configured to

authenticate a user's voice when a “Play Messages” command is issued. This

check prevents an unauthorized user from playing voice messages on a badge

that was inadvertently left logged in by another user.

To set up voiceprint authentication, enter settings on two screens in the

Administration Console:

• Use the System screen to enable voiceprint authentication.

• Use the Groups screen to grant voiceprint-related permissions.

Voiceprint authentication requires that users first record their voiceprints in

a simple training session. A user can initiate a training session by issuing the

“Record Voiceprint” command. Alternatively, an administrator can configure

the system to initiate the session the next time a user logs in.

When a user has been enabled for authentication and has recorded a

voiceprint, the system challenges that user to recite some digits each time he or

she logs in. The system compares the user's voice with the recorded voiceprint.

If the comparison succeeds, the login is permitted; if it fails, the login is denied.

The digits are chosen randomly on each login session to thwart attacks in which

an impostor makes a clandestine recording of a user’s voice.

This chapter presents the following topics:

• Voiceprint Commands on page 298
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• Recommendations for Using Voiceprints on page 298

• Troubleshooting Voiceprints on page 299

Voiceprint Commands

The following voice commands are employed in conjunction with voiceprint

authentication. For a more detailed description of their use, see the User's

Guide:

• Record Voiceprint

• Erase Voiceprint

• Erase Voiceprint Of <User Name>

These commands are all conditioned upon enabling of the voiceprint

mechanism as described above, as well as the corresponding permissions.

Note: If users have already recorded a voiceprint, they cannot re-record the

voiceprint unless they also have the Erase Your Voiceprint permission.

Recommendations for Using Voiceprints

Leave voiceprints disabled until your users have gained familiarity with the rest

of the system. At that point, you can activate authentication from the User

Registration page of the System screen in the Administration Console.

If the users who require authentication fall into existing groups—for example,

the Doctors group and the Nurses group—you can set the necessary voiceprint

permissions as properties of Doctors and Nurses. If existing groups also include

users who do not require authentication, you may want to set up a special

group that includes only users who require authentication.

Important: Users must record voiceprints in a quiet environment.

Authentication accuracy degrades for voiceprints recorded in the presence of

noise.

Because authentication entails a certain degree of user inconvenience, you

should enable authentication only for those users who need it.

• If authentication is needed for only a few people in the organization, it is best

to leave Auto-Record Voiceprints disabled and instruct those few people to

record their voiceprints explicitly using the Record Voiceprint command.

• If, on the other hand, everyone will need to be authenticated, it may be

better to turn on Auto-Record to force users to record a voiceprint at the

time of their next login. The disadvantage of Auto-Record is that it may prove

distracting if it intrudes at an inopportune time.
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As an added security measure, you can prevent users from erasing or

re-recording their voiceprints. To do so, revoke the Erase Your Voiceprint

permission in groups that have authentication permissions. This action prevents

an impostor from picking up a logged-in badge and erasing or re-recording the

voiceprint of the user the badge is logged in as. An administrator with the Erase

Voiceprint of Another User permission can still erase voiceprints.

Important: After users have recorded their voiceprints, they should try logging

in and out several times to ensure that they can be properly authenticated.

Troubleshooting Voiceprints

Voiceprint authentication is generally less tolerant of noisy environments and

improper placement of the badge relative to the mouth than is command

recognition. The following are some suggestions that are known to improve

authentication accuracy. These suggestions apply both to recording a voiceprint

and to logging in:

• Avoid noisy environments

• Speak distinctly and somewhat more loudly than usual when reciting the

digits

• Do not hold the badge up to the mouth while speaking

• Do not walk while speaking

• If a headset is to be used for logging in, it must also be used for voiceprint

recording

Users should record their voiceprints in the same room as the one in which they

log in, and should try to speak using the same rhythm in both cases.

If a user is having trouble logging in, the problem is often that the voiceprint

was not recorded properly, or simply did not “take.” In such cases, erase

the voiceprint (allowing the user to log in) and have that user re-record it.

Occasionally, someone will be able to log in immediately after recording, but

may have trouble doing so at a later time (when his or her voice has changed

slightly). Once again, re-recording the voiceprint is recommended in these cases.

Voiceprints are not foolproof. It is normal for users to have to attempt to log in

more than once on occasion. Similarly, if two users sound very much like, one

may be able to impersonate the other.
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 Sites and Locations

The following topics describe features and settings for working with sites and

locations:

• Working with Sites on page 303

Describes how to use sites. In Vocera, a site is a distinct physical location that

shares a centralized Vocera server with one or more other physical locations.

• Working with Locations on page 309

Describes how to use locations, names of places to which you assign one or

more access points.
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 Working with Sites

In Vocera, a site is a logical division of a single Vocera database that

corresponds to a distinct physical location. When you create multiple sites,

you allow a centralized Vocera server or cluster to support multiple physical

locations whose users can all communicate with each other. You associate

users, groups, and other Vocera entries with specific sites to improve speech

recognition and to simplify data management.

Note:  You can also support multiple physical locations by using a separate,

independent Vocera server or cluster for each physical location. Because these

deployments do not utilize sites, badge users in different locations cannot call

each other directly—they must use the telephony interface to communicate.

Such deployments may be desirable in situations where a high-speed WAN link

between each location is not available.

For example, suppose your organization wants to provide badges to users in

three physical locations: New York, Philadelphia, and Washington. You can

support these users with either of the following deployments:

• A multi-site deployment, with one Vocera server or cluster and individual New

York, Philadelphia, and Washington sites.

This deployment utilizes sites and allows badge users to communicate directly

with each other.

• A multi-server deployment, with a separate Vocera server or cluster for each

physical location.

This deployment does not utilize sites or allow badge users to communicate

directly with each other. The Vocera Servers operate independently and are

not connected.

Use the Sites screen in the Administration Console to define and manage site

settings. When a site and the Vocera server are in different time zones, you can

use the Administration Console to specify a time zone for the site.
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Note: Do not configure site settings if your installation has only one physical

location—by default, all Vocera data is associated with a special site named

Global. Similarly, do not configure site settings if you have a multi-server

deployment.

If you are deploying one Vocera server to support multiple sites, site

configuration is very important. Each site that you define contains its own users,

groups, locations, and address book entries. You can set up all your users and

groups in the Global site, then transfer them to individual sites later when

you define them. It may be more convenient, however, to define your sites in

advance and assign users and groups to their appropriate home sites.

A multi-site deployment provides seamless badge connectivity across multiple

physical locations—users can communicate with other users, groups, and

address book entries at their local site as well as at any other site. If users roam

from site to site, the Vocera server knows which site they are visiting and can

direct calls to their badges at that site.

Groups, locations, and address book entries at different sites can have the same

name. For example, each site can have its own “Front Desk” or “Code Blue”

group, its own “Cafeteria” location, and its own address book entry for “The

Local Pharmacy”.

If you do not want to associate a user, group, or address book entry with

a specific site, you can assign it to the Global site—a virtual site that does

not represent any physical location. For example, you can set up a Global

Administrators group with members from each of the individual physical sites.

Note:  Partitioning a deployment into multiple sites improves speech

recognition. See Site Grammars on page 281 for complete information.

Site Terminology

Vocera uses the following terminology to refer to the sites at your installation:

• The home site is the usual physical site of a user, group, location, or address

book entry. See About the Home Site on page 305.

• The current site identifies the physical site where a user is currently located.

See About the Current Site on page 305.

• The Global site is a virtual site that does not correspond to any physical site.

You can assign users, groups, locations, or address book entries to the Global

site if you do not want to associate them with a physical site. See About the

Global Site on page 305.
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About the Home Site

Every user, group, location, and address book entry has a home site associated

with it. The home site represents a slightly different notion for each of these

entities:

Table 45. Home site for different Vocera entities

For this entity... The home site represents...

User The physical site where he or she typically works.

Group The physical site where its members typically work. The
members of a group may be from different home sites;
however, the group itself is still associated with a home site.

Location The physical site where its access point is installed.

Address book entry The physical site of the users who typically call it.

You can optionally specify a home site when you create one of these entities.

If you do not explicitly specify a home site, Vocera assigns one as described in

Using Site Filters on page 307. The home site of each user, group, location,

and address book entry appears in lists throughout the Administration Console

to help you identify the entity.

About the Current Site

Because users can roam from one physical location to another, their current site

may be different from their home site. The current site of a user is the physical

site where he or she is located at any given time. The current site of a location,

group, or access point is always the same as its home site.

In most situations, a user’s current site and home site are identical. A user’s

current site changes only when the user visits another physical site. You can

examine the current site of all users logged into the Vocera server by viewing

the Badge Status Monitor page, as described in Monitoring Badge Activity

on page 331.

About the Global Site

Every installation of the Vocera server has at least one site—the Global site.

Vocera automatically creates the Global site. You cannot create or delete the

Global site manually; however, you can perform any other maintenance to it.

For example, you can transfer users to and from the Global site, delete groups

in the Global site, and so forth.
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You can use the Global site in either of the following situations:

• If you do not implement multiple sites, Vocera automatically associates all

your entities with the Global site.

• if you do implement multiple sites, but you do not assign certain users,

groups, locations, or address book entries to a specific home site, Vocera

automatically assigns them to the Global site.

When you upgrade from a version of Vocera that did not include site support,

or when you load data with a .CSV file that does not specify site information,

Vocera automatically assigns all your entities to the Global site.

If you are not going to implement multiple sites, leave all your data assigned to

the Global site. If you are going to implement multiple sites, you can transfer

data from the Global site to one or more individual sites. See Transferring Site

Data on page 307.

Important: By default, every access point on your network is associated with

the Global site. If your deployment implements multiple sites, you must assign

a location name to each access point and associate each of these locations with

a site. Otherwise, the Vocera server always thinks that the Global site is your

current site.

Calling Between Sites

Users in a deployment with multiple sites can place their most common calls

as they always do. That is, to call a user who is at their current site, or to call a

user whose home site is the same as their current site, they can simply use their

normal voice commands.

However, calling users, groups, or address book entries at any arbitrary site is a

two-step process:

1. Explicitly connect to the home site or current site of the person you are

calling. For example:

Connect to Santa Cruz.

2. Issue a voice command as you normally do. For example:

Call April Buckley.

Similarly, logging in at a site you are visiting requires you to connect to your

home site first, if you left your badge at home or logged out when you

departed:

1. Press the Call button, then wait to hear the log-in prompt.

2. Connect to your home site. For example:
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Connect to Santa Cruz.

3. When you hear the next log-in prompt, log in by saying or spelling your

name as usual. For example:

April Buckley

If you did not log out before you left your previous site, your badge will roam

and automatically connect you to the site you are visiting.

Important:  The procedures for using voice commands with multiple sites

described in this section are new in version 4.0. Make sure you communicate

this information to your end users.

See the “Communicating with Multiple Sites” chapter in the Vocera User Guide

for complete information about using sites in voice commands.

Using Site Filters

Most pages in the Administration Console have a Site Filter field you can use

to specify whether to display the data for all sites or for one specific site. The

value that you specify in the Site Filter persists until you change it or log out of

the Administration Console.

The Site Filter determines the default site that a user, group, location, or

address book entry is assigned to during data entry. However, you can change

this default value during data entry.

Transferring Site Data

You can transfer any combination of users, groups, locations, and address book

entries from one site to another. For example, if your organization has closed

its New York office and is relocating some employees to the Philadelphia office,

you can transfer those users from the New York site to the Philadelphia site.

Similarly, if you have been working with a single site installation of Vocera and

are now expanding to support multiple sites, you can transfer your existing

users, groups, locations, and address book entries from the default Global site

to one of the new sites you are creating.

Vocera prevents you from transferring a group or location in the source site

that already has the same name as a group or location in the destination site.

Vocera transfers all the other entities you specified and then indicates that

errors occurred, as described later in this section.
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The home site of a group and the home sites of its members are not necessarily

the same. Consequently, transferring a group to a different site does not

automatically transfer its members.

Note: When you transfer users to a new site, the Badge Status Monitor

immediately displays their new site in the Current Site column, even if the

users are still physically located at the original site. When the users reboot their

badges, the Badge Status Monitor displays their new current site.

Recording a Name for a Site

When the Genie interacts with users, it often speaks the name of a site. The

Genie can synthesize the necessary name prompts. However, if you record name

prompts yourself, the Genie can use them to provide more natural-sounding

speech and to avoid mispronunciations.

To record a name for a site:

1. Log in with a badge as a user with system administration privileges. See

Permissions for Administrators on page 268 for details.

2. Press the Call button, wait for the Genie to answer, and then say, “Record a

name for site name.” (For example, “Record a name for Manhattan.”)

The Genie will prompt you to record the site name prompt.

Note: If multiple sites, users, groups, locations, and address book entries

have the same name or alternate spoken name, you can record a name

prompt for only one of them.

Emergency Broadcast Groups

You can optionally designate an existing group as the emergency broadcast

group for a site and populate it with members who can always respond quickly

in an emergency.

If an emergency broadcast group exists, a user can initiate an urgent broadcast

to it by clicking the Call button twice. Everyone in the group hears the caller

immediately—no speech recognition or Genie interactions are necessary.

Vocera 3.1 and earlier required you to use a group named "Panic" for

emergency broadcasts. You can now use the Add/Edit Site dialog box to

designate any group as the recipient of emergency broadcasts.

If a Panic group exists when you upgrade from version 3.x, Vocera automatically

makes it the emergency broadcast group. You can change this default at any

time.
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 Working with Locations

Locations are names of places to which you assign one or more access points.

When a badge connects to an access point, the Vocera server is able to report

the corresponding location. The location names also appear in the Badge Status

Monitor, replacing the MAC address of the access point.

The Locate, Where Is?, and Where Am I? voice commands allow users to

find the physical location of a particular user or member of a group. If you

configure locations for your system, the Genie can respond with information

about a user’s whereabouts (“Roswell Adams is near the First Floor Cafeteria,”

for example). If you do not configure locations, the Genie will answer with the

MAC address of the access point instead, which is not useful to most badge

users (“Lucy Crysek is near access point zero zero four zero nine six four five B D

four E,” for example).

Important: By default, every access point on your network is associated with

the Global site. If your deployment implements multiple sites, assign a location

name to each access point and associate each of these locations with a site.

Otherwise, the Vocera server always thinks that the Global site is your current

site.

To configure locations, it is important that you:

• Use a map of your facility to define the physical boundaries of your locations,

and note which access points fall within the boundaries of each.

• Enter location names in the Locations page of the Administration Console,

and choose neighbors for each location.

• Assign one of the pre-configured locations to each access point. You can do

this in the Administration Console, but the easiest way to assign locations is

to do a Walking Tour using the badge.
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After you create locations, you can define adjacent or nearby locations as

Neighbors. When a user issues a command to locate the nearest group

member, the Vocera server searches only the current location of the requester,

plus the locations you have defined as neighbors. Thus, the system uses

neighbors to determine who is nearest to a particular location.

However, the badge, like other wireless devices, does not always associate

with the access point that is physically closest. Depending upon building

construction, a badge can associate with an access point situated on a different

floor. The badge can only offer approximate user locations; consequently,

general location names may be more useful than specific ones.

Defining Locations

To define locations, use the Locations page in the Administration Console.

Before you begin, obtain a map of the facility and note where the access

points are installed. (This may already have been done as part of the site survey

performed before the Vocera system was installed.)

Based on the physical layout and access point coverage, you can draw

boundaries and assign location names to different areas of the facility. You

can then refer to this map when configuring locations in the Administration

Console.

Location information will be most accurate if you draw the boundaries around

sizeable, contiguous areas. Vocera badges, like most wireless devices, remain

connected to a particular access point as long as the signal is acceptable, even if

the user moves closer to a different access point. As a result, a user who crosses

the boundary of one location may still be connected to an access point that

is located in an adjacent location. If you choose well-defined locations, such

a wing of a large building or a floor of a smaller building, you minimize the

effects of the signal retention.

After you create the location map, you can add locations and choose their

neighbors in the Vocera Administration Console. Then you can record a name

prompt for each location. (See Recording a Location Name on page 310.)

Recording a Location Name

When the Genie interacts with users, it may need to speak the name of a

location. The Genie can synthesize the necessary name prompts. However, if

you record name prompts yourself, the Genie can use them to provide more

natural sounding speech and to avoid mispronunciations.
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To record a name prompt for a location:

1. Log in with a badge as a user with system administration privileges. See

Permissions for Administrators on page 268 for details.

2. Press the Call button, wait for the Genie to answer, and then say, “Record

a name for location name.” (For example, “Record a name for the

Cafeteria.”)

The Genie will prompt you to record variations of the location name.

Note: If multiple sites, users, groups, locations, and address book entries

have the same name or alternate spoken name, you can record a name

prompt for only one of them.
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 Administration and Maintenance

The following topics describe features and settings that affect the Vocera server

as a whole:

• Using the Vocera Control Panel on page 315

Describes the Vocera Control Panel, which displays server status messages

and lets you control the server.

• About the Administration Console on page 323

Describes the Administration Console, a browser-based application that lets

you manage a Vocera system.

• System Settings on page 334

Describes the System screen of the Administration Console, which

provides four pages of settings that establish defaults for the entire Vocera

Communications System.

• Maintenance on page 337

Describes tasks you can perform using the Maintenance page in the

Administration Console.

• Email Setup on page 349

Describes how you can enable users to receive email messages and display

them on their badges.

• Working with Locales on page 355

Describes how to use locales. A locale determines the language of

installation, administration console, tools, online documentation, and other

components of the product. It also determines country-specific hardware

settings, such as radio channel selections.
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 Using the Vocera Control Panel

When the Vocera server starts running, the following windows appear on the

server computer’s desktop:

• The Vocera Control Panel, that displays status messages and lets you control

the Vocera server.

• A command window called \vocera\server\launcher.exe, that displays

status messages as Vocera processes are started and stopped.

Important:  Do not close the Vocera Control Panel or the command window.

Closing these applications will shut down the server. You can block access to

the control panel or hide it as described in Preventing Access to the Vocera

Server Control Panel on page 320.

You can use the Control Panel to perform the following tasks:

• Determining the Status of the Vocera Server on page 315

• Stopping and Restarting the Vocera Server on page 316

• Shutting Down Vocera on page 317

• Controlling the Display of Events on page 317

• Using the Cluster Menu on page 318.

You can also prevent access to the Vocera Control Panel by logging out of the

machine or hiding it. See Preventing Access to the Vocera Server Control

Panel on page 320.

Determining the Status of the Vocera Server

The Vocera Control Panel provides a status indicator below the menu bar at the

top of the screen. The indicator displays one of the following states to tell you

whether the Vocera Server is available for use:
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Table 46. Vocera Control Panel status

Status Description

Active (Green Light) The Vocera Server is running and available for use. A
standalone Vocera Server is always active unless you have
stopped it as described in Stopping and Restarting the
Vocera Server on page 316. A Vocera Server that is
part of a cluster is active when it is the primary machine,
unless you have stopped it.

Standby (Blue Light) The Vocera Server is running but is not available for use. A
Vocera Server that is part of a cluster is in the standby state
when it is one of the secondary machines.

Stopping and Restarting the Vocera Server

In certain situations, you may need to stop and restart the Vocera server. For

example, if you want to use the server to update the properties in all your

badges at the same time, you must stop the Vocera server and then restart it.

You may want to restart the server when only a few people are using the

system. When you stop the server, users will not be able to communicate with

their badges until you start it again. The server stops and starts fairly quickly, so

if few people are using the system, there will be very little interruption.

Note: You can also use the Server page of the Maintenance screen in the

Administration Console to stop and start the Vocera server.

Use the following procedure to stop and start the Vocera server only. See

Shutting Down Vocera on page 317 for information about stopping Vocera

and all the related services that Vocera uses, such as Tomcat and Nuance.

To stop and restart the Vocera server:

1. Choose Stop from the Run menu in the Vocera Control Panel, or hold

down the Alt key and press Q.

The Control Panel displays the messages Shutting down server and

Server exiting to indicate that the server has stopped.

2. Choose Start from the Run menu in the Vocera Control Panel, or hold

down the Alt key and press S.

The Control Panel displays the messages Ready and TX ServerStarted to

indicate that the server has started.
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Shutting Down Vocera

When you shut down Vocera, you stop the Vocera server and all the related

services that it uses, such as Tomcat and Nuance.

To shut down Vocera:

1. Choose Exit from the Run menu in the Vocera Control Panel, or hold down

the Alt key and press X.

The Control Panel displays a dialog box, asking you to confirm that you

want to shut down Vocera.

2. Click OK.

The dialog box closes, and the Control Panel also closes. The command

window displays messages indicating that Vocera and its related services are

stopping.

When Vocera and the services have stopped, the command window closes.

Shutting Down if the Control Panel is Hidden

You can use the Windows Services dialog box to stop the Vocera Launcher

service when the Control Panel is hidden. As this service stops, it also shuts

down all the services related to Vocera, such as Tomcat and Apache.

Note: If the Vocera Telephony service command window is hidden, you can

shut it down in the same manner.

To shut down Vocera when the Control Panel is hidden:

1. From the Windows Start menu, select Settings/Control

Panel/Administrative Tools/Services.

The Services dialog box appears, displaying the list of installed Windows

services.

2. Right-click the Vocera Launcher service and select Stop.

3. The Vocera Launcher service stops, shutting down Vocera and its related

services.

Controlling the Display of Events

For convenience, the Vocera Control Panel displays a continuously scrolling list

of system events, letting you view the system status at a glance. You determine

the level of detail that the Control Panel displays through settings that you

make in the menus. You can specify any of the following settings on the Display

menu of the Vocera Control Panel:
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• Normal displays only the most significant system events in the Control Panel.

This is the default.

• Detailed displays all events in the Control Panel.

• Off displays no events in the Control Panel.

Vocera records all system events in the system log files, regardless of the setting

you make for the display of events. See the “Performing Server Maintenance”

chapter of the Vocera Administration Console Reference for information about

using and maintaining the log files.

Using the Cluster Menu

The Cluster menu in the Vocera Control Panel helps you control your machine

when it is part of a cluster. For example, you may want to force a failover

when you add a new machine to a cluster, or you may want to start one of the

machines as a standalone Vocera Server. The Cluster menu is available only if

the Vocera Server machine is part of a cluster.

The Cluster menu provides the following commands:
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Table 47. Cluster menu commands

Command Description

Start Standalone Temporarily removes a Vocera Server from a cluster
and restarts it as a standalone system. This command
does not break up a cluster or cause a failover to occur;
instead, it allows you to disconnect a server from a cluster
temporarily for maintenance.

The exact behavior of this command depends upon the
state of the server at the time that you stopped it:

• If the Vocera Server was active and badges were
connected to it, the badges reconnect when you start
the node as a standalone system.

• If the Vocera Server was in standby mode, it restarts as
an active standalone server, and it does not interfere
with the active node of the cluster in any way.

The Start Standalone command is available only
when the Vocera Server is stopped. See Stopping and
Restarting the Vocera Server on page 316 for more
information about stopping the server.

The Cluster Setup page on the System screen in the
Administration Console does not get updated when you
execute the Start Standalone command. That is, the
Enable Cluster checkbox remains selected, all the servers
remain in the list, and the status of the servers in the list
does not change.

When you restart a standalone server, it goes into
discovery mode and comes online as a cluster node in
the same state—active or standby—it was in prior to
becoming a standalone server. See Discovery Mode on
page 66 for information about discovery mode.

You can restart a standalone server with either the
Failover command in its Vocera Control Panel or the
Force Restart button on the Cluster Setup page of its
Administration Console. See Starting a Standalone
Server on page 93.
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Command Description

Failover Does one of the following, depending on the status of the
Vocera Server:

• If the server was active, this command causes control of
the cluster to fail over to one of the standby machines.

• If the server was in standby mode, this command
restarts the server, but does not cause control of the
cluster to fail over.

• If the server was running as a standalone server, this
command restarts the server as a cluster node in the
same state—active or standby—it was in prior to
becoming a standalone server.

See Controlling a Cluster on page 92 for complete information about clusters.

Preventing Access to the Vocera Server Control Panel

After Vocera is up and running, you may want to prevent the Vocera Control

Panel from appearing on screen. For example, you can block access to the

Control Panel by logging off or hide the Control Panel to prevent people from

inadvertently disrupting service by interacting with it.

Note: If the Vocera Telephony Solution Software is installed, you can hide

its command window in the same manner. See Preventing Access to the

Telephony Control Panel on page 213.

Logging Off and Blocking Access

You can log off the computer that is running the Vocera server to prevent

access to the Vocera Server Control Panel.

To log off and block access to the Vocera Server Control Panel:

1. From the Windows Start menu, select Log Off.

A confirmation dialog box appears.

2. Click Yes.

Windows logs you off and blocks access to the Vocera Control Panel. The

Log on to Windows dialog box appears.

To log in again:

1. Enter your User name and Password in the Log on to Windows dialog

box.
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2. Click OK.

Windows logs you in and lets you access the Vocera Control Panel again.

Hiding the Vocera Server Control Panel

By default, the Vocera Launcher service allows the Vocera Control Panel and its

command window to appear on screen. You can disable the Allow service to

interact with desktop property in the Windows Services dialog box, which

hides the Vocera Control Panel and its command window. When this property

is disabled, Vocera runs in the background without displaying any windows. All

system events are still written to the log files, even though the Vocera Control

Panel is hidden.

To hide the Vocera Control Panel and its command window:

1. From the Windows Start menu, select Settings/Control

Panel/Administrative Tools/Services.

The Services dialog box displays the list of installed Windows services.

2. Right-click the Vocera Launcher service and select Properties.

The Vocera Launcher Properties dialog box appears. By default, the General

pane is visible.

3. Click the Log On tab.

The Log On pane of the Vocera Launcher Properties dialog box appears.

4. Uncheck the box labelled Allow service to interact with desktop.

5. Click OK.

The Vocera Launcher Properties dialog box closes, saving your changes.

6. Restart the computer for the new settings to take effect.

When the computer boots, Vocera starts, but the Vocera Control Panel and

its command window remain hidden.
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 About the Administration Console

The Administration Console lets you manage a Vocera system. It is a

browser-based application, accessible from any computer on the network. The

console URL is either of the following, where vocera_ip_address is the numeric

IP address of the Vocera server:

Table 48. Administration Console URLs

Type of Access URL

Unencrypted http:// vocera_ip_address /console/adminindex.jsp

SSL https:// vocera_ip_address /console/adminindex.jsp

Accessing the URL in the previous table displays the login page of the

Administration Console:

Figure 40. Administration Console login page
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After you log in, you can display console screens by clicking buttons in the

navigation panel on the left side of the console. Screens contain tabs you can

click to display pages, and pages contain fields and buttons you can use to

enter and edit data.

Figure 41. Sample Administration Console screen

The Vocera Administration Console Reference provides task-based instructions

for logging in and using the Administration Console.

System and Tiered Administrators

An administrator is a person who maintains the data in the Administration

Console. Vocera lets you set up administrators with varying degrees of

privileges:

• System administrators are individuals who have complete access to the

Administration Console and full permissions for adding, editing, and deleting

data in it. System administrators are often IT or telephony personnel who are

not badge users.

See System Administrators on page 325.

• Tiered administrators are individuals who have limited access to the

Administration Console and restricted permissions for adding, editing, and

deleting data in it. Tiered administrators are often badge users who have less

of a technical background than system administrators.

See Tiered Administrators on page 326.



System Administrators 

About the Administration Console ··· 325

System Administrators

System administrators have full permissions for adding, editing, and deleting

data in the Administration Console. When you log in to the Administration

Console as a system administrator, you are:

• Given full administrative privileges in the Administration Console

• Automatically granted every other Vocera permission

As described in Passwords on page 334, Vocera provides a default login to

the Administration Console for initial access by system administrators. The user

ID of the default login is Administrator and the initial password is admin.

Logging in to the Administration Console with this default user ID provides full

system administrator privileges.

Administrative Groups

You should use the default Administrator/admin login only for initial

access to the Administration Console. After initial access, you should create

an administrative group, grant it the Perform System Administration

permission, and populate it with members who will be system administrators.

Members of this administration group log into the Administration Console with

their own user ID and password, but have full administrative privileges.

Vocera recommends using an administration group because the Vocera

Report Server provides auditing capabilities that allow you to determine which

user ID modified the database, and when the changes occurred. If multiple

administrators use the default login, you cannot determine which individual

made changes.

The Perform System Administration permission overrides any permissions

revoked by membership in other groups, unless the Perform System

Administration permission is revoked itself. For example, if a change to

corporate policy prohibits toll calls, you can revoke Call Toll Numbers in the

Everybody group. However, the Perform Server Administration permission

overrides this setting, and enables administrators to make toll calls.

Ongoing Maintenance

As use of the Vocera system grows, ongoing maintenance becomes increasingly

important. For example, you must add new users to the system and remove

old members, set up alternate spoken names for users with nicknames, make

changes to group membership over time, and so forth.
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System administrators can optionally delegate some of the responsibility for

ongoing maintenance to tiered administrators. See Tiered Administrators on

page 326.

Tiered Administrators

Tiered administrators have permission to perform some of the maintenance

duties typically handled by system administrators. As with system

administrators, tiered administrators acquire permissions to manage the

database from membership in one or more groups.

Like all Vocera permissions, tiered administration permissions are

cumulative—that is, you can assign multiple permissions to the same group and

users can accumulate multiple permissions by membership in multiple groups.

See Accumulating Permissions on page 266.

You can set up multiple groups of tiered administrators, creating tiers of access

capabilities to further distribute maintenance. For example, you can assign one

group the View Users and Groups permission, assign another group both the

View Users and Groups and the Add/Edit/Delete Users permissions, and

assign a third group all the tiered administration permissions.

Tiered administrators log in to the Administration Console with their own user

IDs and passwords. Depending on their permissions, these administrators can

see different sections of the Administration Console, and they may not be able

to modify all that they can see. Tiered administrators must have a password to

access the Administration Console.

The following table lists the Administration Console screens that are visible with

each permission and summarizes the capabilities that each permission grants:

Table 49. Tiered administration permissions

Permission Visible
Sections

Capabilities

Add/Edit/Delete
Users

Users Add, edit, and delete users and all features of
user profiles except group membership.

Edit Users Users Edit all features of existing user profiles except
group membership.

Add/Edit/Delete
Temporary Users

Users Add, edit, and delete temporary users and
all features of their profiles except group
membership.
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Permission Visible
Sections

Capabilities

Add/Edit/Delete
Address Book
Entries

Address Book Add, edit, and delete address book entries.

View Users and
Groups

Status Monitor,
Users, Groups,
Reports, and
Address Book

Monitor user and group activity, view their
profiles, and generate lists of them in reports.
Also view information about address book
entries.

Note:  Tiered administrators can view and manage users within their own home

site only. For example, if a tiered administrator with the Edit Users permission

has Cincinnati as a home site, that administrator cannot view or modify a user

whose home site is Cleveland.

If a tiered administrator is also a member of a group with management

capabilities, that administrator can view the Groups page through the

Administration Console and perform both group management and tiered

administrator tasks.

The combination of group management capabilities and tiered administrator

permissions can be very effective, because group managers are able to perform

a separate range of tasks that you often want tiered administrators to perform,

such as adding and removing group members.

See Group Managers on page 255 for complete information about group

management tasks.

Setting Up Tiered Administrators

Like all permissions, tiered administration permissions can be associated with

any group. However, Vocera recommends that you create dedicated groups just

for tiered administration permissions, so you can clearly see which users have

these permissions at a glance.

If you are going to implement tiered administration permissions, Vocera

suggests that you set up one group for each permission, and then assign users

to the groups necessary to grant them the proper set of permissions.

For example, you could create the following groups and assign each group its

respective tiered administration permission:

• Tiered Admin-Add Edit Delete Users

• Tiered Admin-Edit Users
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• Tiered Admin-Add Edit Delete Temporary Users

• Tiered Admin-Add Edit Delete Address Book Entries

• Tiered Admin-View Users and Groups

Groups such as the ones above sort together in the Administration Console and

are clearly labelled, so they are easy to maintain.

Avoid assigning multiple tiered administration permissions to a single group

such as View and Add Edit Delete Users, even if you only have one set of

tiered administrators who all have the same permissions.

As your deployment grows, and your needs change, you may require tiered

administrators with various sets of permissions, and several groups that each

have multiple tiered administration permissions are difficult to maintain.

Creating five groups, each with a single tiered administration permission as

described above, is the best practice.

Administration Console Security

The Administration Console provides legitimate administrators convenient

access to your Vocera data, allowing easy updates and maintenance. The

Administration Console also provides security features to help you control

access and ensure the safety of your data.

This section describes the following security features:

• SSL Access on page 328

• Console Locking on page 330

• Report Server IP Address on page 330

SSL Access

SSL (Secure Sockets Layer) is a standard Internet protocol for securely

exchanging information between two parties. SSL encrypts transmitted data

with two keys: a public key known to everyone, and a private key known only

to the recipient.

By convention, an SSL connection uses a URL that begins

with https:, instead of http:. For example, to open an SSL

connection to the Administration Console you use a URL such as:

https://vocera_ip_address/console/adminindex.jsp
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You can optionally enable SSL access in the Administration Console and the

User Console of the Vocera Server during installation. After installation, you can

enable or disable SSL access as described in Changing the SSL Configuration

on page 329.

SSL encryption and decryption are computationally intensive and can cause

a noticeable degradation of performance. In an e-commerce application, this

performance impact is not too noticeable because it typically occurs only once,

when a credit card number and other personally identifiable information is

transmitted. The performance impact is more noticeable in Vocera, however,

because an administrator may transmit information dozens of times in the

course of routine maintenance—adding users, modifying groups, changing

permissions, and so forth.

If you enable SSL, you will experience a delay every time you save or transmit

data. This performance delay is an unavoidable aspect of SSL encryption and

can be mitigated somewhat by a high-bandwidth connection to the Vocera

server and a fast CPU on the Vocera server.

Note:  If you want to enable SSL in a clustered environment, you must

configure every server to use SSL. Do not configure some servers in a cluster

with SSL and others without it.

Changing the SSL Configuration

After installation, you can enable or disable SSL by running the Update SSL

utility. If you enable or disable SSL, you need to restart the server.

Important:  If you are changing the SSL configuration on a Vocera Server

cluster, you should update the standby nodes before updating the active

node. Update one standby node at a time. After you restart the server and

the Vocera Control Panel finishes starting, wait until the status indicator

displays the Standby status and a blue icon before updating the next standby

node. When all the standby nodes have been updated, update the SSL

configuration on active node of the cluster. When you restart the active node, it

will automatically failover to a standby node, causing only a brief outage.

To enable or disable SSL:

1. In the \vocera\tools folder, run updatessl.exe. The Update SSL utility

appears.

2. If SSL is currently disabled, click Enable SSL to enable it.

If SSL is currently enabled, click Disable SSL to disable it.
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Note:  When you click Enable SSL or Disable SSL, the Apache2 service

will be stopped and the necessary registry entries and shortcuts will be

updated.

3. Select Yes, I want to restart my computer now, and then click Finish.

After the server restarts, the Vocera server launches and displays the Vocera

Control Panel.

4. If you have a cluster installation, follow the previous steps to enable or

disable SSL on every other machine in the cluster.

Important:  Make sure you update the active node last.

All changes made by the Update SSL utility are saved to a log file named

UpdateSSL.log in the voceralogs directory.

Console Locking

A dictionary attack is an automated attempt to break into a system by using a

large list or database of probable user ID and password combinations. Such an

attack sends each combination successively until the attacker either enters the

system or exhausts the dictionary.

To help prevent dictionary attacks, Vocera locks the Administration Console

for five minutes after four successive failed login attempts originating from the

same IP address. On the fifth attempt, Vocera displays the message "Too many

failed login attempts" and prevents access from that IP address until the console

has been idle for five minutes.

Similarly, Vocera also locks the User Console and the Report Console after login

attempts to them fail in the same set of conditions.

Report Server IP Address

When you use the Vocera Report Server, it downloads system usage statistics

from the Vocera Server daily. This information includes user names, group and

department names, frequency of use, and so forth.

To prevent unauthorized access to your data, you must register the IP addresses

of the Vocera Server and the Vocera Report Server with each other:

• In the Vocera Server Administration Console, enter the IP address of

the Vocera Report Server in the Report Server IP Address field on the

System|License Info page.

• In the Vocera Report Server, enter the IP address of the Vocera Server in the

Vocera Server IP Address field on the Administration|Server Info page.
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This dual registration prevents an unauthorized Vocera Report Server from

downloading Vocera Server data simply by specifying its IP address.

Monitoring Badge Activity

The Administration Console includes a Badge Status Monitor that displays

information about how badges are being used. This information can help you

identify and solve problems. The Badge Status Monitor shows who is logged

in, what IP address is currently assigned to each badge, what activity the badge

is currently engaged in, whether the badge is in Do Not Disturb or Hold mode,

and the current location and site of each user. The Vocera server updates the

Badge Status Monitor at a specified interval.

Similarly, the Group Status Monitor page of the Administration Console displays

the name of every group and the number of currently logged in users who are

immediate members of that group. If you expand one of the groups, the Group

Status Monitor displays columns of information for each of the members. This

is the same information that appears in the Badge Status Monitor, except it is

sorted by group.
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 System Settings and Defaults

System settings and defaults establish the basic behavior of the badges and the

Vocera Communications System.

• System Defaults on page 333 describes how you can use the Defaults

screen of the Administration Console to specify the default behavior of

deployed badges.

You can optionally allow users to override this default behavior.

• System Settings on page 334 describes how you can use the System

screen of the Administration Console to establish settings for the entire

Vocera Communications System.

These settings are site-independent—they affect the entire Vocera system.

Users cannot override them.

System Defaults

Defaults are Vocera system settings that apply to badges at all sites, such as

the greeting used by the Genie or the ring tone used to announce a call. An

override setting for each default determines whether users can customize the

setting you specify, or whether the system default takes precedence over a user

preference.

You can use the Defaults screen in the Administration Console to change a

default setting at any time. Changes update the server as soon as you save

them, but they do not affect existing users unless you set Override User

Settings to Yes.

The overrides let you establish baseline system settings at any time. For

example, to turn off the alert tones that announce a text message, you would

deselect the Text Message Alert property on the Notifications page and set

Override User Settings for that property to Yes. This change would affect all

new and existing users.
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If you later want to allow users to customize this property, set Override User

Settings for the Text Message Alert property to No. The alert tones for all

users remain turned off until they manually enable them again.

The individual defaults are described completely in the Administration Console

help and the Vocera Administration Console Reference.

System Settings

The System screen of the Administration Console provides pages that establish

defaults for the entire Vocera Communications System. These settings are

site-independent—they affect the entire Vocera system.

The individual settings are described completely in the Administration Console

help and the Vocera Administration Console Reference.

License Information

The License Information page of the System screen lets you specify a company

name and provides basic information about your Vocera and Telephony server

licenses.

Passwords

The Passwords page of the System screen lets you maintain two default

passwords:

• The Administrator Password provides access to the built-in administrator

account.

By default, the Administrator Password is admin. The login name for this

built-in administrator account is Administrator.

• The Initial User Password provides a default password for each new user

account. Users can specify this password to gain access to the User Console

the first time they log in. Users can then change this initial password.

By default, the Initial User Password is blank. That is, users do not have to

provide a password the first time they log in to the User Console.

In addition to using the built-in administrator account, you can also create a

group that has administration permission. Users in this group can access the

administration console using their own log in name and password.
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Preferences

The Preferences page of the System screen establishes default settings

for the entire Vocera Communications System. These settings are

site-independent—they are basic preferences that determine how the entire

Vocera system operates.

Sweep

The sweep feature lets the Vocera server clean up voice messages, text

messages, email messages, and inner circle entries at regular intervals that you

specify. It also removes temporary user accounts on an expiration date that

you specify in the Add/Edit User dialog box. When a sweep occurs, the Vocera

server performs the following tasks:

• It deletes messages regardless of whether the user has played or read them,

unless they have been saved.

• It deletes inner circle entries that have been added through automatic

adaptation if a user has not referenced them in the specified amount of time.

• It deletes all information about a temporary user from the database.

The sweeps are permanent—users cannot access messages or inner circle

entries after the Vocera server sweeps them. Similarly, temporary users who

have been removed cannot log in after a sweep occurs.

Independent of the sweep mechanism, the Vocera server also limits the

combined total of text and email messages each individual can store or save.

• Each user can store up to 20 combined text and email messages at a time.

When a user receives a 21st message, the Vocera server deletes the oldest

unsaved message.

• Each user can save up to ten of the 20 stored messages.

Clusters

The Cluster page of the System screen allows you to set up a fault-tolerant

Vocera server configuration.
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 Maintenance

The Maintenance screen of the Administration Console helps you perform

routine Vocera maintenance and lets you make sure that your system continues

to operate smoothly. The following sections describe the maintenance tasks you

can perform in the Administration Console:

• Maintaining the Server on page 337

• Importing Data on page 338

• Exporting Data on page 341

• Updating the Vocera Database on page 342

• Checking Data on page 343

Maintaining the Server

The Server page of the Maintenance screen lets you perform tasks described in

the following sections:

• Backing Up and Restoring Data on page 337

• Stopping and Starting the Vocera Server on page 338

Backing Up and Restoring Data

You should back up your data regularly to ensure its safety. Vocera lets you back

up your data manually at any time, or automatically, at a time and interval that

you specify. The backup operation does not stop the server or interfere with its

use; you can perform the operation at any time.

If you need to restore data, you can choose from any backup file you have

previously created. The restore operation briefly stops the server, empties all

your existing data, then completely restores data from the backup file. The

restore operation automatically logs out all your badges; users must log in again

after the restore completes.

Note:  The backup and restore operations preserve all system data, including a

cluster configuration, if one is specified.
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Vocera backs up your data to a file in the \vocera\backup directory. The

file is named with the following syntax, where <MonDD> is the three letter

abbreviation of the month followed by the day, and <HHMM> is the time in

24-hour format:

backup-<MonDD>-<HHMM>.zip

For example, the following backup file was created on July 23rd, in the current

year, at 1:45 PM:

backup-jul23-1345.zip

Backing up system data and restoring it may solve many data corruption

problems. If you notice problems with your data and think that the database is

corrupt, try backing up your data and immediately restoring it.

Stopping and Starting the Vocera Server

In certain situations, you may need to stop and restart the Vocera server. For

example, if you want to use the server to update the properties in all your

badges at the same time, you must stop the Vocera server and then restart it

before it can download the new properties to the badges.

Use the Server page in the Maintenance screen to stop and start the Vocera

server. The buttons on the Server page control the Vocera server only; they do

not stop the related services that Vocera uses, such as Tomcat and Nuance.

You may want to restart the server when only a few people are using the

system. When you stop the server, any existing calls will be terminated, and

users will not be able to communicate with their badges until you start the

server again. The server stops and starts fairly quickly, so if few people are using

the system, there will be very little interruption.

Note: You can also use the Vocera Control Panel to stop and start the Vocera

server.

Importing Data

When you enter data through the Administration Console, you use one of

the Add dialog boxes to specify all the related information for a single entry.

For example, to create a new user, you use the fields and tabs in the Add

New User dialog box to provide User Information, Speech Recognition, Group

Membership data, and so forth.
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If you need to enter a large amount of the same kind of data at a single

time, however, it is faster to import it from a specially formatted CSV (comma

separated value) file. For example, when you first load the Vocera database, it is

often faster to import data for all your users from a single CSV file, rather than

to create each user individually in the Administration Console.

A CSV file lets you specify most of the information you can enter when you

create an entry in the Administration Console. Each line in a CSV file represents

a separate database entry. Within each line, commas separate the values that

qualify the entry.

For example, each line in the CSV file you use to import user data represents a

single user. Within each line, commas separate the values that you would enter

in the fields and tabs of the Add New User dialog box.

The following sections show you how to set up the CSV files and use the

Administration Console to load the data they contain:

• About the Templates on page 339

• Sites and Templates on page 340

• Preparing CSV Files on page 341

• Validating and Importing Data on page 341

About the Templates

The installation program provides templates that you use to create CSV files in

the \vocera\samples directory of the Vocera server computer. The templates

are in Microsoft Excel format. Use these templates to enter the data you want

to load, then save them in CSV format.

The following table lists the templates in the \vocera\samples directory:

Table 50. Import templates

Type of Data Template

Sites sites-template.xls

Groups groups-template.xls

Users users-template.xls

Group Members members-template.xls

Address Book Entries addresses-template.xls
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Type of Data Template

Locations locations-template.xls

Access Points accesspoints-template.xls

If you are loading all your data from spreadsheets, you must use the

spreadsheets in the order shown in the above table. The data in the later

spreadsheets has dependencies on the data you load earlier, and it may fail to

load if you do not follow this sequence.

Note:  Vocera supports numeric values that begin with zero such as 01234

in name fields. However, Excel strips initial zeros from numeric values without

warning. If you want to use numeric values that begin with zero in name fields,

do not use Excel to edit your .csv files.

Sites and Templates

You reference site data in the templates in two different ways:

• To assign an entity you are creating to a site, use the Site column in the

template.

For example, to create a user called Lin Yao and assign her to the

San Francisco site, enter San Francisco in the Site column of

users-template.xls.

• To qualify a value in a specific spreadsheet column by specifying its site, use a

colon to separate the value from the site name (Value:Site name).

For example, to specify that Maddie Hall at the Santa Cruz site is a member

of the Tech Support group at the Santa Cruz site, enter Maddie Hall:Santa

Cruz in the Member Name column and Tech Support:Santa Cruz in the

Group Name column of groupmembers-template.xls.

The following spreadsheet columns support the Value:Site name syntax:

• The Conference Group and Departments columns of users-template.xls.

If you do not specify a site, the value in the Site column is assumed by

default.

• The Member Name and Group Name columns of

groupmembers-template.xls.

If you do not specify a site, the Global site is assumed by default.

• The Location Name column of accesspoints-template.xls.

If you do not specify a site, the Global site is assumed by default.
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Preparing CSV Files

Each column in a template corresponds to a field in the associated Add/Edit

dialog box. Create new rows in the template by supplying appropriate values in

the fields under each column. When you are finished, delete the original place

holder row, and save the template as a CSV file.

To prepare a CSV file:

1. Open the appropriate template in Microsoft Excel.

2. Provide information for each entry you want to import on a separate row of

the spreadsheet. For example, if you are importing user data, you provide

information for each user on a separate row of the  users-template.xls

spreadsheet.

See the appropriate chapter in this guide for information about the data

you should provide.

3. When you finish entering data, delete the row of column headings—you do

not want to load the headings into the Vocera database.

4. Save the spreadsheet as a CSV file.

Validating and Importing Data

After you have finished preparing the CSV files, use the Import page of the

Maintenance section in the Administration Console to load the database.

Vocera lets you validate the data in your CSV file before you import it:

• When you validate data, Vocera examines each row in the CSV file to confirm

that it is formatted correctly. Vocera reports any errors, provides details to

help you correct the errors, and lets you fix the problems before importing.

• When you import data, Vocera loads each row in the CSV file that is

formatted correctly. Vocera flags any rows that have errors, reports the type

of error, and does not load the data in the problem rows.

Even if you import data without validating it, Vocera will not let you corrupt

the database with incorrectly formatted data. However, it is usually more

convenient to validate the data before importing it.

Exporting Data

You may occasionally want to export large sets of data from the Vocera

database to a CSV file. Exporting data is useful when you want to examine all

your data or make global changes that would be time consuming to make in

the Administration Console.
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For example, suppose changes to the phone system caused your organization

to reassign desk extensions for all users. You can export the existing user data

to a CSV file, make the changes to desk extensions, and then use the Update

feature (Updating the Vocera Database on page 342) to replace the

existing user data with the data in your CSV file.

Exporting data does not remove it from the database. See Emptying the

Vocera Database on page 343.

Note:  Vocera supports numeric values in name fields. The Administration

Console lets you create a purely numeric name that begins with a zero, such as

01234, and exports it to a .csv file correctly. However, Excel strips initial zeros

from numeric values without warning. If you are using numeric values that

begin with zero in name fields, do not use Excel to edit your .csv files.

Updating the Vocera Database

The Update page of the Maintenance screen lets you use the data in CSV files

to update or delete the data in the Vocera database. Using CSV files in this way

is convenient when you want to modify or delete data for large numbers of

users at the same time. It is usually more convenient to change or delete data

for a few users through the Users section of the Administration Console.

The following sections describe the tasks you can perform with the Update

page:

• Modifying and Deleting User Data with CSV Files on page 342

• Emptying the Vocera Database on page 343

Modifying and Deleting User Data with CSV Files

Because a login name uniquely identifies a user, Vocera uses this value to key

the data in the CSV file with the appropriate database records. You cannot use

CSV files to modify a login name—you must edit it manually.

When you use CSV files to update the database, the CSV data must be

formatted as described in About the Templates on page 339.

You typically export existing user data to a CSV file as described in Exporting

Data on page 341, edit the CSV file, and then use the update feature to

copy data from the CSV file back to the Vocera database. For each row in the

CSV file, new field values overwrite corresponding values in the database,

blank field values leave the corresponding database values unchanged, and the

literal string value *blank* in a CSV row erases the corresponding value in the

database.
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For example, suppose a user profile in the database includes the following data:

User ID Last
Name

First Name Identifying
Phrase

Email Address

jsmith Smith John  jsmith@xyz.com

Next, suppose a row in a CSV file contains the following field values:

jsmith, , Jack, , *blank*

When you upload the CSV file, the value of the User ID field specifies which

database record to update, the values of the Last Name and Identifying Phrase

fields are not changed, the value of the First Name field is changed from John

to Jack, and the value of the Email Address field is erased (empty).

When you use CSV files to delete users from the database, the only required

value in each row of the CSV file is the login name. The login name of each

user you want to delete must be the first value in each row; if other data exists

in the row, the login name must be followed by a comma. When you use the

delete feature, all data related to the user is deleted from the database, not just

the data that is specified in the CSV file.

Emptying the Vocera Database

You can also use the Update page to empty all of the custom data you have

entered into the Vocera database, returning it to its default condition. If you

perform this procedure, you will need to restore your data from a backup file or

set Vocera up again before users can communicate with their badges.

When you empty the Vocera database, you remove any settings you have made

and delete any data you have entered. The database is restored to the condition

it was in immediately after your installation. The Vocera server automatically

stops and then restarts when you empty the database.

Important: Back up your database before emptying your data from it. You

cannot restore data after you have emptied it unless you first create a backup

file. See Backing Up and Restoring Data on page 337.

Checking Data

The new Data Check feature examines your database for entries that cause

speech recognition conflicts, including duplicate or matching spoken names,

matching or missing phone numbers, empty or matching groups, and

nested department groups. Run the Data Check manually from inside the

Administration Console.
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When running the Data Check, start by running one option at a time to make

the resulting report easier to work with.

The Data Check flags items found during its search with either a High or Low

severity flag. High Severity items are ambiguous choices which cannot be

resolved by a badge user during a call, while Low severity items can be resolved.

A few examples of various types of flagged items are shown below.

Checking Names

When checking names, the Data Check is looking for situations which result in

ambiguous choices when a user issues a voice command. This can include either

of the following situations:

• Two (or more) badge users with the same first name in the same department,

when "First Name and Department" is enabled as a System Preference.

For example, if Seymour Krelborn and Seymour Puddle work in the Produce

department, and the "First Name and Department" setting is enabled in

System Preferences, a voice command to "Call Seymour in Produce" would

result in two possible targets for the call.

This is an ambiguous choice, as further clarification from the caller is required

when calling "Seymour in Produce" (the user can respond to the full name of

each possible choice when the Genie asks for clarification).

The Data Check would flag this item with Low Severity, as having a spoken

name in common. Fixing Low Severity items can wait until you have time to

investigate and resolve them, as they do not prevent communication from

occurring. However, they do result in annoying "Do you mean so-and-so?"

questions for system users, which may lower their satisfaction and reduce the

overall usage level of the system.

Similarly, any two non-user entities with the same Spoken Name will be

flagged with Low Severity. For example, if two groups, "Info Services" and

"I T" share the spoken name "I T", they will be flagged with Low Severity

(again, when the Genie asks for clarification the user can distinguish between

the possibilities using the full name of each group).

• Two (or more) names (users, buddies, and address book entries) with the

exact same spoken name (first and last names for people).

When two users have the same first and last names (e.g. "Joe Fox"), they will

be flagged with High Severity, as there is no way for a user calling Joe to tell

them apart.
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If you have enabled calling by first name and department on the Preferences

page of the System screen, the Data Check report may display a large number

of conflicts. For example, the users Seymour Glass and Seymour Franklin may

have the spoken name "Seymour in Produce" in common. Depending on the

size of your departments, your report may display many speech recognition

conflicts in this form.

If your data check report contains many first name and department conflicts,

you can fix the problem in either of the following ways:

• Temporarily uncheck "First Name & Department" in the System Preferences

tab and run the report to filter these speech recognition errors. Turn the

feature on again immediately, because turning it off for more than a few

moments on a production system may confuse users.

After fixing other speech recognition conflicts, run the report again and fix

the "First Name & Department" conflicts.

• Permanently disable the call by first name and department feature.

If this feature results in too many errors, disable it and require users to call by

first name, last name, and department.

Buddy Names and the Data Check

One user's buddy name will not conflict with another user's buddy name (even

for the same person), but there will be a conflict with any Alternative Spoken

Name that is the same. For example, Jane has recorded a buddy name of Dad

for her father Steve, and Christopher, another badge user, has an Alternative

Spoken Name of Dad. Jane calls Christopher on business and later calls her

Dad to meet for dinner. She will be asked if she means Steve, because there are

now two entries for Dad in her Inner Circle: her own Buddy, and Christopher's

Alternative Spoken Name.

Correcting Name Items

Items with a High Severity should be investigated immediately, and resolved in

conjunction with the users involved. Possible resolutions include:

• If multiple user profiles exist for one person, consult with the person to

determine which one is used regularly, and remove the others.

• Where two different people have the exact same name, consult with them to

create unique identifying phrases for each of them.
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• Where two different people share the same Alternative Spoken Name,

consult with them to create unique Alternative Spoken Names for each of

them.

Checking and Correcting Phone Numbers

When checking phone numbers (extensions), the Data Check is looking for

situations where more than one entry in the database has been assigned the

same phone extension. This includes users, groups, or address book entries

being assigned an extension that has been previously assigned to any other

entity. All phone items found are flagged with High Severity. The Data Check

checks only the "Desk Phone and Extension" field for users, the "Phone

Extension" field for groups. Matching phones between different address book

entries are not flagged.

You must change one of the duplicate phone numbers, or the first entity

assigned an extension number will receive all calls for any entity assigned that

number.

For example, the groups "Engineers" and "Facilities" (who share the same

physical office) have both been assigned extension 6543, as has Tom Swift, the

head engineer. If someone attempts to call Tom using extension 6543, the call

may be routed to the Engineering group instead of his desk phone.

Desk extensions must be unique. If the users have actual desk phones, these

numbers are already unique. If you are in an environment that does not have

desk phones, extensions are used for paging callbacks, and still must be unique.

For complete details, see the Desk Phone and Extensions discussion at About

Users and Telephone Numbers on page 246.

There is one situation in which changing one of the matching extensions is not

needed—when two different group names represent the same group; in other

words, one group is a duplicate. In that case, you should remove the duplicate

group (after consulting with its members) and consider creating the duplicate

name as an Alternative Spoken Name of the surviving group.

Checking and Correcting Group Items

When checking groups, the Data Check is looking for any of the following

situations:

• Department groups nested within other department groups

• Groups with no members that have not been set that have not been set to

automatically remove members (Temporary Membership groups)

• Groups without a forwarding phone number
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• Users who belong to no groups other than Everyone

Nested department groups will receive a High Severity flag; the other situations

will be flagged as Low Severity.

Do not nest departments—it can make the Inner Circle feature less useful to

users, generate unintended results in the Report Server, and confuse users.

Please read the section on Departments at About Groups and Departments

on page 259.

As discussed in About Speech Recognition on page 279, every group

adds between three and six spoken names to the system. Groups that have

no members can add significantly to the overall spoken name count, while

contributing nothing to the system. If you have an empty group, be sure that

you want it to exist, otherwise remove it.

Groups with no forwarding setting will prompt a caller to leave a message; that

message is delivered to all members of the group. This could lead to multiple

callbacks, or worse, no callbacks if every group member assumes someone

else returned the call. To resolve these items, set forwarding for the group to a

badge, address book entry, or another group.

Users who are not members of any groups (other than Everyone) may represent

duplicate user entries, new users who were not completely set up in the system,

or former users who have not been completely removed from the system.

Contact the users' managers to see if they still need access to Vocera, and what

groups they should be made members of.
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 Email Setup

Email configuration extends the reach of the Vocera Communications system

into the Internet, allowing the Vocera server to send alert messages to any

email address, and enabling badge users to send voice email messages to any

user, group, buddy, or address book entry with an email account. Specifically,

configuring email settings in Vocera enables the following capabilities:

• The Vocera Server can send email alerts to notify you about significant system

events.

• Users can send voice email to any badge user, group, buddy, or address book

entry who has an email account.

• The Vocera Server can automatically send system log files to Vocera Technical

Support.

• Users can receive email messages from anyone and read them on their badge

displays or listen to the Vocera system read them.

Vocera email settings are divided into three categories:

• Host Info settings identify your mail server so your Vocera Server can

communicate with it successfully.

• Mailbox settings let you identify the mailboxes and hosts for incoming and

outgoing mail.

• Alerts settings let you specify recipients for outgoing log and alert mail

messages from the Vocera Server.

Email settings are site-independent: they affect email for all your sites. You

configure email settings in the Email screen of the Administration Console.

Sending Alert Messages

An alert message is an email that the Vocera server can optionally send to notify

you when one of the following events occurs:
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• The amount of free disk space on the Vocera server drive is less than

or equal to 3000 megabytes (the default threshold set as the value of

SysFreeDiskSpaceWarningThreshold in \vocera\server\properties.txt.)

• The Vocera server stopped because the amount of free disk space is less

than or equal to 1500 megabytes (the default threshold set as the value of

SysFreeDiskSpaceStopThreshold in \vocera\server\properties.txt.)

• The memory in use is within 100 megabytes of the maximum amount of

heap memory Java can allocate from the operating system.

• The Vocera server restarted because the amount of memory in use is within

50 megabytes of the maximum amount of heap memory Java can allocate

from the operating system.

Note:  This is a fast restart that releases memory and allows the system to

continue running without causing a failover.

• The active node of a Vocera cluster failed, resulting in a failover.

• One of the standby nodes of a Vocera cluster failed.

• The Vocera license is within 5 days of its expiration date. You receive an

additional warning each day until the license is renewed or expires.

• The Vocera server stopped running because its license expired.

Working with Server Log Files

The Vocera server maintains four sets of log files in the \vocera\logs directory:

• System logs record general system events for trouble shooting.

The names of these files begin with the log prefix.

• Report logs record data that the Vocera Report server uses to create reports.

The names of these files begin with the report prefix.

• Tomcat logs record events related to the Tomcat server used by Vocera.

These files are in the \vocera\logs\tomcat subdirectory.

• Nuance logs record events related to the Nuance speech engine used by

Vocera.

These files are in the \vocera\logs\Nuance subdirectory.

The Telephony server maintains log files used for trouble shooting telephony

problems in its own \vocera\logs directory. The names of these files begin with

the phone prefix. If the Telephony server is installed on the same computer as

the Vocera server, the \vocera\logs directory contains all three sets of log files.
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Vocera names all log files with the following syntax, where <Prefix> indicates

the type of log file, <Mon> is the three letter abbreviation of the month, <DD>

is the day, <YY> is the two-digit year, and <HHMM> is the time in 24-hour

format:

<Prefix>-<Mon>-<DD>-<YY>-<HHMM>.txt

For example, the following log file was created on 4-July-2006 at 11:30 PM to

record system events:

log-jul-04-06-2330.txt

When the Vocera server starts, it creates one log file to record system events

and a separate log file to keep track of data for the Report Server. By default,

the server continues to write data to a log until the file reaches 100,000 lines or

until the server stops. At that time, the server closes the file and opens another

one. The server also closes each log file and starts another one at midnight.

By default, the Vocera server saves up to 100 system logs and 100 report logs.

If the number of either type of log will exceed 100, the server deletes the oldest

file and saves the most recent one, so there are never more than 100 of any

type of log.

Similarly, the Telephony server maintains up to 100 phone logs of up to 100,000

lines each.

Vocera technical support needs to examine the system logs to trouble shoot

almost any serious problem. You can use the Alerts page of the Email screen

in the Administration Console to configure the Vocera server to email logs to

Vocera technical support automatically.

Sending Voice Email

A voice email is an email message with a .WAV file attached that contains the

voice message. Badge users can send a voice email by commanding the Genie

to “Send email to person’s first and last names,” and then recording a message.

The Vocera server checks the recipient’s profile and sends the voice email as an

attachment to a text email.

The following illustration shows the process of sending a voice email message

from a badge:
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Figure 42. Sending a voice email message from a badge

In the above illustration:

1. A badge user records a voice message.

2. The Vocera server saves the recording as a .WAV file and attaches it to an

email message.

3. The email message is sent to the SMTP host.

4. The email message is sent to the recipient, who plays the message with

sound software such as Windows Media Player.

See the Vocera User Guide for information about sending email messages from

badges.

Receiving Email Messages

Users can receive conventional email messages on their badges. Email messages

are limited to 130 characters; when this limit is reached, the message is

truncated. The entire email message must be formatted as plain text.

Regardless of the intended recipient, senders address all of their plain text

email messages to the Vocera server’s email account. To specify the recipient

of the email, the sender enters a user’s Vocera login name or a Group Name in

the subject line of the message. The Vocera server retrieves the message and

forwards it to the user’s badge. If the Subject line contains a group name, the

message is sent to the badges of all group members.

The following figure outlines the process for sending email messages to badges:
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Figure 43. Sending email messages to badges

In the above illustration:

1. All email messages for badges are sent to a single address, the Vocera

System mailbox. Email subject is a user login name or the name of the

group that should receive the message. If the login name or group name

is invalid, the email goes to the Alert Recipient Email Address. If the Alert

Recipient Email Address is not defined, the message is returned to the

sender.

2. Mail host receives the message.

3. Vocera server logs in to the Mail Host and retrieves all the messages.

4. The Vocera Server distributes all the messages, and recipients view them on

the badge display.
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See the Vocera User Guide for information about reading email messages on

the badge display.



Working with Locales ··· 355

 Working with Locales

A Vocera locale designates a specific language in combination with a

particular cultural, political, or geographic region. For example, US English and

Canadian French designate locales. Internally, Vocera represents locales with

two-letter codes. For example, the codes US, CA, GB, AU, and NZ represent

English-speaking US, Canada, Great Britain, Australia, and New Zealand,

respectively.

You specify a locale when you install Vocera. The installation program copies

the required files to the server computer and configures appropriate settings.

The locale determines several aspects of the Vocera system, as described in the

following topics:

• Genie Personae on page 355

• Language Packs on page 356

• Grammars on page 356

• Dialing Plan on page 356

Genie Personae

The Vocera system locale determines which Genie personae are available in the

Administration Console and the User Console. For example, when Vocera is

configured for the United States (US) locale, the Genie personae Mark and Jean

are available. When Vocera is configured for the United Kingdom (GB) locale,

the Genie personae Simon and Liz are available. The Genies for each locale use

the appropriate language and accent for prompts and responses.

You can choose a Genie persona (and specify whether users can override

this choice) from the Genie Settings page of the Defaults screen in the

Administration Console. Users can choose a Genie persona from the Genie

Settings page of the Announcements screen in the User Console (if granted

access by an administrator).
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Language Packs

Vocera uses language packs for speech recognition and Text-to-Speech

actions. They are installed and used based on the locale specified when Vocera

is installed. The following table lists supported locales and corresponding

language packs.

Table 51. Vocera supported locales and language packs

Locale Speech Recognition Text-to-Speech Genies

US English US English US Mark, Jean

Canada English US English US Mark, Jean

UK English UK English UK Simon, Liz

Australia English AUS/NZ English UK Simon, Liz

New Zealand English AUS/NZ English UK Simon, Liz

The binary representation of a learned name or learned command in Vocera

database tables depends on the language pack (and therefore the acoustic

model) in use when the name or command is learned. When the Vocera system

learns a name or keyword, it notes which language pack is in use. Vocera keeps

a separate set of learned names and keywords for each language pack.

Grammars

Each locale has an associated grammar directory (under

\vocera\server\grammars) that stores the system grammars (mainmenu,

phonenumber, etc.) for that locale. In Vocera version 3.0, these grammar

directories were in one-to-one correspondence with the Nuance packages, and

had the same names as the packages. In version 3.1, different locales can share

the same language pack but have different grammars. The AU and NZ locales

are an example. For this reason, the grammar directories have locale names

rather than package names. Directories for all supported grammars are created

on the server computer when you install Vocera.

Dialing Plan

In a Vocera installation that includes the telephony integration, the locale

determines the dialing plan, which specifies how phone numbers are formatted

and interpreted.



Dialing Plan 

Working with Locales ··· 357

For example, the dialing plan for the United States (US) locale assumes that

phone numbers longer than 10 digits contain complete information. Given an

11-digit number, Vocera would dial it as-is, without adding access codes or area

codes.

That same number would be handled differently by a Vocera system configured

for the United Kingdom (GB) locale. The corresponding dialing plan supports

home and business phone numbers up to 11 digits in length, so Vocera would

add access codes or area codes, as appropriate, before dialing.
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 Appendixes

The following topics provide additional information about installing and

configuring Vocera:

• Installation Details on page 361

Provides information about software and system settings affected by the

Vocera installation program.

• Command Line Installation on page 371

Provides information about installing Vocera remotely using command line

mode.

• Changing the IP Address of the Vocera Server on page 375

Describes how to update the IP address used by the Vocera server.

• Voice Command Reference on page 377

Summarizes voice commands for system setup and administration.
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 Installation Details

The following topics provide information about software and system settings

affected by the Vocera installation program:

• Third-Party Software on page 361

• Vocera Server Directory Structure on page 361

• Environment Variables on page 364

Third-Party Software

Vocera installs the following third-party software:

Table 52. Third-party software

Software Description

Nuance Speech recognition software used by Vocera server.

MySQL Database Database used by the server, to access user info. and
dynamic grammars.

ODBC Drivers Component required by Nuance to access dynamic
grammars.

JRE Java Runtime Environment.

Apache Tomcat Application Server.

Apache HTTP Server Web Server.

Dialogic Dialogic telephony software and drivers (installed with
telephony integration).

Vocera Server Directory Structure

The Vocera installer creates the following directories at the top level on the

Vocera Server machine:
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Table 53. Vocera Server directory structure

Install directory Software

\vocera\config Vocera Configuration Utilities

Includes the Badge Properties Editor, the Badge
Configuration Utility, and Vconfig.

\vocera\data Vocera Data

\vocera\dataload Vocera Dataload Directory

\vocera\dialogic and \dialogic Vocera Telephony Server software for Dialogic
boards

\vocera\docs Vocera Documentation

\vocera\logs,
\vocera\logs\Nuance, and
\vocera\logs\tomcat

Vocera Server Logs

\vocera\prompts Vocera Audio Prompts (*.wav)

\vocera\resources Vocera Application Icons

\vocera\ringtones Vocera Ring Tones

\vocera\samples Vocera Dataload Templates (in Microsoft Excel
format)

\vocera\server Vocera Server and Vocera Telephony Server
Programs

\vocera\support Vocera Technical Support Tools

Includes tools Vocera Technical Support can use to
obtain Vocera Server information and report files.

\vocera\tools Vocera Tools

Includes tools for changing the Vocera Server IP
address and for enabling SSL.

\apache\Apache2 Apache HTTP Server

\jre Java Runtime Environment

\mysql MySQL Database Program
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Install directory Software

\nuance Nuance Speech Recognition and Vocalizer
software

\tomcat Apache Tomcat Application Server

\tomcat\webapps\ Vocera Web Components

\WinNT\System ODBC Drivers for Nuance

You may occasionally need to work with the following directories under

\vocera:

• \vocera\logs

Contains server activity logs. The name of each log file begins with “log”,

followed by the date and time the log was created.

• \vocera\logs\Nuance

Contains logs created by Nuance Speech Recognition and Vocalizer software.

• \vocera\logs\tomcat

Contains logs created by the Apache Tomcat application server.

• \vocera\backup

Contains system backup files.

• \vocera\config

Contains utilities for setting badge properties and configuring badges.
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Environment Variables

Vocera adds or modifies the following environment variables during installation:

Table 54. Environment variables per software component

Software Environment Variables

Apache Tomcat TOMCAT_HOME, CATALINA_HOME

Dialogic DIALOGICDIR, DIALOGICDRV, DLCFGPATH, DLFWLPATH,
DNASDKDIR, DLINFPATH, TSTDIR, DLGCDESTDIR

Eclipse ECLIPSE_HOME

JRE JAVA_HOME

MySQL MYSQL_HOME

Nuance NUANCE, JNUANCE, LIB, CLASSPATH, PATH, VOCALIZER

Vocera Clustering VOCERA_ACTIVE_SERVER_IP_ADDRESS

Vocera Server VOCERA_DB_URL, VOCERA_DRIVE, VOCERA_LICENSE,
VOCERA_LOCALE, VOCERA_LOCAL_HOST_ADDRESS,
VOCERA_SERVER_IP_ADDRESS, VOCERA_SSL

Vocera Telephony
Server

VOCERA_SERVER_IP_ADDRESS, VOCERA_TELEPHONY

• If the Telephony server machine is different than
the Vocera server machine, also the following:
VOCERA_DRIVE, VOCERA_LOCALE, JAVA_HOME

• If the Telephony server machine is the same as
the Vocera server machine, also the following:
VOCERA_LOCAL_HOST_ADDRESS

• If the Telephony server machines is associated with a
specific site, also the following: VOCERA_SITE

These environment variables control the following settings:
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Table 55. Environment variables

Environment Variable Value

CATALINA_HOME Specifies the location where Tomcat
is installed. This variable is set on the
Vocera server machine.

This variable should be set to z:\tomcat,
where z: is the drive on which the Vocera
server is installed.

CLASSPATH Specifies the location of Java classes used
by Vocera and Nuance. This variable is
set on the Vocera server machine.

DIALOGICDIR Specifies the parent directory for
Dialogic. This variable is set on the
Telephony server machine.

This variable should be set to z:\, where
z: is the drive on which the Telephony
server is installed.

DIALOGICDRV Specifies the letter of the drive where
Dialogic is installed. This variable is set on
the Telephony server machine.

This variable should be set to z:, where
z: is the drive on which the Telephony
server is installed.

DLCFGPATH Specifies the location of Dialogic
configuration data. This variable is set on
the Telephony server machine.

This variable should be set to
z:\dialogic\cfg, where z: is the drive on
which the Telephony server is installed.

DLFWLPATH Specifies the location of Dialogic data.
This variable is set on the Telephony
server machine.

This variable should be set to
z:\dialogic\data, where z: is the
drive on which the Telephony server is
installed.
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Environment Variable Value

DLGCDESTDIR Specifies the letter of the drive where
Dialogic is installed. This variable is set on
the Telephony server machine.

This variable should be set to z:, where
z: is the drive on which the Telephony
server is installed.

DLINFPATH Specifies the location of Dialogic inf files.
This variable is set on the Telephony
server machine.

This variable should be set to
z:\dialogic\inf, where z: is the drive on
which the Telephony server is installed.

DNASDKDIR Specifies the location of Dialogic binary
files. This variable is set on the Telephony
server machine.

This variable should be set to
z:\dialogic\bin, where z: is the drive on
which the Telephony server is installed.

ECLIPSE_HOME Specifies the location where Eclipse
is installed. This variable is set on the
Vocera server machine.

This variable should be set to z:\eclipse,
where z: is the drive on which the Vocera
server is installed.

JAVA_HOME Specifies the location of the Java
Runtime Environment (JRE). This variable
is set on both the Vocera server and the
Telephony server machines.

This variable should be set to z:\jre,
where z: is the drive on which either the
Vocera server or the Telephony server is
installed.

JNUANCE Specifies the location of Java classes used
by Nuance. This variable is set on the
Vocera server machine.

This variable should be set to
z:\nuance\v8.5.0\java, where z: is
the drive on which the Vocera server is
installed.
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Environment Variable Value

LIB Specifies the location of libraries used by
Nuance. This variable is set on the Vocera
server machine.

This variable should be set to
z:\nuance\v8.5.0\bin\win32, where z:
is the drive on which the Vocera server is
installed.

MYSQL_HOME Specifies the location where MySQL
is installed. This variable is set on the
Vocera server machine.

This variable should be set to z:\mysql,
where z: is the drive on which the Vocera
server is installed.

NUANCE Specifies the location where Nuance
is installed. This variable is set on the
Vocera server machine.

This variable should be set to
z:\nuance\v8.5.0, where z: is the drive
on which the Vocera server is installed.

PATH Specifies the location of executables and
DLLs used by Nuance. This variable is
set on both the Vocera server and the
Telephony server machines.

TOMCAT_HOME Specifies the location where Tomcat
is installed. This variable is set on the
Vocera server machine.

This variable should be set to z:\tomcat,
where z: is the drive on which the Vocera
server is installed.

TSTDIR Specifies the location of the Windows
system directory. This variable is set on
the Telephony server machine.

This variable should be set to
%SystemRoot%\system32.
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Environment Variable Value

VOCALIZER Specifies the location where the Nuance
Vocalizer component is installed. This
variable is set on the Vocera server
machine.

This variable should be set to
z:\nuance\Vocalizer4.0, where z: is
the drive on which the Vocera server is
installed.

VOCERA_ACTIVE_SERVER_IP_ADDRESS In clustered installations, identifies the IP
address of the active Vocera Server node.

This variable is set on the Vocera
Telephony Server machine during
runtime, and updated as necessary when
failovers occur.

VOCERA_DATA_DRIVE No longer used. Prior to version 4.0,
specifies the letter of the shared Vocera
data drive in a clustered installation.

VOCERA_DB_URL Specifies the URL of the MySQL database
on a single server with dual NIC cards
that do not have a virtual IP address.

This variable is set on the Vocera server
machine.

VOCERA_DRIVE Specifies the letter of the drive where
the  \vocera directory is installed. This
variable is set on both the Vocera server
and the Telephony server machines. It is
not removed during uninstall to enable
easier upgrades.

VOCERA_LICENSE Specifies the universal license key that
allows you to use Vocera, Nuance,
and Vocalizer. This variable is set on
the Vocera server machine. It is not
removed during uninstall to enable easier
upgrades.
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Environment Variable Value

VOCERA_LOCALE Specifies the locale for which the
Vocera server or Telephony server is
installed. This variable is set on both the
Vocera server and the Telephony server
machines. This variable is not set on the
dedicated configuration computer.

This variable should be set to one of the
following codes, depending upon the
locale for which the server is installed:
US, CA, GB , AU, or NZ. These codes
represent English-speaking US, Canada,
Great Britain, Australia, and New
Zealand, respectively. This variable is not
removed during uninstall to enable easier
upgrades.

VOCERA_LOCAL_HOST_ADDRESS Specifies either of the following values:

• On a Vocera Server with dual NIC
cards that do not have a virtual IP
address, specifies the physical IP
address of the card that Vocera binds
to.

• On a stand-alone Vocera Telephony
Server with dual NIC cards that do not
have a virtual IP address, specifies the
physical IP address of the card that
telephony binds to.

This variable is set on both the Vocera
server and the Telephony server
machines. It is not set on the dedicated
configuration computer.

VOCERA_SERVER_IP_ADDRESS Specifies the IP address of a standalone
Vocera Server, or a comma-separated
list of IP addresses for a cluster. This
variable is set on the Telephony server
machine. On a machine with combined
Vocera and Telephony servers, this
variable is set to the same value as
VOCERA_LOCAL_HOST_ADDRESS.

VOCERA_SITE If the Vocera server supports multiple
sites, specifies the name of the site the
Telephony server supports. This variable
is set on the Telephony server machine.
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Environment Variable Value

VOCERA_SSL Specifies whether SSL is enabled. This
variable should be set to ON or OFF.
This variable is set on the Vocera server
machine.

VOCERA_TELEPHONY Specifies that the Telephony server is
installed on this machine.

This variable should be set to 
z:\vocera\dialogic, where z: is the
drive on which the Telephony server is
installed.
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 Command Line Installation

Vocera provides a command line mode for running the installation program.

Command line mode allows you to install Vocera remotely without user

interaction. Using a set of predefined command line parameters, you can

specify all the necessary configuration options to make changes to an existing

Vocera installation, install Vocera for the first time on a machine, or uninstall

Vocera.

To install Vocera remotely using command line mode:

1. Copy the Vocera DVD to a shared location, such as a shared file server.

2. Connect to the target computer using Remote Desktop or another remote

administration tool.

3. Open a Command Prompt window.

4. Run the following command:

[PATH_TO_VOCERA_DVD]\setup\VSInstall.exe [PARAMETERS]

For a description of available command line parameters, see Command

Line Parameters on page 372

5. After installation is complete, check the log file located in the

[SYSTEM_DRIVE]\voceralogs directory. The log file is named

Vocera_Communications_System_4_0_Installer.log.

Command Line Usage Guidelines

When you run the installation program in command line mode, follow these

usage guidelines:

• Precede parameter names with a forward slash (/).

• Parameters can be used in any order.

• Parameter names are case insensitive.

• Parameter values are also case insensitive unless otherwise noted.
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If you specify an invalid value or fail to specify a required value, the Vocera

installation program exits and an error message is written to the installation log

file.

Command Line Parameters

This section describes command line parameters you can use with the Vocera

installation program.

Table 56. Command line parameters

Parameter Required Accepted Value(s) Description

/eula Yes agree Forces users to explicitly accept the terms of
the Vocera end user license agreement before
continuing installation.

/restart Yes yes | no

y | n

Indicates whether to restart the machine after
installation is finished.

/feature Yes At least one of the
following:

[server |
telephony |
utilities]

Indicates which features to install. If you specify
multiple features, separate them with spaces.
If you specify a feature that has already been
installed, the installer ignores it and does not
install it again.

If you specify the server feature, the
utilities feature is also installed
automatically.

/remove Yes

(uninstall
only)

None Causes the installer to uninstall Vocera and set
all necessary internal settings. This parameter
must be accompanied by the /restart
parameter. All other parameters are ignored.

/key No A valid Vocera license
string

Specifies the Vocera license. This parameter
sets the value of the VOCERA_LICENSE
environment variable and is needed only for
new installations of Vocera. If you are adding
features to an existing Vocera installation, this
parameter is ignored.

Important:  The Vocera installer does not
validate the license key, so be careful when
you type it. If you enter it incorrectly, the
installation will proceed, but the Vocera server
will not launch.
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Parameter Required Accepted Value(s) Description

/root No Any letter
corresponding to
an existing drive. A
trailing colon (for
example, d:) is also
accepted.

Specifies the drive on which to install
Vocera. This parameter sets the value of the
VOCERA_DRIVE environment variable and is
needed only for new installations of Vocera. If
you are adding features to an existing Vocera
installation, this parameter is ignored.

/country No Any supported
country:

[United States
| Canada |
Australia | New
Zealand | United
Kingdom]

Note: Country
names are case
sensitive.

Specifies the country for which you are
installing Vocera. The dial plan, grammars,
language packs and Genie personae are
loaded based on this setting. This parameter
sets the value of the VOCERA_LOCALE
environment variable and is needed only for
new installations of Vocera. If you are adding
features to an existing Vocera installation, this
parameter is ignored.

/bind No A valid IP address for
the machine

Specifies the IP address of the machine. By
default, the installation program sets the
VOCERA_LOCAL_HOST_ADDRESS environment
variable to the IP address of your primary
Network Interface Card (NIC). Do not change
this value unless your machine's IP address has
not been assigned or is going to change. If
you are adding features to an existing Vocera
installation, this parameter is ignored.

Note:  You must enter a real IP address for
the machine, not "localhost" or its equivalent
loopback address, 127.0.0.1.

/address No A comma-separated
list of valid IP
addresses for the
Vocera Servers

Specifies the IP address(es) of the Vocera
Server(s). This parameter is needed only for a
Vocera Telephony Server that is being installed
on a different machine from the Vocera Server.
This parameter is ignored if the /feature
parameter does not specify the telephony
feature.
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Parameter Required Accepted Value(s) Description

/telsite No Any string
conforming to a valid
telephony site name

Specifies the Vocera Telephony Server
site name. If you omit this parameter, the
VOCERA_SITE environment variable will be
set to "Global" and the Telephony Server
will automatically be associated with the
Global site. This parameter is ignored if the
/feature parameter does not specify the
telephony feature.

/ssl No enable | disable Enables or disables SSL access for Apache. This
parameter can be set when you are installing
Vocera Server for the first time. If you omit
this parameter, SSL will be disabled by default.
If the VOCERA_SSL environment variable
has already been set on the machine, this
parameter is ignored.

/tail No None Opens a Command Prompt window to
tail the installer log during installation or
uninstallation.

Command Line Examples

This section provides examples of commands to install and uninstall Vocera

using command line mode.

The following command installs the Vocera server and badge utilities on drive

D with SSL access enabled. It also tails the installer log to a Command Prompt

window. When installation is finished, the command does not restart the

machine.

VSInstall.exe /eula agree /restart no /feature server utilities 
/root d: /country "United States" /ssl enable /tail

The following command installs the Vocera Telephony Server on drive D. It

specifies three IP addresses for a clustered Vocera Server, and it designates the

Cupertino telephony site. It restarts the machine when installation is finished.

VSInstall.exe /eula agree /restart yes /feature telephony 
/root d: /address 192.186.15.10,192.186.15.11,192.186.15.12
/telsite Cupertino

The following command uninstalls Vocera software and restarts the machine.

VSInstall.exe /remove /restart yes
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 Changing the IP Address of the Vocera Server

The following topics explain how to change the IP address of the Vocera server.

• Introducing the Change Server IP Address Utility on page 375

• Supported Vocera Environments on page 375

• Using the Change Server IP Address Utility on page 376

Introducing the Change Server IP Address Utility

After you install the Vocera software, you may decide to change the IP address

of the Vocera Server. If you change the IP address, your Vocera Server will

automatically stop. To restart the server, you must update the IP address in

several configuration files, environment variables, desktop shortcuts, and

registry entries.

Vocera provides a simple utility called Change Server IP Address that updates

the Vocera Server IP address in all the locations used by the Vocera software.

The Change Server IP Address utility is located in the \vocera\tools directory on

the Vocera Server, but you can also run it from the Windows Start menu.

Supported Vocera Environments

The Change Server IP Address utility works in the following environments:

• A stand-alone Vocera Server (that is, a Vocera Server that does not also

have a Vocera Telephony Server on it, or a Vocera Server that is not part of a

cluster)

• A server where both Vocera Server and Vocera Telephony Server are installed

• A Vocera Server that is part of a cluster

A stand-alone Vocera Telephony Server needs to know the IP address of the

Vocera Server. If you've already installed Vocera Telephony Server and need to

change the Vocera Server IP address it is pointing to, use the Telephony Control

Panel. See Changing the Vocera Server IP Address on page 212.
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Using the Change Server IP Address Utility

To update the IP address used by the Vocera server software:

1. Log in to the Vocera server computer with administrator privileges.

2. Shut down the Vocera Server. In the Vocera Control Panel, choose Run >

Exit. Click OK to confirm.

3. From the Windows Start menu, select Settings > Control Panel >

Administrative Tools > Services. The Services dialog box appears,

displaying the list of installed Windows services.

Confirm that all Vocera services have shut down. This includes Vocera

Launcher, MySQL, Apache2, Tomcat, and the Nuance Watcher Daemon. If

any one of these services is running, right-click it and choose Stop.

4. Choose Start > Programs > Vocera > Change Server IP Address.

5. Specify the old IP address used by the Vocera Server and the new IP address.

By default, the old IP address is the value of the

VOCERA_LOCAL_HOST_ADDRESS environment variable and the new IP

address is the current NIC address of the server.

6. Click Change IP.

The utility proceeds to update the server.

7. Select Yes, I want to restart my computer now, and then click Finish.

After the server restarts, the Vocera server launches and displays the Vocera

Control Panel.

Note: All changes made by the Change Server IP Address utility are saved to

a log file named IPAddressChange.log in the voceralogs directory.
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 Voice Command Reference

The following topics summarize voice commands for system setup and

administration. These commands are not listed in the Vocera User Guide, and all

require permissions that should be granted only to system administrators.

• Log In As Another User on page 377

• Access Point Location Administration on page 377

• Voiceprint Administration on page 378

Log In As Another User

Table 57. Commands for logging in as another user

Action Recommended Commands (examples in italics)

Log in as an arbitrary user,
bypassing authentication

Log in as John Smith.

Access Point Location Administration

Table 58. Commands for access point location administration

Action Recommended Commands (examples in italics)

Begin access point tour Begin tour.

End access point tour End tour.

Assign location name to
currently associated access
point

Assign location.

Record a name for a
location.

Record name prompt for Cafeteria.
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Voiceprint Administration

Table 59. Commands for voiceprint administration

Action Recommended Commands (examples in italics)

Erase a user’s voiceprint,
thereby allowing that
user to log in without
authentication.

Erase voiceprint of John Smith.
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Symbols
802.11d property, 123

A
Access points

relationship to locations, 309
Administration Console

description, 27
Administrator Password, 334
Advanced properties

setting, 124
Alternate DNS property, 120
Alternate Spoken Names, 285
analog integration

hardware, 167
analog telephony boards, 167, 167
analog telephony cables, 167
Apache/Tomcat Web server, 26
APSD property, 123
Assign Location Name Voice Command, 377
Authentication property, 117

B
badge

configuring, 99, 101
Badge Configuration Utility, 99, 125
Badge operation

default permissions, 266
Badge Properties Editor, 111

General properties, 115
Setting Advanced properties, 124
Setting Security properties, 116
Setting TCP/IP properties, 121
starting, 113

badge property, 99
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Badge Status Monitor, 331
badge.properties file, 114, 146
Begin Tour Voice Command, 377
Broadcast Uses IGMP property, 122

C
cables

analog telephony, 167
digital telephony, 170

CCKM property, 123
Change Server IP Address utility, 375
Channels to scan property, 124
character set, 244
Cisco Certified Key Management, 123
clusters

remote restore failures, 80
split brain, 76

command line installation, 371

D
D-channel tracing, 220
Default Gateway property, 120
Defaults

strategy for use, 249
deleting

email messages, 335
temporary users, 335
text messages, 335
voice messages, 335

department, 259
department group, 259
Dialogic

Card, 163, 167, 167, 167, 167, 169, 169, 169, 169
card, 167

digital integration
hardware, 169

digital telephony
boards, 169
cables, 170

E
email

alerts, 349
deleting messages automatically, 335
messages, 349

Email
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sending to badges (illustration), 351
Encryption Key property, 118
End Tour Voice Command, 377
Erase Voiceprint Of Voice Command, 378

F
firmware, 146

G
General properties

setting, 116
grammar directory, 356
group profile, 233
Groups

adding, 254
general information, 254
name limitations, 249
nested, 254
recording name prompts for, 258

H
Hide Boot Menus property, 116

I
Identifying Phrase, 286
incoming calls

routing, 165
inner circle, 247

adding members, 247
enabling, 247
removing members, 248

installation, 43
command line, 371

integration
analog, 167
digital, 169

IP address, changing, 212, 375

J
Java

JRE plug-in, 37
JVM, 37

JVM, 37

L
Language packs, 356
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learned command, 356
learned name, 356
locale, 355
Locations

configuration overview, 309
definition, 309
mapping, 310
recording location names, 310

Log In As Voice Command, 377
Login Name

strategy for assigning, 244

M
memory usage, 41
messages

deleting, 335
email, 349

monitoring badge usage, 331
MySQL, 26

N
Names

recording group name prompts, 258
recording location names, 310
valid characters, 249

Neighbors
definition, 310

nested groups, 254
Nuance speech recognition software

description, 26

P
Password

changing the Administrator Password, 334
Password property, 117
performance options, 41
Permissions

default, 266
definition, 265
strategy for use, 249

Preferred DNS property, 120
PreShared Key property, 118
processor scheduling, 41
profile, 243

group, 233
site, 233
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user, 233

R
Record Name Prompt for Location Voice Command, 377
Recording names

group prompts, 258
locations, 310

recording utterances, 286
remote installation, 371
remote restore failures, 80
Requirements for Vocera server, 34
Roaming Policy property, 122

S
Scan Default Channels property, 122
Secure Sockets Layer (SSL), 328

enabling and disabling, 329
Security properties

setting, 116, 116, 118
self registration, 248
Server - see Vocera Server, 26
sharing

Telephony server, 199
Short Preamble property, 122
site profile, 233
split brain, 76
SSID property, 115
Subnet Roaming property, 121
sweep, 335
system administrators, 324

default login, 325
default password, 325

System default properties, 333
System links

Sweep, 335
System requirements, 34
system software, 25

T
TCP/IP properties

setting, 121
TelBroadcast property, 210
Telephony

analog cables, 167
analog integration, 167
Card, 163, 167, 167, 167, 167, 169, 169, 169, 169
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digital cables, 170
digital integration, 169
Hardware Installation, 183
loop current drop, 173
Overview, 163
Software Installation, 177

telephony boards
analog, 167
digital, 169

Telephony Control Panel, 189
hiding, 213
preventing access, 213

Telephony Integration
description, 28

Telephony integration
major components, 163
procedure, 171

Telephony server
configuration diagram, 163
incoming calls, 165
logging on and logging off, 213
outgoing calls, 164
sharing, 199
shutting down, 212
stopping and starting, 211

Telephony Solution Software
features, 165

temporary user, deleting, 335
Text message, deleting, 335
tiered administrators, 324

default login, 326
default password, 326

U
uninstalling, 47
Update SSL utility, 329
urgent broadcasts

TelBroadcast property, 210
Use Static Settings property, 120
User Console, 248

description, 28
User Name property, 117
user profile, 233, 243
utilities, 26
utterances
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recording, 286

V
VIP Status, 299
Vocera launcher, 27
Vocera Messaging Interface, 28
Vocera server

changing IP address, 212, 375
description, 26
system requirements, 34

Vocera Server IP Address property, 115
Vocera server, description, 26
Voiceprints

Commands, 298
Recommendations for Use, 298

W
WEP encryption, 119
WEP keys, 119
WMM property, 123
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